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Statements
This CP/CPS fully or partially supports the following standards:

RFC3647: Internet X.509 Public Key Infrastructure - Certificate Policy and
Certification Practices Framework

RFC6960: Internet X.509 Public Key Infrastructure - Online Certificate Status
Protocol - OCSP

ITU-T X.509 V3 (1997): Information Technology - Open System Interconnection -
Catalog: Certification Framework

RFC5280: Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile

CA/Browser Forum BR-v2.1.9: CA/Browser Forum Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates

CA/Browser Forum EV Guidelines-v2.0.1: CA/Browser Forum Guidelines For The
Issuance And Management Of Extended Validation Certificates

CA/Browser Forum Code Signing BR-v3.10.0: CA/Browser Forum Baseline
Requirements for the Issuance and Management of Publicly-Trusted Code Signing
Certificates
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This CP/CPS has been submitted to an independent auditor for assessment. The audit

report will be published on website “www.bjca.cn” and repository hosting WebTrust
reports.
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All copyrights in this document belong to Beijing Certificate Authority Co., Ltd. All

texts and diagrams in this document shall not be copied and published in any form
without written authorization.
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1. ¥EFEMEH A Introduction
1.1853AK Overview

1.1.1 /A=) fa 41 Company Profile

I REEFINER D BRR/AS (Beijing Certificate Authority Co.,Ltd., f&#RBICA
HBMFIANE") F2001F 2B FREE, BRE. AENBEFINMERSYIME, 1
B MRAEPEARILFNE T I AE BB M AR E FIAERS T o] R A
FALSN ., HFINELATER (REARKEMERFEZZE) . (EFINER

SERNE) MERTEXEENE, ARPRUEFIERRIE. ME. 7.
&, BIEERS, FBREMUPKFEAR., BFIERBXARRAROHON ARER
RAR, HEFBSE. BFHS. UV EEHMMERS. TREMAGFERE. 2019
F, HBFIMIATEFLHEWebTrustE R L& HIHAELE, FEMUERRE
HHEEEERRSKTE, HRFPRESREHBFINERS.

Since February 2001, Beijing Certificate Authority Co., Ltd. (referred to as “BJCA”,
or “#7 ¥\ UE”) has started operation as an authoritative and impartial certification
authority and is one of industry leaders to be licensed as an electronic certification
service provider by the Ministry of Industry and Information Technology of the
People's Republic of China. Complying with the requirements and relevant
regulations of Electronic Signature Law of the People's Republic of China and
Measures for the Administration of Electronic Certification Services, BICA provides
users with digital certificate application, issuance, filing, inquiry, abolition and other
services, and through the application security solutions with PKI technology and
digital certificate application technology as the core, it builds a secure and reliable
environment for e-government, e-commerce and enterprise informatization. In 2019,
BJCA began to implement enhancements in the control environment for compliance
with WebTrust Principles and Criteria for Certification Authorities. We aim to provide
users with global electronic certification services characterized by internationally
standardized operation management and service levels.
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1.1.2 uE F K B& 1 BB F TA Uk M 55 # I Certificate Policy and

Certification Practice Statement

RIEBRIEFAE FINMEL SN BHEFIMNEA ST RBHEARFAME T
FERAE (B FINERS BIEINE) R, Kk (B IMELSANSEG
7)) HIE

This CP/CPS is created by BJCA in accordance with the requirements of Measures for
the Administration of Electronic Certification Services and Standards for Electronic
Certification Practice Statement (Trial) issued by the Ministry of Industry and
Information Technology of the People's Republic of China.

AU BRIEF B FINEL SR ZEFIMNER S LERINEAER SSLIEHRA
I FREEFIE FINEL SN, SENEFRRRDE RIS, SRS,
[BIBUIE B AIE P RESM B FIAEV SN, S HEFINEA S LEINEARRIED
Hlg . BT IAEL SN, A B HEIEFE FINE S HNIE AT EHFIALA T
AL ERIATER R Root CA. 4% CA, RIESEMIAG. IERERBEA. 1T
FTESLE, RETERMEIE DV SSL £IRRESES. IVSSL £IRRESIEB.
OV SSL £FKARFAFIEH . EV SSL £IKIRF/EBHERXNBEERIENRE, &5
575 0 SE B IR MR AN T AR FINME L S NIFFHLE B 3R, FFRIBIEN MR
EINE N

This CP/CPS is the Certificate Policy and Certification Practice Statement for SSL
Global Server Certificate of BJCA's Global Certification System. For the Certificate
Policy and Certification Practice Statement of Global Certification System Code
Signing Certificate, Document Signing Certificate and Timestamp Certificate, please
refer to BJCA Global Certificate Policythe and Certification Practice Statement. This
CP/CPS applies to BICA's global certification system Root CA, subordinate CA, and
entities including Registration Authorities (RAs), certificate applicants, subscribers
and relying parties, covering specific operations and procedures related to the
issuance and management of DV SSL Global Server Certificate, IV SSL Global
Server Certificate, OV SSL Global Server Certificate and EV SSL Global Server

Certificate. Each participant shall fully understand and implement the terms and
14
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conditions set forth in this CPS and bear the corresponding responsibilities and
obligations.

HFINEA S BIEEFR CA/Browser Iz & f A9 {Baseline Requirements for
the Issuance and Management of Publicly-Trusted Certificates) (& #5r“Baseline
Requirements”) . {Network and Certificate System Security Requirements) ({&]
FR“NCSSR”) . { Guidelines For The Issuance And Management Of Extended
Validation Certificates) (f&]#R‘EV Guidelines”) . {Baseline Requirements for the
Issuance and Management of Publicly-Trusted Code Signing Certificates) (f&#R
“Code Signing Baseline Requirements”) |4 X% { Adobe Approved Trust List
Technical Requirements) (& #R“AATL Technical Requirements”) E#ETARARE K,
EHREERAENER, FRFERIBEE R BRRARETT AU BRI E FIAEW
SN, nRAUEBRIEFE FIAUE L SN FEFR CA/Browser 1B3n%& 7 8948
KASEHRMFARBA—B R TT, WIXEFR CA/Browser IIRIE A MAIRISE A
o
BJCA follows the requirements of the latest versions of Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates ("Baseline Requirements"
for short), Network and Certificate System Security Requirements ("NCSSR" for
short), Guidelines For The Issuance And Management Of Extended Validation
Certificates ("EV Guidelines" for short), Baseline Requirements for the Issuance and
Management of Publicly-Trusted Code Signing Certificates ("Code Signing Baseline
Requirements" for short) issued by the International CA/Browser Forum and Adobe
Approved Trust List Technical Requirements ("AATL Technical Requirements" for
short), regularly review the updates and will continue to revise this CP/CPS in
accordance with the newly published versions. If there is any inconsistency between
the terms of this CP/CPS and the relevant specifications issued by the international

CA/Browser forum, the specifications officially issued by the international

CA/Browser forum shall prevail.

15
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1.1.3 EBIEZFR Z2H Certificate System Architecture

RIEBRIEME FINEL SHN P ANEBERE 2 MRIES, 274 BICA

Global Root CA1 iF#H (RSA) . BIJCA Global Root CA2 iEF (ECC) . &R CA

&Lk CAEEITFIER.

The certificate system in this CP/CPS has two Root CA Certificates, namely BJCA
Global Root CALl certificate (RSA) and BJCA Global Root CA2 certificate (ECC).
Each Root CA Certificate has a Subordinate CA Certificate issuing subscriber

certificates.

1) BICA Global Root CA1 (RSA)

RIEH HZRIES TTPIE$ KR
Root CA Subordinate CA Entity Certificate Types
BICAEV SSL CA1l EV SSL
BICA OV SSL CAl OV SSL
BICATV SSL CAl IV SSL
BICADV SSL CAl DV SSL

BJCA Global Root CA1 | BJCAEV SSL CA1 G2 EV SSL

BICA OV SSL CA1 G2 OV SSL

BICATV SSL CA1 G2 IV SSL

BJCA DV SSL CA1 G2 DV SSL

BJCA TimeStamp CALl OV TimeStamp

BJCA Global Root CAL IEBIZIBE LA RSA, REFFKE A 4096-bit, T

% 9Nk CAIER, Hr: (1) BICAEVSSLCAL, ZEAKEN 2048-bit, &
RBFHKE B RSA 2048-bit B EV SSL £FkIREESIED; (2) BICA OV SSL CAL,
TRKE A 2048-bit, R EAKE A RSA 2048-bit 9 OV SSL £ERAR SR,
(3) BICAIVSSLCAL, ZEAKE N 2048-bit, A HEEAKE A RSA 2048-bit £

IV SSL £ERBRSS28IEH; (4) BICADV SSLCAL, Z4AKE N 2048-bit, X

A E 4 RSA 2048-bit By DV SSL £3kfR%=31EH,; (5) BJCAEV SSL CAl1 G2,
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ZEAK 2 4096-bit, & BEAKE A4 RSA 2048-bit A EV SSL £ ERIRSEIEH;

(6) BJCA OV SSL CA1 G2, BEAKE A 4096-bit, %%k HE4AKE A RSA 2048-bit
B9 OV SSL £IRARGAZIEH, (7) BICA IV SSL CAL G2, ZEAKE A 4096-bit,
2R BEAKE B RSA 2048-bit B9 IV SSL £ERARSSESIEF; (8) BJCA DV SSL CAl
G2, WHAKE N 4096-bit, FREFAKE A RSA 2048-bit #J DV SSL KRS =5
WE#H; (9) BICATimeStamp CAl, Z5AKE N 2048-bit, FAFAKE A RSA
2048-bit YA {E1BIE R .

The cryptographic algorithm of the BICA Global Root CAl certificate is RSA with
the root key size being 4096-bit, and there are 9 subordinate CA certificates, among
which: (1) BJCA EV SSL CAl, the key size being 2048-bit, issuing EV SSL Global
Server Certificates with the key size being RSA 2048-bit; (2) BICA OV SSL CAl, the
key size being 2048-bit, issuing OV SSL Global Server Certificates with the key size
being RSA 2048-bit; (3) BICA IV SSL CAl, the key size being 2048-bit, issuing IV
SSL Global Server Certificates with the key size being RSA 2048-bit; (4) BICA DV
SSL CAl, the key size being 2048-bit, issuing DV SSL Global Server Certificates
with the key size being RSA 2048-bit; (5) BICA EV SSL CA1 G2, the key size being
4096-bit, issuing EV SSL Global Server Certificates with the key size being RSA
2048-bit; (6) BJCA OV SSL CA1 G2, the key size being 4096-bit, issuing OV SSL
Global Server Certificates with the key size being RSA 2048-bit; (7) BICA IV SSL
CA1 G2, the key size being 4096-bit, issuing IV SSL Global Server Certificates with
the key size being RSA 2048-bit; (8) BJCA DV SSL CAl G2, the key size being
4096-bit, issuing DV SSL Global Server Certificates with the key size being RSA
2048-bit; (9) BJCA TimeStamp CAl, the key size being 2048-bit, issuing Timestamp
Certificates with the key size being RSA 2048-bit.

BICA Global Root CAL RIEPIT 2044 &£ 12 A 12 HEHA,

The BJCA Global Root CA1 Root Certificate will expire on December 12, 2044.

BJCA EV SSL CA1 iEHI57E 2034 4£ 12 B 15 HEIHF, 2025 4F 6 B 15 Hik,
BAEEHZ CAUEBELRITFIUER.

The BJCA EV SSL CAL certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BJCA OV SSL CA1 JEBIE7E 2034 £ 12 B 15 B EA, 2025 6 A 15 Hik,

17
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BAHEEMAZ CAIEBERIT AIEHR.

The BICA OV SSL CALI certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BIJCA IV SSL CA1 JFBI57E 2034 £ 12 B 15 HEIHY, 2025 % 6 B 15 HiE,

BAFEMIZ CAIEBERITAIES.

The BJCA IV SSL CALl certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BJCA DV SSL CA1 iEPI¥7E 2034 £ 12 B 15 HEHA, 2025 FF 6 B 15 HiE,

BAHEEMIZ CAIEBERIT AIES.

The BJCA DV SSL CAI certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BJCA EV SSL CA1 G2 iEBIFTE 2040 £ 5 B 25 HEIHA, 2037 £ 5 H 25 H

£, BABFERIZ CAIEBELITAIES.

The BJCA EV SSL CAl G2 certificate will expire on May 25, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 25, 2037.

BJCA OV SSL CA1 G2 JEBITE 2040 FE 5 B 25 HEIHF, 203758 25 H

£, BABFERIZ CAIEBERITFIER.

The BJCA OV SSL CAl G2 certificate will expire on May 25, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 25, 2037.

BJCA IV SSL CA1 G2 iE K 7E 2040 F£ 5 B 25 HEIHF, 2037 £ 5 B 25 HiE,

BAFEMIZ CAIEBERITFIES.

The BJCA IV SSL CA1l G2 certificate will expire on May 25, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 25, 2037.

BJCA DV SSL CA1 G2 JEHIEFE 2040 £ 5 B 25 HEIHA, 2037 FE5 8 25 H

£, BABFERIZ CAIEBERITFIER.

The BJCA DV SSL CAl G2 certificate will expire on May 25, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 25, 2037.

18



:F
@ =1k e YT A 7 AR 22 SSLL 45 456 1 o UM 45 01

BJCA TimeStamp CA1 JEB47 2034 /£ 12 B 15 AFIHY, 20314 12 B 15

£, BABFERIZ CAIEBERITFIER.

The BJCA TimeStamp CA1 certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from December 15, 2031.

2) BICA Global Root CA2 (ECC)

RIEH HZRIES TTPIE$ KR
Root CA Subordinate CA Entity Certificate Types
BICA EV SSL CA2 EV SSL
BICA OV SSL CA2 OV SSL
BICATV SSL CA2 IV SSL
BICA Global Root CA2 BICA DV SSL CA2 DV SSL

BICAEV SSL CA2 G2 EV SSL

BICA OV SSL CA2 G2 OV SSL

BICATV SSL CA2 G2 IV SSL

BJCA DV SSL CA2 G2 DV SSL

BJCA Global Root CA2 IE BRI RIBE L X ECC, REPKE A 384-bit, T
% 8 N CAIEH, Hr: (1) BICAEVSSLCA2, ZEFKE N 256-bit, &
KB E B ECC 256-bit B EV SSL £ERARSFUEH;  (2) BICA OV SSL CA2,
HEAKE N 256-bit, TR EFKE R ECC 256-bit B9 OV SSL £ERARESJIEH,
(3) BICA IV SSLCA2, ZEAKE H 256-bit, TLHIAKE A ECC 256-bit A9 IV
SSL £EKAREZARIEF,; (4) BICA DV SSL CA2, BEKE K 256-bit, L HA
K& 4 ECC 256-bit A DV SSL £IkRS=1EH, (5) BICAEVSSLCA2 G2, &
$AKE 25 256-bit, FR FEEAKE A ECC 256-bit B EV SSL £ERIRE AL+, (6)
BICA OV SSL CA2 G2, EEAKE H 256-bit, FEHEAKE A ECC 256-bit £ OV
SSL £EKEREZARIEF; (7) BICA IV SSL CA2 G2, HEAKE H 256-bit, BLH
$A1CE h ECC 256-bit AY IV SSL £IKPR&=71EH, (8) BICA DV SSL CA2 G2,
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TR E B 256-bit, &R ZHEAKE X ECC 256-bit f§ DV SSL ©ERIRESRIEH.

The cryptographic algorithm of the BJCA Global Root CA2 certificate is ECC with
the root key size being 384-bit, and there are 4 subordinate CA certificates, among
which: (1) BJCA EV SSL CA2, the key size being 256-bit, issuing EV SSL Global
Server Certificates with the key size being ECC 256-bit; (2) BICA OV SSL CA2, the
key size being 256-bit, issuing OV SSL Global Server Certificates with the key size
being ECC 256-bit; (3) BICA IV SSL CA2, the key size being 256-bit, issuing IV
SSL Global Server Certificates with the key size being ECC 256-bit; (4) BICA DV
SSL CA2, the key size being 256-bit, issuing DV SSL Global Server Certificates with
the key size being ECC 256-bit; (5) BJCA EV SSL CA2 G2, the key size being
256-bit, issuing EV SSL Global Server Certificates with the key size being ECC
256-bit; (6) BJCA OV SSL CA2 G2, the key size being 256-bit, issuing OV SSL
Global Server Certificates with the key size being ECC 256-bit; (7) BICA IV SSL
CA2 G2, the key size being 256-bit, issuing [V SSL Global Server Certificates with
the key size being ECC 256-bit; (8) BJCA DV SSL CA2 G2, the key size being
256-bit, issuing DV SSL Global Server Certificates with the key size being ECC
256-bit.

BICA Global Root CA2 fRIE 4§ 2044 £ 12 A 12 HEIH,
The BJCA Global Root CA2 Root Certificate will expire on December 12, 2044.

BJCA EV SSL CA2 iE B 2034 ££ 12 B 15 BEIHY, 20254 6 B 15 Hik,

BAFEMIZ CAIEBERITAIES.

The BICA EV SSL CA2 certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BJCA OV SSL CA2 {EHE7E 2034 ££ 12 A 15 HEIHA, 2025 £ 6 B 15 Hie,

BAFEMAIZ CAIEBERIT AIES.

The BJCA OV SSL CA2 certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BICA IV SSL CA2 JFHBI57E 2034 £ 12 B 15 HEIHY, 2025 % 6 B 15 HiE,

BAFEMIZ CAIEBERITFIES.

The BJCA IV SSL CA2 certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.
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BJCA DV SSL CA2 iEFI&G7E 2034 ££ 12 B 15 HE|HA, 2025 6 B 15 HiL,

BAHEEMAIZ CAIEBERIT AIEHR.

The BJICA DV SSL CA2 certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BJCA EV SSL CA2 G2 iEBIFTE 2040 £ 5 B 24 HE|HA, 2037 E5 H 24 H

£, BABFERIZ CAIEBELITAIES.

The BJCA EV SSL CA2 G2 certificate will expire on May 24, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 24, 2037.

BJCA OV SSL CA2 G2 IEPBI§7E 2040 5 5 B 24 HE|HA, 2037 F5H 24 H

£, BABFERIZ CAIEBERITFIER.

The BJCA OV SSL CA2 G2 certificate will expire on May 24, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 24, 2037.

BJCA IV SSL CA2 G2 iE K 7E 2040 £ 5 B 24 HEIHF, 2037 £ 5 B 24 HiE,

BAFEMIZ CAIEBERITAIES.

The BJCA IV SSL CA2 G2 certificate will expire on May 24, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 24, 2037.

BJCA DV SSL CA2 G2 JEHIE7E 2040 &£ 5 B 24 HEER, 2037 &5 8 24 H

2, BAEFERZ CAIEBEXITFIER.
The BJCA DV SSL CA2 G2 certificate will expire on May 24, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 24, 2037.

1.2 X Z 5 #r1E Document Name and Identification
A BZIRE (IR EFTIMERR N B BRA S EBRIANEAR R SSL 1IE B RIEFIER
FINENSHNY (AT fEFR A CP/CPS s A CIF B R BZ A B FIAUEM SHL D) .

The name of this document is SSL Certificate Policy and Certification Practice
Statement of Beijing Certificate Authority Co., Ltd.'s Global Certification System
(hereinafter referred to as "this CP/CPS" or this Certificate Policy and Certification
Practice Statement).

HFINEA S R ER OID FFMEEFEM T HNHTRFFRFF (OID) |
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AT REIRIIES OID 40T

EV SSL £ERARF LB EX A OID 4 1.2.156.112562.2.2.11 % 2.23.140.1.1
(EV Guidelines B3R) ;

OV SSL £ KR & 28 iFE B9 OID H 1.2.156.112562.2.2.12 K 2.23.140.1.2.2
(Baseline Requirements &Z3K) ;

IV SSL ¢ Bk AR 55 2% iF B A9 OID 4 1.2.156.112562.2.2.13 & 2.23.140.1.2.3
(Baseline Requirements &Z3K) ;

DV SSL £ 3K AR 5528 IE B AY OID A 1.2.156.112562.2.2.14 & 2.23.140.1.2.1
(Baseline Requirements E3K) .

BJCA has registered object identifiers (OID) with National OID Registration
Management Center and the certificate OIDs involved in this document are specified
as follows:

The OID of the EV SSL Global Server Certificate is 1.2.156.112562.2.2.11 and
2.23.140.1.1 (as per EV Guidelines);

The OID of the OV SSL Global Server Certificate is 1.2.156.112562.2.2.12 and
2.23.140.1.2.2 (as per Baseline Requirements);

The OID of the IV SSL Global Server Certificate is 1.2.156.112562.2.2.13 and
2.23.140.1.2.3 (as per Baseline Requirements);

The OID of the DV SSL Global Server Certificate is 1.2.156.112562.2.2.14 and
2.23.140.1.2.1 (as per Baseline Requirements).

1.3PKI &5 PKI Participants
1.3.1 BBFINIEARE 149 Certification Authorities

BAMERSVMEXAAEE RFRIEBHLR. Mk, HIENEENN
BEANE, AMERTFRERNNE T EEMABFIER RHEFIEBRIERS

A certification authority is an authoritative body that is trusted by users and is
responsible for the creation, issuance, revocation and management of certificates. It
issues digital certificates and provides digital certificate verification services for all
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parties involved in electronic transaction activities.

HFANEABERRERIIMNE=TEFINERSAE (FARCAE")

FE (PEARLHMERFEEE) . (BFIANERSEENEY FHE.
BJCA is a third-party certification authority ("CA" for short) established in
accordance with the law, and complies with Electronic Signature Law of the People's

Republic of China and Measures for the Administration of Electronic Certification
Services.

1.3.2 JE 4144 Registration Authorities

SEMAAGE A B FINMERSTMBNEZEN T BV, BFIMERS (FIR:
RAR%Z) FHERAMZIES, HRIZIBILPRHIE.
As a subordinate authority authorized by the certification authority, the RA includes

the RA system ("RA system" for short) and the local certificate receiving points,
responsible for receiving the certificate application.

HFINMERSIBR TR CAYIMMMNAEI, KETEE RAEMIME, £F
FEE=T718E RAEMING, FRANGVUEMAENEBA CA HIHE1E1E,

Besides acting as a CA, BJCA will also act as a RA and no third party will be
entrusted as the RA, i.e. the authorized RA shall be the CA.

1.3.3 1T Subscribers

TTAZMN CAIMEREFIEBHIIME, TIENA. VMR E. 1TTHR
FHER CAYMEZITEAMRKEHFIER, FRIEEFERBITAHRE.
A subscriber is an entity that receives digital certificates from a CA and can be an
individual, an organization, or a device. A subscriber usually needs to contract with

the CA to obtain a digital certificate and assume responsibilities as a certificate
subscriber.

1.3.4 ¥k#1 77 Relying Parties

TR AR —NATmER. FER CANMERMEBAITE. KEHTT

ME. I URZE—MTF.
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A relying party is an entity that uses and trusts the certificates issued by the CA for an
application. The relying party may or may not be a subscriber.

1.3.5 HAth£& 5 Other Participants

Hth55E450 CAIEERFZERIRHEBRRSHEMELIE,

Other participants refer to other entities that provide related services for the CA

certificate service system.

1.44uF BN A Certificate Usage
1.4.1 EEHIEH N A Appropriate Certificate Uses

R CAHMELZNBFILBEANAELLEEMH. BTHS. BFRAFR
PHBEFGE, UEASMALE. B TER. XBEENEFEN, RNGH
FREBRMNESEBENTSMNEEMMES Y. EENTEURE M.

The digital certificates issued by the CA are appropriate for application in the fields of
enterprise informationization, e-government, e-commerce, public services, etc., in
order to achieve identity authentication, electronic signature, crucial data encryption,
etc., and also to ensure the identity legality and authenticity for both parties of Internet
information transmission, as well as the integrity and confidentiality of the
information.

K CANMIEFIERE S SSL &KRSHFIED, BEOT:

The digital certificates of this CA include SSL Global Server Certificates, specified as
follows:

a. SSLEIKPRFILH
a. SSL Global Server Certificates

REAERIEPNREER. £ HRNEARE, SSLLKRESFHIEREE:
DV SSL £IRARFAFUEH . IV SSL 2IKPRSFFIEH. OV SSL 2IKARF=FIEH. EV
SSL £IKARSARIEH . DV SSL £IKIRSF=HIEH R IEMubE Z AN EHIN,

ARIEMIEE R A ENESS S0, o DURIEMIGRE R MR AR R 2 RS
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Z BN ERESRENBERN, IVSSL £IRRSB/EBE IR DPAMILEZE
FHHMIER BB, BHERNENANEZEZNEL SHETRIE, OV SSL
LIRS FEBER T IIE WG Z AR B, o3 Mubis & B A
AL BM#ITRIE, EV SSL @BRSHIEPBNE LI EINENFHRIET

K —FY REITERSSIEE, HBIERTERH S CA/Browser RIxHITTAIIGR
B 3 IERRAE(EV Guidelines)

Based on different security levels and authentication methods of the issued certificates,
the SSL Global Server Certificates include: DV SSL Global Server Certificates, IV
SSL Global Server Certificates, OV SSL Global Server Certificates and EV SSL
Global Server Certificates. The DV SSL Global Server Certificate only verifies the
ownership and control of the website domain name, and does not verify the true
identity of the website domain name owner, which can ensure the high-intensity
encrypted transmission of the website information from the user's browser to the
server; the IV SSL Global Server Certificate is specifically designed to verify the
ownership and control of website domain name and the true identity of the personal
website operator; in addition to verifying the ownership and control of website
domain name, the OV SSL Global Server Certificate also verifies the true identity of
the organization to which the website domain name belongs; the EV SSL Global
Server Certificate is an extended validation server certificate issued after more strict
verification, and its verification procedure conforms to the Extended Validation
standard (EV Guidelines) established by the CA/Browser Forum.

SSL & Bk AR &5 =2 E B 0] A TR IEIE B P ARIRAY M 28 AR 55 == 50 B X P 35,
BZMBEENSR, BMZZEEBEATITANERES WEB RSBz lET %S
BE, LAEBREEAEREPHMRSSH|ZEINNE LR, MEERESAMEE.
EAENAENERT. BFES. BFES. DU EEUNERALBREEENG
H, ABEMEE(ES EREEMMEEERS.

The SSL Global Server Certificate can be used to verify the identity of the network
host server or Internet domain name owner identified in the certificate, and
meanwhile, this kind of certificate can also be used to establish a secure channel
between the subscriber's browser and the WEB server to realize encrypted
transmission of data information between the client and the server so as to prevent
disclosure of data information. It is suitable for application in various fields such as
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online banking, e-commerce, e-government, enterprise informationization, public
services, etc., and provides basic trust services for building trusted cyberspace.

1.4.2 PRHIAYE T 7 FH Prohibited Certificate Uses

ERGEEER T BIRBEH KB E IR GRS, tban BV SSL fR%#8

WP REE AT L0 ™A IAIERY WEB BRSS55 .

The certificates in this trust system are functionally limited based on different types.
For example, the EV SSL server certificates can only be used for strictly certified
WEB servers.

HRIEBHNRAREETT FIER T AT RIP AT T RS R ETEHY
RIRHH T MEBURT R A, MRSE5TTRNETFHEIAE, EEBHNE
P87 CP/CPS IRERI N FSEE, A% CAHAMAIRIF,

The key usage of various certificates is limited in the extensions of subscriber
certificates. However, since the limited validity of the certificate extension depends on
the application software, if the participant does not comply with the relevant
agreement and its application to the certificate is beyond the scope of application
defined by this CP/CPS, it will not be protected by the CA.

AR CAYMEABMNBFIEPE AT REZER. EASBERERZENE
ATRER, ITRABSBIEBATHERIE. FIEMLSHMEEILERTH, £
FSRIEBBRTAMHITEa RS SRR RBNER, BIENNEREERH
RIR,

Any digital certificate issued by the CA is prohibited from being used in violating
national laws, regulations or damaging national security. Subscribers shall not use the
certificate for phishing attacks, fraudulent websites or other malicious criminal
activities, and shall not use the certificate for releasing a program that contains or is

suspected to contain malware, and the resulting legal consequences shall be borne by
the subscriber.
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1.5% B&E 18 Policy Administration

1.5.1 KBS RS EIEH 44 Organization Administering the Document

A QEBREEFIE FIMEW SN ) HEENMERFTINEATREREE
EZRR. ABFNLATRERKEEZARNTA (EBRIEFE FIAMEL
SN MHEIT. 6. EHFEE.

The administrative organization of this CP/CPS is the Security Policy Administration
Committee of BJCA. The Security Policy Administration Committee of BJCA is

responsible for the creation, issuance, update and other matters of this CP/CPS.

1.5.2 BfZ& A Contact Person

1.5.2.1 JE o) f@dk & Certificate Problem Report

I B e R & KB ERABS LT ARIRR:

(1) &RMB{EZE: sslservice@bjca.org.cn; B

(2) ZkH: +86 -4009197888.

SSLIERIT Aol @id ACME API {2 ZIE BHSHIE KR, FILA CP/CPS &
493179,

Certificate problem reports and certificate revocation requests shall be submitted in
the following ways:
(1) Send email to: sslservice@bjca.org.cn; or

(2) Call: +86 -4009197888.

SSL certificate subscribers can also submit certificate revocation requests through
ACME API, please refer to section 4.9.3.1 of this CP/CPS.

1.5.2.2 CP/CPS [a)& CP/CPS Problem
fFa] B XA CP/CPS Hjal@ . i, %Eim%E, #oJLURIATARNHETER.
BAERER]: BFINLEASZE EIEER]
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RN =44

b http://www.bjca.cn

B FHRFE I cps@bjca.org.cn

BRARME: A ARAMEIL R TEEXIEHIAFER 68 5 1501 5
HRBIZRAL: 100080

BIESAD: +86 10-58045600

£ESH: +86 10-58045678

For any problems, suggestions, questions, etc. about this CP/CPS, please contact in
the following ways.

Contact Department: Operation Department of BICA

Contact person: Mr. Li

Website address: http://www.bjca.cn

Email address: cps@bjca.org.cn

Address: 1501, No. 68 North Fourth Ring Road West, Haidian District, Beijing, China
Postal code: 100080

Telephone number: +86 10-58045600

Fax number: +86 10-58045678

1.5.3 R E CP/CPS & %K B& B9 #1 # Organization Determining

CP/CPS Suitability for the Policy

A QEPREEAMEFIMEL SN BBFINEA T L2 RKBEERZRZA
LHE, REFINLATRERKEEZASHAETLIT.

This CP/CPS is created and approved by the Security Policy Administration
Committee of BICA.

1.5.4 CP/CPS #tA#2F CP/CPS Approval Procedures

A QEBRBEME FINEW SR HHEFINER DL 2RI EESR
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ML CP/CPS HE/NH., BE/NATHERES CP/CPS EXRG, HEFINERTR
SRBEEZASHAX CP/CPS ERHTHITHE. ¥MPIFHEGE, ¥ CP/CPS

WHRRZHFINELA SR RKREEZRSHM. RHFINELA I RERIBE

0

EZREHBEEE, ERFINMEASIAMNIE EXMAG, FRTE (B FIAER

SEEE) ORE, Nz BEN=TEZRAERILIEEHBEE.

This CP/CPS is compiled by a team organized by the Security Policy Administration
Committee of BJCA. After the CP/CPS draft is completed by the writing team, the
Security Policy Administration Committee of BJCA conducts a preliminary review of
the CP/CPS draft. After the preliminary review, the reviewed CP/CPS draft is
submitted to the Security Policy Administration Committee of BJCA for approval.
Upon approval of the Security Policy Administration Committee of BJCA, it will be
published on the website of BJCA, and According to Measures for the Administration
of Electronic Certification Services, BJCA should put the record to the Ministry of
Industry and Information Technology within 30 days after the publication.

1.5.5 CP/CPS {&17 CP/CPS Revision

CANMIRBERBUKEM . HAEK., ImETUERIYSEARELFERNE
1T A CP/CPS, [@ Bt iE 1R #& CA/Browser it iz & 75 B9 & ¥ iR A #9 Baseline
Requirements. NCSSR. EV Guidelines. Code Signing Baseline Requirements #1
AATL Technical Requirements FZE 3k & iH&1TZ CP/CPS,

The CA will revise this CP/CPS in a timely manner in accordance with national
policies and regulations, technical requirements, standard changes, business
development, etc., as well as the latest version of Baseline Requirements, NCSSR, EV

Guidelines, Code Signing Baseline Requirements published by the CA/Browser
Forum and AATL Technical Requirements.

CAHA¥§ Xt CP/CPS AT B MIRAZH], HAAXERBERZRASNR
HAXEH. & CP/CPS ELEHFEIT K. MREABTNE, WBEREAS. E
WM. £ EREITICR. B1TFH CP/CPS, NX5MAThz RiEM=
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THZARIYMEEAEHESR.

The CA will conduct strict version control of the CP/CPS and the Security Policy
Administration Committee will be responsible for related matters. This CP/CPS is
amended at least once a year. If there is no change in content, increase the version
number and update the publish time, effective time and revision history. BJCA should
submit the revised CP/CPS to the Ministry of Industry and Information Technology
for the record within 30 days after the publication.

1.6 E X #1455 Definitions and Acronyms

1.6.1 & X Definitions

Ri& EX
ZERBERZRS | HFIMEATIMERSER AN RS R EE EEVH

A0 CPS L AN,

BIMERSHE | RAPEE RFTIEPHEE. MAk. BEMEEN
BIATLAE o

EMANAG SEMALAS (RA) Registration Authority BH T —Ii& %
IINREAISER: RAFEFNEBERIEA, FERIIELIE
PHE ERERETIREIIEEIER, 4EITF
BRI RMNIER, BRKIELTTAEMNHIED
S BPNIER. B, RAFARELIES (B RA 3R CA

FBEEES) .

HFILH HEFNERSVMEZNEILEBHEELTENGE

BHATFEARNE T XM

IR HH & —PMEEFINERSVMBEFERNIER, ERET —
RINEBMABINATHES, BREBERS
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TE 2 5R IS XTHEFINMERSVMHTITA—ERN, REFIEH X%
ERENERCE, SINAERETRERNERUAN,

B FIAIENL SR XTIUEBBFIMERSHMAERELR. B, BIEEHN
UEH (BEFTIE B PR E )T 12 AT R 55 KB R
AW,

KAR MIRFANIEBHRIFERINGES, AR DEEFIE
BB, TF. HIEFFL.

%R CAHMRIBELSFERE—RUSZRAHFZR, NFTHZ
IEBHIBER, FkBdE, #HEZRIESH.

CAEIRFIR —PMEEFINERSVMBEFERNIIR, FCELK
EIHEY CA MASRIEBMFIR, RFIZ CA REXMILEH
ELT.

PNRAZREMERE | IFATRRAEF N2 EMRE, =RESMHLER.

EMMAT SRS

FA$A ZABFEEFENER, ATHERFER, UK
BEHIZETN, BANEAATEAMZENXGHESR
T AR

yN: PNAREHBFEEFENER, ATRIEENYEAMA
AEENBFER, ARTURATT, —RIFRTHEEE
R, FHESIHMAFLBZS, EEETHERFEAN
HIAZBREISZ].

HZALBRSIY | ELIE BB, TERBTT N AR HR RS €L
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BAVIRZE

WebTrust ETXTE FINMERR S VMMM FTE PR B TR A

LIRS UL — eI UL R B BIE N SRS SR B R uh B 5K S 898K
FUER, BT RRESIUER T INAE i FAR &5 8 B <2
RESREMA SSL NEBE.

DV SSL £ BkARSSRR1IE | W AWIER! SSLIEF, RIGIUE M uGE 2 B XA fa 5 B

+ SSLIEH.

OV SSL £ BKAR &SRR | M IIER! SSLIER, BRERIEMIGHAREN, hE

St WIEMEZEZE (P148) NEXSH.

IV SSL £ BkBR 881 | DARIER SSLER, BRERIEMIGHAREN, hE

St WIEMuE2EE (PA) NELSH.

EV SSL £ EIKAR =R | 1ESRIIEE! SSLIEP, HBEXNMIGFHBAAN. MIGE

St EERIEPRIBEENEL SO HITEN™IEHNIGRE
PREWIE, BESKRE—NESHRITRE.

FUE$ —MURIIEPEFEASHNERRIELES, W
RFC6962 FTE X o

Terms Definitions

Security Policy | The highest policy —administration and supervision

Administration organization and CPS approval organization within the

Committee certification service system of BICA.

Certification Authority

The authority that is trusted by users and is responsible for
the creation, issuance, revocation and management of

certificates.

Registration Authority

The Registration Authority (RA) has one or more of the
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following functions: identifying and authenticating
certificate applicants, accepting or declining -certificate
applications, voluntarily revoking or suspending certificates
in certain circumstances, handling requests of certificate
revocation or suspension from subscribers, accepting or
declining subscribers' requests of updating their certificate
or key. However, the RA does not issue a certificate (i.e., the

RA represents CA to undertake certain tasks).

Digital Certificate

An electronic document signed by a CA, which contains the
public identity information and public key of the certificate
holder.

Certificate Revocation

List

A list digitally signed by a CA that specifies a list of
certificates that the certification issuer considers to be

invalid, also known as a blacklist service.

Certificate Policy (CP)

A set of rules developed by a CA that indicates the
applicability of a certificate to a particular community or the
rules

of application for different types of security

requirements.

Certification Practice

A statement of the business practice adopted by a CA in the

Statement (CPS) procedure of issuing, managing, revoking or updating a
certificate (or updating a key in a certificate).

Entry Clerk Responsible for entering the information submitted by the
certificate applicant and assisting the user in digital
certificate application, renewal, revocation, etc.

Reviewer According to business needs, the CA sets up one or more
levels of reviewers who are responsible for reviewing the
certificate application information and approving the
certificate issuance after the reviews.

CA Revocation List A list digitally signed by a certification authority that marks
the list of CA's revoked public key certificates, indicating
that the CA and the issued certificate have been invalidated.

Public Key | Secure infrastructure that supports public key systems,

Infrastructure providing identity authentication, encryption, integrity and
non-repudiation services.

Private Key

A key generated by numerical operation for making a digital
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signature, and can be used to decrypt a file or information
encrypted by the corresponding public key according to its
operation mode.

Public Key

A key generated by numerical operation to verify the digital
signature generated by its corresponding private key. Public
keys can be disclosed, generally identified in online
databases, repository, or other public directories and

available to anyone who wants to obtain the public key.

Online Certificate

Status Protocol

An online certificate-checking protocol that enables
relying-party application software to determine the status of

a given certificate.

WebTrust Current international auditing standard for CAs.
Global Server A digital certificate that allows visitors to verify the true
Certificate

identity of a website through a browser. A server certificate
can be used to establish a highly secure SSL encryption
channel between the client and the server.

DV SSL Global Server
Certificate

Domain validation SSL Certificate, a simple SSL certificate
that only verifies the ownership of website's domain name.

OV SSL Global Server
Certificate

Organization Validation SSL certificate that verifies both the
ownership of website's domain name and the true identity of
the website operator (organization).

IV SSL Global Server
Certificate

Individual validation SSL certificate that verifies both the
ownership of website's domain name and the true identity of

the website operator (individual).

EV SSL Global Server
Certificate

Extended validation SSL certificate requires more strict
extended validation of the ownership of website's domain
name, the authenticity of the website operator and the
certificate applicant, conforming to the rigorous validation
standards which are globally unified.

Precertificate

A signed data structure that can be submitted to a Certificate
Transparency log, as defined by RFC6962.

1.6.2 455 Acronyms

B

Acronyms

RLER X EFR
English Full Name Chinese Full Name
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CA Certificate Authority B IFREHA, B

DA ALY
RA Registration Authority SERETAR IR S A
CP Certificate Policy TFRERS
CPS Certification Practice Statement B8 ATV S5 20
SSL Secure Sockets Layer MBI E Y
TLS Transport Layer Security EHERE
CRL Certificate Revocation List BT E
ARL Certificate Authority Revocation List CA 5¥44%1 3%
LDAP Lightweight Directory Access Protocol 270 B 375 T M
OCSP Online Certificate Status Protocol TR BARAS MY
PIN Personal Identification Number AN B YRR
PKCS Public KEY Cryptography Standards N TR B AR
PKI Public Key Infrastructure INHEEAE RS
RFC Request For Comments B R R R AT A
CAA Certification Authority Authorization SEALMIEAY
CSR Certificate Signing Request TERE RS
DBA Doing Business As 2 2R
DNS Domain Name System 82 %
ICANN Internet Corporation for Assigned Names BEENEZ5RS ) E

and Numbers
M43
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EV Extended Validation PRI/ IR I

FIPS Federal Information Processing Standards BEER(S B 4h TR AR A

FQDN Fully Qualified Domain Name =ARREEE

gTLD Generic top-level domain B AR &

SCT Signed Certificate Timestamp SFH AT ) B

ACME Automated Certificate Management B Z LT BB IR
Environment

API Application Programming Interface N ERESEED

2. 5 2 X% 51 & § I Information Publication and
Administration
2.11= B & Repositories
R CAHMNEREREE A REBIRMEERS, REMERRSER™E
ABRFTIUTAE: RIEBMHEK CAIES. CP F CPS IATMPH ERRA. CRL. EV

IEBLIFEIRUE B FINERA SR ERETHNER

The CA's repository provides information services to subscribers and relying parties,
and the information services include, but are not limited to, the following content:
Root CA Certificates and Subordinate CA Certificates, current and historical versions
of CP and CPS, CRLs, Authentication Data Source for EV Certificates, and
information irregularly issued by BJCA.

2.2INUEE B 894 40 Publication of Information
AKCAYIMBEEMABIUTERS: RIEBFAFHK CAIERE. CP F CPS I
TR ERAUREMESHFTINEATAEN X EHNER . HFIANEA S E MM

gt http//www.bjca.cn, BEFINEATRMBHEERRNENRE, HEXT

T#H. &I,
The CA publishes the following information through the official website: root
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certificates and subordinate CA certificates, current and historical versions of the CP
and CPS, and other information irregularly published by the BJCA. The official
website of BJCA, http://www.bjca.cn, is the most authoritative channel for
information publication, available for the related parties to download and view.

A CANBITELIRSE K7 CRLFI OCSP 24, iTA BRI o LI@id 1
ZRSHFEULEBIRAE R, IEBREE RS E.

The CA publishes CRL and OCSP information through the online service, so that
subscribers and the relying parties can obtain the certificate status inquiry and the
certificate revocation inquiry service through the online service.

A CA #¥9% bjca.cn’Eh CAA BIFIFE,

The CA uses "bjca.cn" as the CAA query label.
2.3% % B9 E) 83 Time or Frequency of Publication

A CA #1496 CP/CPS 288 CP/CPS % 1.5.4 TR MIHLAERTE, K8 FIA
MATSZEREEEZRSFIHBEIE, AEFIMEASHIML EXFTINMAT . A
CANMEDEGELEF—X CP F1 CPS, CP F1 CPS mi@id{= B E 7X24 /NI 3K,

The CP/CPS of this CA is published on the website of BJCA after approval by the
Security Policy Administration Committee in accordance with the approval procedure
described in Section 1.5.4 of this CP/CPS. The CA publishes CP and CPS at least
once a year. CP and CPS are available through the repository as 7X24 service.

CA Hl#9% 0 CRL AYSIRARIBIL BREEHIE, 1T FIEBAY CRL 24 24 /NI E
ik, TTAIES CRLABERHI 3 K. %k CAR ARL AT 12 A EHAH,

FRILH ARL (B 12 DA . RRIEBEIE, M RNAEMEAREHEE

=|

/CN O

The frequency at which the CA publishes CRL is determined according to the
Certificate Policy. The CRL of the subscriber certificate is published periodically
every 24 hours and is valid for 3 days. The subordinate CA's ARL is published
periodically every 12 months and is valid for 12 months. Information should be

published on website timely if a Root CA Certificate is revoked.

HERIRERT, CANMTTINRBTHITIEBT CRL IR0,
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In special conditions, CA can issue certificates and publish CRLs in advance.

2.44Z B 1A [0)42 %] Access Controls on Repositories

STFAFEME) CP. CPS F1 CAIERBEFEATFEER, K CAHNMBATFALKRETT
I Rk I R T ER R .

For public information such as published CP, CPS and CA certificates, the CA allows

the public to make inquiries and accesses through the website in a read-only manner.
CAVIMBEMABREH. RERESRIT. R EEFIERRIAFTELR
WA RT REXHE B EFESHTIBIN. MBR. EXER.

Through network security protection, system security design and security
management system, CA ensures that only authorized personnel can add, delete,

modify, and publish information in its repository.

3. B4 $rR 5 X 51 Identification and Authentication
3.1%5 % Naming

3.1.1 &FREE Types of Names

CA HlMAME HEFIUEBFTA X.509 4. RFC5280 #RAE. CA/Browser i
Baseline Requirements X EV Guidelines F9E K, &EMEANMIIERIT A ERE
A G, SEMNMTANN—NEHFZ (Distinguished Name, f&#R DN) , EF1&

XAX500 frEm BT, BIEBHEENE—IRFIE,

The digital certificate issued by the CA complies with X.509 standard, RFC5280
standard, CA/Browser Forum Baseline Requirements and EV Guidelines, and
contains the issuing authority and the distinguished name of the certificate subscriber.
Each subscriber corresponds to a Distinguished Name (DN). The DN is the unique
identifier of the certificate holder adopt the X.500 standard naming method.

X$F SSU/TLS BRSaRUEH, FrARIE&RE P it #ARINE EB A2,
1B A B HIAE B 7 PRV RE P b 3T EV SSLARSSRRIES,

PR MR ER AN B A 25, BARINEE&85) 2 E2 A e SR,
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mEAZAARE— T HAEETTAF B HHEE.

For SSL/TLS server certificates, all domain names or IP addresses are added to
Subject Alternative Name, whereas the Common Name must be a domain name or [P
address that exists in Subject Alternative Name. For EV SSL server certificates, all
domain names are added to Subject Alternative Name, and the Common Name must
be a domain name that exists in Subject Alternative Name, and the Common Name

and Subject Alternative Name cannot contain wildcards.

A CA #1419 Root CA F I R Z A5 BN

B (=1

BAZ (CN) Root CA & #§

1 (O) BEIJING CERTIFICATE AUTHORITY

Ezx (C) CN

The naming rules of ROOT CA's DN are as follows:

Attributes Values

commonName (CN) Name of Root CA

organizationName (O) BEIJING CERTIFICATE AUTHORITY
countryName (C) CN

& CA MBI LRk CA FTHRERF) B 2N

B (=1

BH% (CN) iz CA &FR

4 (0) BEIJING CERTIFICATE AUTHORITY
HX (L) Mx BT (i)

A (S) M EmRESR (TiE)

Ex (C) CN

The naming rules of the subordinate CA's DN are as follows:
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Attributes

Values

commonName (CN)

Name of subordinate CA

organizationName (O) [ BEIJING CERTIFICATE AUTHORITY

localityName (L)

The city where the issuer is located (optional)

stateOrProvinceName (S)|The state where the issuer is located (optional)

countryName (C)

CN

WEBIT AR EBE 5 & o B A

B =}

®BAZ (CN) H&/P

H#3 (O) N FHERENMHNITS, U RENEER
X (L) VI FREE™ (%)

& (S) VI RRERY (i)

Ez%x (C) T PET#EEZR, % CN

The naming rules of

certificate subscriber's DN are as follows:

Attributes

'Values

commonName (CN)

Domain name/IP

organizationName

)

The name of the organization where the subscriber is located fof
those subscribers with a defined organization

localityName (L)

The city where the issuer is located (optional)

stateOrProvinceNa
me (S) The state where the issuer is located (optional)
countryName (C) [The country where the subscriber is located, such as CN
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3.1.2 S BZFREXALBIZE K Need for Names to be Meaningful

RN 20N EER—MHHNTRE, SHAEF —ENRERE

X, USIEBHFENESEEMHERXE.

The subscriber's distinguished name (DN) is an element that identifies the uniqueness
of the certificate's subject. It must be representative and can be associated with unique

attributes of the certificate holder.

EVSSLIEBHE A ZEBEE ST FRENMBENER. 1TAYIEt
SEMMER, EARATANXBERELIFIAL, TR YSNERT
LS E=A RN I N EZ.

The EV SSL certificate's DN usually includes the domain name owned by the
organization to which the subscriber belongs and the organization identity information
of the subscriber organization, which is identified and authenticated as the key
information of subscriber identity. The organization identity information of the
subscriber organization is subject to strict third-party identity verification.

OV SSLIE PRI BB REEETTAENBEE NSRS AN IP, UXRIT
FANLYSMMER, EAFRRITARNXEEBRHEELESFIAME, 1TF88D
VEREREFRTE=F=IEN SN EZ.

The OV SSL certificate's DN usually includes the domain name owned by the
organization to which the subscriber belongs or public IP address, and the
organization identity information of the subscriber organization, which is identified
and authenticated as the key information of subscriber identity. The organization
identity information of the subscriber organization is subject to strict third-party

identity verification.

IVSSLIEBHEA 2R ESATTARAENERZIAM P, MEITFAHNNAS
MMER, AR PR XBESWERTINE, ITRFHPMASHEEFTEIE
=R SN EZ.

The IV SSL certificate's DN usually includes the domain name owned by the

subscriber or public IP address, and the individual identity information of the
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subscriber, being identified and authenticated as the key information of subscriber

identity. The individual identity information of the subscriber is subject to strict

third-party identity verification.
DV SSLIEBREL A BB E X E 1] FEVAAHAE NSRS AMN 1P, X

FRRTT PRYR RIS S HRIAILE.
The DV SSL certificate’s DN usually only contains the domain name owned by the

organization to which the subscriber belongs or public IP address, being authenticated

as the key information of subscriber identity.

31377 F B9 B B = 4 8 Anonymity or Pseudonymity of

Subscribers

AR CAHMMEIINEER T, ITPEBHIBA)REEAERS NG,

In the global certification system of this CA, subscribers (certificate applicants) shall
not be anonymous or pseudo.

314 B AE ZFRA B N Rules for Interpreting Various

Name Forms

CA MR FIEBEES X509 V3 #xAE, EFIGETBST X500 HRA.
A2 BN BAEEFINMEATIEX .. BHlE (DN) SNEERRBRKE CN.
OU. O. C M4, HAF CN ARFRAFRA, OU. O ARFIRAREA

FIR. C ARKTERK.

The digital certificate issued by the CA complies with X.509 V3 standard, and the
DN's format complies with X.500 standard. The naming rules for DN are defined by
BJCA. The specific content of the DN consists of four parts: CN, OU, O and C,
wherein CN is used to indicate the user name, OU and O are used to indicate the

organization unit name, and C is used to represent the country.
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3.1.5 AFMHEIME—M Uniqueness of Names

AR CAHMNEIRINLEER S, IEBETJBRLIEE—. BENTE—
P, TUAEFERARERZKIES, BIEBNYT RIAR. HIEBHIFH
HIARIT A FAEHERRRE, BREHEFEFILEN, FHRIGERMM RS
SR T UX AR R,

In the global certification system of this CA, the certificate's subject name must be
unique. However, for the same subscriber, its subject name can be used to issue
multiple certificates with different extensions. When different subscribers have the
same name during certificate application, the principle is that the first applicant has
the priority to use the name, and the latter applicants add additional identification

information for differentiation.

3.1.6 AR 5. £ 5F0 8 8 Recognition, Authentication, and

Role of Trademarks

HFRINEA S EEREET A ZRPEVEM BN, ETIEBRIBEEARLEHN
(LT S RIBAIR AR B HR . LB BB AR, TSN B HTINEA S
REETROEM T PIE A SRR, XM ERAZBANIZHIAAZEFINEA
S X AR A B RATHIMT AR E
BJICA respects the registered trademark rights in any subscriber name, and any
certificate applicant shall not use any name that may infringe intellectual property
rights. When the certificate information contains a trademark, the subscriber shall
provide BJCA with a documentary proof of the ownership of the trademark registrant.

This requirement is not and shall not be considered as a judgment or decision by
BJCA on the attribution of the trademark.

HEFNEA SR ATRRIEB PRI TEHS . iRFMRT N4y, 7
BRRIEXMRA AE—1 . I TEER. REFSFNRBEZERHL,
BFINEATIR BT, WA XS EIEBHE R I 8 SE~ £ MR
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APMIEBHIF, FREMHBAESTRE ERBEEEES AR RNFY

AOIEBHIAFI

BJCA is not responsible for resolving any disputes concerning intellectual property
rights such as domain names and trademarks in the certificate, and does not warrant
the uniqueness of such rights. For disputes arising from the attribution of trademarks,
service marks, etc., BJCA has no power and no obligation to refuse or query any
certificate application that may lead to intellectual property disputes, and does not
bear the responsibility of arbitration or mediation, but retains the right of revoking any

certificate involving intellectual property disputes.

3.2%04%6 B3 #41A Initial Identity Validation

3.2.1 1E BB B FASA B 77 7£ Method to Prove Possession of Private

Key

IEBRIBEEVIERFTE SFEMAPREN NN, ERTEEHRE:

PKCS#10. HESHELMEARRTIE, 3F CAYEZNHECIEATIR.

The certificate applicant shall prove the possession of the private key that corresponds
to the registered public key. The proving methods include: PKCS#10, other equivalent
key identification methods, or other proving methods accepted by CA.

3.2.2 #1139 B {3 F 15 7 B9 <& 51| Authentication of Organization and

Domain Identity

UPHBERFINMEASEZEEER TERMEBREZRIEBHIBA, 21
BRBMERX M IEBHRBEXM, FEIILPRIFNERFNK, BRKEHEN
RS 1E.

Before the subscriber applies for the certificate issued by BJCA under this trust
system, the certificate applicant shall provide valid identity documents and certificate
application documents, accept the relevant provisions of certificate application, and
agree to bear corresponding responsibilities.

CANMEBUEMAISERIT P BHIERE, EMITRNENESSMHHITH
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%, FIEBRITHNNEZERTU P BB

After accepting the certificate application of the subscriber, the CA or RA shall
authenticated the subscriber's identity and properly keep the subscriber's application

materials in accordance with the agreement of both parties.

3.2.2.1 ¥ F 4 H9L 5 Authentication of Organization Identity

WAGTT FERSUE BRI R FEE RS, S ERRT: EWnE,
SEARIDIE. EVHAENER. HSEARSCIER. RAFESWEICIER. 5
B (X)) tUERRRTMEECIERNBUFT S, REIEBHRIE.

The organization shall hold the valid identity documents before applying for a
certificate, including but not limited to: business license, legal person code certificate,
institution legal person certificate, social organization registration certificate, private
non-enterprise registration certificate, registration certificate of resident representative
office of foreign (regional) enterprise and the government approval, and submit the
certificate application.

CA MM IR EMAEH MG P RALFEN . §ENEERH
INHRIBANER. HEFRETENT.
The CA or the authorized RA will confirm the actual existence and legality of this

organization and confirm the applicant's intention. The authentication procedure is
specified as follows.

(1) BINEE =TT EIEE XA IS S LA H T2 ERIN, B
R EE SREER—E.

(1) Check and confirm the valid organization identity document through an
authoritative third-party database to ensure that the provided information is consistent

with the verification results.

(2) WEBARANMBENGERNARDBIEBEENENXGEENRERE
FEMEH, BERENAREE RBVENRN. CAYMT BT SESIRERS
FMEIESHET NS RIBTHTIKE, MFIARIEEERNMERNESXE, @
BWIEFRERTHEDIAZEERNAEK.
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(2) Check the authorization documents authorized by the organization to the
authorized representative to handle the certificate and the valid government-issued
photo ID of the authorized representative to ensure that the authorized representative
is authorized by the organization. The CA can contact the applicant through a
telephone number obtained by Authentication Data Source to confirm the authenticity
of some information of the applicant, such as verifying whether a person in the
application form is an authorized representative.

(3) BEFHIERE. ROHIHHMEFAX, SIEBHBAZKIEBIFEK,

FINHIBANEXER.

(3) Verity the certificate request with the certificate applicant and confirm the true
intention of the applicant through SMS, bank payment postscript, etc.

(4) MR CAHMBTENE=TTRIREMBNER TERE=TTH#T
REHERFIFHERHIMINIE BAIE AL

(4) If CA is unable to obtain all the required information from a third party, it may
entrust a third party to conduct an investigation or request the applicant to provide
additional information and supporting materials.

CAYIME I AP IE B SN HIBEATIZR, AREZILBHIBNSEIRZS!

x, MTHRPEAMNBIBA, CAYUIPRKIELE RIS,

The CA establishes and maintains certificates high risk applicants list and will check
the list when accepting certificate applications. For applicants in the list, the CA will
reject the application.

3.2.2.2 DBA/E W BFREVL 5 Authentication of DBA/Tradename

EF BTN EESDBAS E N BFR, CAYMSBAASEMIL K RIE T
FTRAFMNED—FEIARIEE GEBIZDBAS & W &R,
If the certificate subject contains a DBA or tradename, the CA or the authorized RA

shall verify the applicant’s right to use the DBA or tradename using at least one of the
following ways.

(1) BUSHIMIRHEATIERRIREEEN L. FAESOAT AR,
(2) TTEMAHERE. (G0 BERED. FSHPINEFLEEER)
(3) HAhA CA YN N T EMNIIETT .
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(1) Valid documents provided by a government agency in the jurisdiction of the
applicant’s legal creation, existence, or recognition.

(2) A reliable data source. (eg: Dun & Bradstreet, Ministry of Commerce Foreign
trade operator registration)

(3) Other DBA/Tradename's authentication methods that the CA determines to be
reliable.

3.2.2.3 ExR AL H Verification of Country
FUBETHEEERET, CAYMSIZNAEMEEIT AT AR+
NED—FMFETERNLR,

If the certificate subject contains an option of country, the CA or the authorized RA
shall verify the country using one of the following ways.

(1) BIEAEE = A EIREZ MM IEDNSIE R B A IPH L s B iEE AIIP
i SRFIAPRERE, FREBIBEANIPHIAFER S B A LFRAEE—2.

(2) BRI EMCCTLD,

(3) BEIMNMRERNER.

(4) BIIACP/CPSEE3.2.2.17 F BIFE R MM MIE E R H T EER
A9RIN
(1) Confirm the host country by checking the IP address displayed by the DNS record
of the website or the IP address of the applicant through an authoritative third-party

database, and ensure that the country where the applicant's IP address is located is
consistent with the actual country where the applicant is located.

(2) The ccTLD of the requested domain name.
(3) Information provided by the domain name registrar.

(4) Confirm the country through the information provided by the applicant in Section
3.2.2.1 of this CP/CPS.

3.2.2.4 15 2 B9 # I\ F1 £ F1| Verification and Authentication of Domain

Name

TR EIE, MIIERSHAT] MR RIFENEA S FASREKERT),
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CAMUE RN ALEMAE R A UA T ERN TP H—F, FINRBFERTIZE

B

For the verification of a domain name, the verified entity may be the applicant's
parent company, subsidiary company or affiliate, and the CA or the authorized RA
shall adopt one of the following authentication methods to confirm that the applicant
owns the domain name.

(1) B85 3229 TR FIATILER %, BEMEARK LR
M, RAEER—MERZEVENTIARLN, FIARIEAX FODN BIATE1.
BEATLE A UK X BIFRIR 438 B B R A A BB FHR 51 admin’, "administrator’,
'webmaster', 'hostmaster's'postmaster’, FEEZ (‘@") Z/FREZENEE.

(#i#& Baseline Requirements v2.1.9 % 3.2.2.4.4 B BEIETT%)

(2) BiLTE"/ well-known/pki-validation” B 3 T 3 24 & H15 B #F78F,
HIANTT A X FQDN F9ER B,  (#ik#E Baseline Requirements v2.1.9 2 3.2.2.4.18
MY B IIETT %)

(3) BITE DNS TXT R R EHFHECATMMEYIE, MBIANTAXHRE AT
HI, B3R 1) BREE, 5EF 2) — PRI TUEFHFLARDUEE .

(#ic#& Baseline Requirements v2.1.9 % 3.2.2.4.7 HU R IE /7 3%)

(4) BIIHIFT RFC8555 % 8.3 T HIE X AY ACME HTTP FUiFIE R AIFEF,
HINERIEA ST FQDN B935%],  (fik#E Baseline Requirements v2.1.9 £ 3.2.2.4.19
RSB IIETT %)

(5) @I A RFC8737 R E X AY TLS iz AE NI (ALPN) R [RFC7301]
RN AEVMY, #IAEEAST FQDN H9324]. (#ik#E Baseline Requirements
v2.1.9 28 3.2.2.4.20 B9 B AL TTIE)

(1) As per the procedure of Verification and the Verification and Authentication of
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Email Address in section 3.2.2.9, send a random value by email, and receive a
confirming response using the random value to confirm the applicant's ownership of
the FQDN. The random value must be sent to the email address identified as the
domain name contact or created by using 'admin', 'administrator’, 'webmaster',
'hostmaster' or 'postmaster’, followed by the at-sign ("@"), followed by an authorized
domain name. (Based on the domain name validation method of Baseline
Requirements v2.1.9 Section 3.2.2.4.4)

(2) Confirm the subscriber's ownership of the FQDN by making changes to the agreed
information under the "/.well-known/pki-validation" directory. (Based on the domain
name validation method of Baseline Requirements v2.1.9 Section 3.2.2.4.18)

(3) Confirm the subscriber's ownership of the domain name by confirming the
presence of a negotiated random value in a DNS TXT. Requirements: 1) authorized
domain name; or 2) an authorized domain name with a prefix starting with underline
character. (Based on the validation method of domain name in Baseline Requirements
v2.1.9 Section 3.2.2.4.7)

(4) Confirm the applicant's control over a FQDN by validating domain control of the
FQDN using the ACME HTTP challenge method defined in Section 8.3 of RFC8555.
(Based on the validation method of domain name in Baseline Requirements v2.1.9
Section 3.2.2.4.19)

(5) Confirm the applicant's control over a FQDN by validating domain control of the
FQDN by negotiating a new application layer protocol using the TLS
Application-Layer Protocol Negotiation(ALPN) Extension [RFC7301] as defined in
RFC8737. (Based on the validation method of domain name in Baseline
Requirements v2.1.9 Section 3.2.2.4.20)

ERIIETT % F AR R BEYUE AR U A M= 12V UETT 4569 30 K. A
CA H1A8R A.onion FER AU B F X SSL £ERRES|IER . EREIEFE 2. B
WEFE 3. Wk A7k 4. Bk J77% 5 1% B8 Baseline Requirements 28 3.2.2.9 Ay
E KNS A EZITHILE.
The random value used in the above validation method remains valid for no more than

30 days from the time of creation. The CA does not issue SSL Global Server

Certificates for domain names in the form of .onion. The above validation methods 2,

3, 4 and 5 will implement Multi - Perspective Issuance Corroboration as specified in

Section 3.2.2.9 of Baseline Requirements.
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3.2.2.5 1P Hb tik A9 # IA #1 4£ 51 Verification and Authentication of an IP

Address
R4E CA/Browser Forum B3R, CAHMAA IANA FRERIRE 1P bl ay
AR BERERIER. CATMESIRRAGEMTEER AU T LR TR A H—F,
FINRIEEIA SIEHIZ P Hhilt.

According to the requirements of CA/Browser Forum, the CA does not issue a
certificate for a Reserved IP Address marked by IANA or non-routable internal
domain names. The CA or an authorized RA shall confirm the applicant’s ownership

of or control over the IP address using one of the following authentication methods.

(1) Wit 7E /. well-known/pki-validation” B & T X A E 8915 2 #4758 30,
FINTT A XS IP #ilit (945 FI4X . (4ik#E Baseline Requirements v2.1.9 %5 3.2.2.5.1
fY 1P BETT %)

(2) SR 3.2.2.9 TR AU FIATILERI A%, BIIBAEARK LR
IE, REBR—NMERZBEYENFIAIR, FIARIEAN P HilkA93EHA.

(4k#E Baseline Requirements v2.1.9 £ 3.2.2.5.2 89 IP iF 773%)

(3) B IP it FRIRE IP EHIRES IP L XEXAEE, AREAE
CPS %8 3.2.2.4 TR M7 AWIE, FIAFRIBEAXT IP Hhik A= HIA . (k4B Baseline
Requirements v2.1.9 £ 3.2.2.5.3 84 IP BIE 773%)

(4) BITHFTIRIRA IP BRR AN B IESBHFREFWINRIFALRIE P it
TERAIMEL, FIARIEAXS IP #hk Ay HIAX . (#k#E Baseline Requirements v2.1.9
% 3.22.55 1Y IP WIETTE)

(5) I 1T RFC8738 At XY http-01"FIAICREVEEF:, FINFRIBEAXS IP
HhutpyEEEl,  (4Kk3R Baseline Requirements v2.1.9 % 3.2.2.5.6 i IP BiE 775%)

(6) Wit FT RFC8738 Xt tls-alpn-01"FIAIC R IFEF, FHIARIBEA
50



* Y e -
@ HFA S A ] AR 2 SSL 3 48 W B Sl 45

Xt 1P HhbEfgIR%] . (4k3E Baseline Requirements v2.1.9 %5 3.2.2.5.7 f9 IP 383F 7
%)

(1) Confirm the subscriber's control over the IP address by making changes to the
agreed information under the "/.well-known/pki-validation" directory. (Based on the
validation method of IP address of Baseline Requirements v2.1.9 Section 3.2.2.5.1)

(2) As per the procedure of Verification and the Verification and Authentication of
Email Address in section 3.2.2.9, send a random value by email, and receive a
confirming response using the random value to confirm the applicant's control over
the IP address. (Based on the validation method of IP address of Baseline
Requirements v2.1.9 Section 3.2.2.5.2)

(3) Obtain the domain name associated with the IP address by performing a reverse-1P
lookup, and then use the method described in Section 3.2.2.4 of this CPS to verify the
applicant's control over the IP address. (Based on the validation method of IP address
of Baseline Requirements v2.1.9 Section 3.2.2.5.3)

(4) Confirm the applicant's control over the IP address by dialing the telephone
number identified as the IP contact and obtaining a response confirming the
applicant's request for verifying the IP address. (Based on the validation method of IP
address of Baseline Requirements v2.1.9 Section 3.2.2.5.5)

(5) Confirm the applicant's control over the IP address by performing the procedure
documented for an “http-01” challenge in RFC8738. (Based on the validation method
of IP address of Baseline Requirements v2.1.9 Section 3.2.2.5.6)

(6) Confirm the applicant's control over the IP address by performing the procedure
documented for a “tls-alpn-01" challenge in RFC8738. (Based on the validation
method of IP address of Baseline Requirements v2.1.9 Section 3.2.2.5.7)

FRISIETT A AR RRBALE R R SR A M= EZFEVIEFIGRY 30 R, &
CAHMAR A IP 3t F & EV SSL £IKARF LS . ERWIETTE 1. RIETT% 3.
BAE 7% 5. BIF % 6 $53% B8 Baseline Requirements 55 3.2.2.9 MMl EL %
MARITHIE
The random value used in the above validation methods remains valid for no more
than 30 days from the time of creation. The CA does not issue an EV SSL Global
Server Certificate for the IP address. The above validation methods 1, 3, 5 and 6 will

implement Multi-Perspective Issuance Corroboration as specified in Section 3.2.2.9 of
Baseline Requirements.
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3.2.2.6 18 BC £ 18 & B9 7 1A 0 £ 51 Verification and Authentication of
Wildcard Domain Names
CAMAHE R A CPSEE 3.2 24 B WL 777K LA 77 7R3 7 B9 — M IS
7%, WIEMIARIEE N BEM A WSRO AENAESN, #BRIZEE 2 HH
ABTE—BLIE. HSBRFBANG, HELEEEIMREN.

The CA shall confirm the applicant's ownership of and control over the domain name
to the right of the wildcard by using one of the validation methods in Section 3.2.2.4
domain name validation method 1 and verification method 3 of this CPS, to ensure
that the domain name is clearly assigned to a commercial entity, social organization or
governmental agency, and obtained through legal registration.

CAMIEEBEE A MMNE R EREMAEE. AHERIHFEZIME
IEAES AR IE B RIE, BRIFTT P REBILAE s B 282G o
=,

The CA refuses the certificate application if the domain name to the right of the
wildcard is directly a top-level domain name, a public suffix, or the domain name is

controlled by the domain name registration management authority, unless the
subscriber can prove its rightful control of the entire domain namespace.

PERN, CAMFIRRMHEMBIMNEZITE UHESRZNEENR, WF
ZTFIRMEAENHE, TTRARERUERIIEHIEL.
When necessary, the CA needs to adopt other independent review methods to

determine the ownership of the domain name. If the corresponding assistance is
needed from the subscriber, the subscriber cannot refuse it for any reason.

3.2.2.7 UEE A9 AR M Data Source Accuracy
CAVMIMEEVIE BEIEHBEEEANE EAH, WERE, EHE

https://www.bjca.cn,

The CA publicly discloses Authentication Data Source for EV Certificates on the
official website. If necessary, please visit https://www.bjca.cn.

CAVMAEZT I BLIHRER R, MERNKEEVIESSIE SRR RN
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RZR .

The CA shall disclose the latest version of Authentication Data Source for EV
Certificates in a timely manner after changing the certificate authentication data
source.

EREEBIRRIEATENEIRREZR, CAYIMXZRRN TR, A
MR EE g T M T, 38 SFCA/BrowserifizBaseline Requirements s
3227 HMBIRBENER, FEEBUTHEE:

Prior to use any data source as a reliable data source, the CA shall evaluate the source
for its reliability, accuracy, and resistance to alteration or falsification, comply with

CA/Browser Forum Baseline Requirements section 3.2.2.7 for data source
requirements, taking into account the following factors:

(1) PriRfE 2 AVERR.

(2) FEERBENEHIE.

(3) BRI ENE.
(4) BURNART AR AEME.
(5) PGS EBIERIANEE .,

(1) The age of the information provided.

(2) The frequency of updates to the information source.
(3) The data provider and purpose of the data collection.
(4) The public availability and accessibility of the data.
(5) The relative difficulty in falsifying or altering the data.

S FEERAIVTFIES, & MG H s EIR R R R B R EE S SC Y
i [B] Ri#B1d A< CP/CPS % 6.3.2 TR AEMIEBERAB I, WA CA HAT] f5
ZEIBR XM, SFARIEA CP/CPS 5 3.2.2.9 HIRBAMBFAEHINISIEEE, &
PSR SRS AR B B MBI IE B E & BT 30 K.

For the issued subscriber certificate, the data and documents may be used by the CA if
the time of obtaining data or documents from data source evaluated as reliable does
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not exceed the maximum validity period of the certificate as specified in Section 6.3.2
of this CP/CPS. For mailbox control validation data obtained in accordance with
Section 3.2.2.9 of this CP/CPS, the reuse of verification data or files shall not exceed
30 days before the certificate is issued.

3228 AN EHL A 3% (CAA) Certification Authority Authorization

(CAA)

ARCANIA7E % & % ECA/Browserit izBaseline Requirements. EV Guidelines
ERMSSLIEBZ /I, BNEFEXIERTAH Y BIFAE—1dNSName i
CAAILRIRE , CAVIMFEITCAAIL K1 ER1% BBaseline Requirements££3.2.2.9
M EL S AALITHIE, FAEZIHCAAMEENEIH (BRUAMCAAE RN
S HEREISSNNNRRE NE) A, EIEPRIEERIGES. HBECAALRE

A, CAYAMKEERHITCAARE.

The CA will check for CAA records for each dNSName in the certificate Subject
Alternative Name extension before issuing the SSL certificate that meets the
requirements of the CA/Browser Forum Baseline Requirements and EV Guidelines.
The CA conducting CAA record check will implement Multi-Perspective Issuance
Corroboration in accordance with Baseline Requirements 3.2.2.9, and issue a
certificate to the certificate applicant within the validity period of the CAA record (the
TTL of the CAA record, or 8 hours, whichever is greater). If the validity period of
CAA record is expired, the CA will re-check the CAA.

CAN AR IBRFC8659HIH E AL FE issue” . “issuewild” & “iodef B B M FRES
& issue”. “issuewild"trFFHEF EEFP A EE bica.cn”, NCANIMMAE A XS
AIEF; BHCAALFKH H I iodef¥r%E, NICAHIMERIBEEABEAECEAAIE

The CA shall process the property tags of "issue", "issuewild" and "iodef" as specified
in RFC8659: if the "issue", "issuewild" tags exist and do not contain "bjca.cn", the CA
will not issue the corresponding certificate; if the “iodef” tag appears in the CAA
record, the CA will communicate with the applicant and then decide whether to issue
the certificate.

CAMIX T FICAAE R E IR K MBERIEATELIEBRIFZM
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1) FEIEFFINEA SRR i R & IECAAIT F LM
2) EOZFT—REHEFHKCAAILE,
3) BT X IE A F7EFE A ICANNAR X 45 A DNSSECYS F % o

The CA is permitted to treat a record lookup failure as permission to issue if:

1) The failure is outside the CA’s infrastructure;

2) The lookup has been retried at least once;

3) the domain's zone does not have a DNSSEC validation chain to the ICANN root.
3.2.2.9 fR{EHb I A9 FETIAFN L 51 Verification and Authentication of Email

Address
CANLAA S AN A E ML 4948 X R 15 3 BR R b ik A9 B &M Al f= ) AN A7
A, HERRETEWNT,

The CA or the authorized RA shall verify the effectiveness and control rights of the
applicant’s email address. The authentication procedure is specified as follows.

(1) BEEETRNEEBIE, REER—MERZBEVENTIARL,
HFIAEIBAXTHRAE A9 HIAN o X35 R AR A9 = B AN L 5 Fl — D E— R BB AU E 4T
Haiho BEMUER XA XR|IEARIEAYE FER(Htt, RNERUEFHEHMATHE

(2) HIFEWREI BRI O EZFEYEHTHIA,

(3) CAHIMIKREIEE, FEEE PHBEIES ZENBIERTTIEY, &
FERE B £ 508 .

(1) Send a random value by email, and receive a confirming response using the
random value to confirm the applicant's control over the mailbox. Control over each
Mailbox Address SHALL be confirmed using a unique Random Value. The Random
Value SHALL be sent only to the email address being validated and SHALL not be
shared in any other way.

(2) The applicant must send a confirming response utilizing the Random Value to the
CA.

(3) The CA receives the response and shall make sure the received Random Value is
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R 577 7% T MR BIREHUE R U A M= IR BEALETT R RS 24 /B

R

The random value used in the above validation method is valid for no more than 24
hours from the time of its creation.

3.2.210 DV SSLEERRE B IEB 1T 540 X£ 5 Authentication of DV
SSL Global Server Certificate Subscriber Identity

MATRA. AT R INFEERIE DV SSL £EKERS#IER, T I)UE CA #1458
IR AEMYVIAIRZHIF. DV SSL £EKIRS=IEF ]84S IP ik, BEFHE
. ITAHTE DV SSL £IRMEHIEBH, NREZMTRRSE FEIEL A BRIG
LS
If the individuals and organizations apply for DV SSL Global Server Certificates, they
may apply to the CA or an authorized RA. The DV SSL Global Server Certificates
can contain IP addresses and wildcard certificates. When a subscriber applies for a

DV SSL Global Server Certificate, the following paper or electronic data materials
shall be submitted:

1. ERERIER
2. BIBEANNASUIERSR
3. IEFHHEHIE CSR X4

1. Certificate application form
2. Applicant's personal identification proof
3. Certificate application CSR file
CANMEXE® (IP) K& CSR &MM#HITER . HEFRETZNT.

(1) BEEHZIMEESEWWHOIS)TIRE, [EIATHIBEHZIELHNERT
MERR, EREHREIMERZEMERILBHEE -, VTELREHRILH
FRIFEHSIMALER. MEREEFEESHE (WHOIS) ERFNERA—E,
AT A el HERAGE BASE CA YR EUER 7T 08 B 2 B IRNAGIL B HIFEE
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M.

(2) ¥ZERA CP/CPS 5 3224 WA LHTTE, WINRBENHBNAE
.

(3) #%HBA CP/CPS £ 3.2.25 15 IP #b b & RI77 7%, #INERIEEXS P #hitAY
B A HIA

(4) WREIBBESTEHZIED, $ZIBA CP/CPS 5 3.2.2.6 i fTRE T

(5) XF CSR XHHLFFEES, CSRAWNEEERERERTHBIE
=B, EEHAEFEHSE, il DN IRFE, HBITEETHEERLE.
(6) 3REBA CP/CPS % 3.2.2.8 THIE KR Z CAA L FE.

The CA needs to authenticate domain names (IP) and CSR compliance. The
authentication procedure is specified as follows.

(1) Through the domain name registration information query (WHOIS) function,
obtain the information of the registrant who applies for a domain name certificate,
check whether the domain name registrant is consistent with the domain name
certificate applicant, and initially verify that the domain name certificate applicant
actually owns the domain name. If the domain name applicant is inconsistent with the
result of the query (WHOIS), the subscriber may provide a certificate of authorization
or the CA may send an email to ask whether it is authorized to the certificate applicant
for use.

(2) Confirm the applicant's ownership of the domain name in accordance with the
domain name identification method in Section 3.2.2.4 of this CP/CPS.

(3) Confirm the applicant's ownership of or control over the IP address in accordance
with the IP address identification method in Section 3.2.2.5 of this CP/CPS.

(4) If one applies for a wildcard domain name certificate, perform wildcard domain
name identification in accordance with Section 3.2.2.6 of this CP/CPS.

(5) The identification of the CSR file mainly includes whether the information in the
CSR is consistent with the application information in the application form, whether it
conforms to relevant specifications, such as the order of the DN, and whether it has a
private key.

(6) Check the CAA records in accordance with the requirements of Section 3.2.2.8 of
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this CP/CPS.

32211 IVSSL €EKRE B IEFHITF 544 5 Authentication of IV

SSL Global Server Certificate Subscriber Identity
PMAVTFIFTERTE IV SSL £IKARSAIUED, o] U= CA HIAFEIRANAYEM
VAR ERIF. IV SSL £IRRGRIEB I B BEA . IP HUHZHAIED. 1T
FEIE IV SSL £IKRGSARIEBE, MR TR E FHIER R BHiEMEL
If the subscriber applying for an IV SSL Global Server Certificate is an individual, it
may apply to the CA or an authorized RA. The IV SSL Global Server Certificates can
contain wildcards, IP addresses, or multiple domain name certificates. When a

subscriber applies for an IV SSL Global Server Certificate, the following paper or
electronic data materials shall be submitted:

L. IEBEER
2. HIEANDASMERE
3. IEBEHIBECSRX Mt

1. Certificate application form
2. Applicant's personal identification proof
3. Certificate application CSR file
CAMMBRXITT P SMETERo, EEXFHE (IP) & CSR &M M#HITE

Al. HERRIETTEAT.
(1) $%BBA CP/CPS % 3.2.3 THERLFINTAMASH.
(2) B ZEME SZ 1 (WHOTS) TiRE, S5 FTERIEE R F B AYE &+ A
AR, BEEHEIMERSHRBIEBREE—R, VPSFEEHTHBILRH
BERLMALE R, WEHBHEFEESE (WHOIS) BERZEINERA—, U
TT PR R AGE B CA YL R BB 77 R B R B RSB R IEEE

o
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(3) FZERA CP/CPS £ 3224 WHALRTTE, WIARBEENEHRNAA

s

(4) $%PBA CP/CPS 28 3.2.2.5 %5 IP Hilit £ 5I755%, HIAERIEE YT IP HodltAY
PTAE R SR HIA.

(5) WMRBABBEFHZIES, FREA CP/CPS % 3.2.2.6 T TBEFF
7L,

(6) XF CSR LB FEES, CSRAPNEERERERIERTHHEIGE
ZE—%, EEHFSEFEHSE, il DN NIRFE, HBITEESHEELE.
(7) F%BBZ CP/CPS £ 3.2.2.8 S5 E K #4Z CAA ITE.

In addition to the identification of the subscriber, the CA also needs to authenticate
domain names (IP) and CSR compliance. The authentication procedure is specified as
follows.

(1) Authentication of individual identity in accordance with the requirements of
Section 3.2.3 of this CP/CPS.

(2) Through the domain name registration information query (WHOIS) function,
obtain the information of the registrant who applies for a domain name certificate,
check whether the domain name registrant is consistent with the domain name
certificate applicant, and initially verify that the domain name certificate applicant
actually owns the domain name. If the domain name applicant is inconsistent with the
result of the query (WHOIS), the subscriber may provide a certificate of authorization
or the CA may send an email to ask whether it is authorized to the certificate applicant
for use.

(3) Confirm the applicant's ownership of the domain name in accordance with the
domain name identification method in Section 3.2.2.4 of this CP/CPS.

(4) Confirm the applicant's ownership of or control over the IP address in accordance
with the IP address identification method in Section 3.2.2.5 of this CP/CPS.

(5) If one applies for a wildcard domain name certificate, perform wildcard domain
name identification in accordance with Section 3.2.2.6 of this CP/CPS.

(6) The identification of the CSR file mainly includes whether the information in the
CSR is consistent with the application information in the application form, whether it
conforms to relevant specifications, such as the order of the DN, and whether it has a
private key.
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(7) Check the CAA records in accordance with the requirements of Section 3.2.2.8 of
this CP/CPS.

3.2.212 OV SSLEIEKREHBIEBEITF 5445 Authentication of OV

SSL Global Server Certificate Subscriber Identity
MADIT AN ERIG OV SSL £3KPRFS=7IEH, T U@ CA A HNAYE
MR ZEHIE. OV SSL £IKRF LB T ESBEFR . IP HAHZHAIESR.
VT EIE OV SSL Bk AR S5 amiE B AT, IR 3040 M AUFEl B 7 B R is At
If the subscriber applying for an OV SSL Global Server Certificate is an organization,
it may apply to the CA or an authorized RA. The OV SSL Global Server Certificates
can contain wildcards, IP addresses, or multiple domain name certificates. When a

subscriber applies for an OV SSL Global Server Certificate, the following paper or
electronic data materials shall be submitted:

L. IEBERIER

2. EL—FAEE SIE AR
3. HIEANNA SRR
4. AT BB A AR B
5. IEHEIECSRI M

1. Certificate application form
2. At Least One Organization Information Proof
3. Applicant's personal identification proof
4. Proof of authorization granted by the organization to the applicant
5. Certificate application CSR file
CAHIMEBRIIT P St 7L 35, EEXNEHF (IP) & CSR aMM#HITE

A, HEFREFEZWOT,
(1) $%BBA CP/CPS % 3.2.2.1 TTHERLFT VM EH,
(2) BEERFMEEEZBWWHOIS)TIEE, BEIFTRIFEBRIERNERZE

MERR, EREHREIMERZEMERILBHEE -, VTHELREHRILH
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FRIEEHIHBIESR. WEHZREESE (WHOIS) BREINERF—E,
NITT P e R BEAUE RS & CA MG R EER 471 I8 [0 R BIRANGIE B RIEE L
M.

(3) #ZBRA CP/CPS £ 3224 T BELHITE, HWMINRIBEEWEHENAH
.

(4) $2BBA CP/CPS 5 3.2.2.5 5 IP #ilit & 51755k, #IAERIEEXS P HhitAY
B A HIA

(5) WMRBBBEFFEHZIUER, 1ZIBA CP/CPS 5 3.2.2.6 Tt fT@EC £

(6) XF CSR XHMLFNFTEES, CSRANEEERERERTHNEIE
ZE—3, REHFESHEEISE, b DN WIRFS, HBITEETHEEREA.

(7) #ZIA CP/CPS 5 3.2.2.8 THIEKIGE CAA LXK,

In addition to the identification of the subscriber, the CA also needs to authenticate
domain names (IP) and CSR compliance. The authentication procedure is specified as

follows.

(1) Authentication of organization identity in accordance with the requirements of
Section 3.2.2.1 of this CP/CPS.

(2) Through the domain name registration information query (WHOIS) function,
obtain the information of the registrant who applies for a domain name certificate,
check whether the domain name registrant is consistent with the domain name
certificate applicant, and initially verify that the domain name certificate applicant
actually owns the domain name. If the domain name applicant is inconsistent with the
result of the query (WHOIS), the subscriber may provide a certificate of authorization
or the CA may send an email to ask whether it is authorized to the certificate applicant
for use.

(3) Confirm the applicant's ownership of the domain name in accordance with the
domain name identification method in Section 3.2.2.4 of this CP/CPS.

(4) Confirm the applicant's ownership of or control over the IP address in accordance
with the IP address identification method in Section 3.2.2.5 of this CP/CPS.
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(5) If one applies for a wildcard domain name certificate, perform wildcard domain
name identification in accordance with Section 3.2.2.6 of this CP/CPS.

(6) The identification of the CSR file mainly includes whether the information in the
CSR is consistent with the application information in the application form, whether it
conforms to relevant specifications, such as the order of the DN, and whether it has a
private key.

(7) Check the CAA records in accordance with the requirements of Section 3.2.2.8 of
this CP/CPS.

3.22.13 EV SSL £¥KRESEBIT A 51 L 5 Authentication of EV
SSL Global Server Certificate Subscriber Identity

MABIT A INFTE IS EV SSL £IRARG7IEH, I A CA YL IRINAYE
MHAEIE S BH1F . EV SSL £EKARFZARIEBHIF, REER WEB IRFFHER, 7t
HBEZAEEERESN, AXE PHUaRIE, EVSSLERRSFEBITES
ZHBIER. RIFEREZERVIX. ©FVBEN. HARENMEITS., BH
EMFEREH THM
If the subscriber applying for an EV SSL Global Server Certificate is an organization,
it may apply to the CA or an authorized RA. The EV SSL Global Server Certificate
application can only be the domain name of the WEB server, and the domain name
cannot contain wildcards. The application for the IP address is not accepted. The EV
SSL Global Server Certificates can include multiple domain name -certificates.
Applicant subscribers can only be organizations such as Government Entity, Business

Entity, and Private Organization. And the applicant organizations need to meet the
following conditions:

1. ERVI KNS T FM:

(1) 2l ERIRBAIREAER T

(2) #EITFHRIBME LSRR A AR,

(3) FTEER VT CA ZEXRILS,

(4) TEEFBFELZREHELRE (MRAHEE) P

1. Government Entity shall meet the following conditions:

(1) Approved by the superior in accordance with its functions;
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(2) The authorized representative of the unit must be specified in the subscriber
application materials;

(3) In a country where CA is allowed to issue a certificate;

(4) Not on any denial list or prohibited list (such as the trade embargo) by the
government.

. RN RN KRN TR
(1) RELBEENMARINNGEZAR,
(2) AELEEVMBEL . T3, S BRI
(3) T HIBEMEI LR BN AR,
(4) HEEENELZAT,
(5) MMFERAKRFAEERRAVF CA RIS,
(6) MABFIRMRAKRAEEABFELZ RS E L FE (NAHEEIE) F.

2. Business Entity shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;

(5) The country in which Business Entity and its authorized representative reside
allows the CA to issue a certificate;

(6) Business Entity and its authorized representative are not on any denial list or
prohibited list (such as the trade embargo) by the government.

3. HRBEMARFEN T

(1) H#BHBEEVNMRKINNEIEEAR,

(2) NELENMEFL, TR, I REZF,
(3) AT HRIBAMEL AR B A AR,
(4) MBEEEHNE LT
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(5) FREEZR AV CAZERIES,
(6) NAEMEABFELZERELRE (MRAHEE) P

3. Private Organization shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;
(5) In a country where CA is allowed to issue a certificate;

(6) Not on any denial list or prohibited list (such as the trade embargo) by the
government.

4, HIBHBNAENAE:

HIEAN BRIFRNENAR

Bt BIERATEEAR

FEEBAN HBEHUHEBA

HIERIEA: £ CASRIGEEXKT, ERTEEAT EVIEBEAEN
MIERT, HEEBRREREREAN, ARRBEZNTIEROEREN,

IEBRBFVMETERN—PARTHAAENAE, thi33EAKTM. UL
REXNERBERMNNRATEENOREAN, RERAEHIAREACHESR
EXARIFUA CAYMBINT AR (BRFRERRTIMAZE. STMEAARE.
REXZEAN) WMEBRBERITAHHTER, FTAINREACREER,
CAHUMEIIELHIE, FXE ZMEIEBHTIE.

CAYIMBIEERIE. FHRE. AERNBBERIEECRSEARNSHIER
EHFTIZIFIA, MURIEENERRBERIT NS RHEL .

4. The role that the applicant organization shall have:
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Certificate Requestor: handling personnel of the application unit
Certificate Approver: the person in charge of the application unit
Contract Signer: Signatory of the application agreement

Applicant Representative: In the case that the CA and the applicant are related parties,
and both parties have applicable guidelines for the use of EV certificates, the
applicant must set an application agent to represent the applicant to accept the
guidelines for the use of certificates.

The certificate applicant organization can authorize one person or multiple people to
fulfil all the roles. Above roles must be employees or authorized agents of the
applicant. The applicant shall confirm that the information of the application role is
true and accurate, and sign the certificate request and subscriber agreement in the way
approved by CA (including but not limited to the registered official seal, registered
legal person's name seal, role signature, etc.). For the false information of the
application role, the CA has the right to refuse the application and withdraw the issued
certificate.

The CA shall verify and confirm with the application role by phone, SMS, postal
letter with receipt or other equivalent methods to verify the authenticity of its
certificate request and subscriber agreement signature.

5. EIEHMMNEE:

(1) ERIBENAHEE R AR E—E AN ERIRE S E 2 HE AR
B ME—1E A

(2) BEIMMEERAFE WHOIS HiEE

5. The domain name of the applicant organization:

(1) The applicant organization owns the domain name ownership or exclusive use
rights and is aware of its ownership or exclusive use rights to the domain name;

(2) Domain name registration information shall be disclosed in the WHOIS database.

6. TTFERIF EV SSL 2FKIRSA/E B, NIRRT T4k B FEHIEF AR
BEEAL

(1) EVIEBEHIER

(2) ZED>—FHAaESIERMR

(3) EABWFEIENMNSHIE PR
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(4) M F BHIBEANRFRANIE A

(5) fMFFFEIERA 4
(6) UEFEIE CSR X5

6. When a subscriber applies for an EV SSL Global Server Certificate, the following
paper or electronic data materials shall be submitted:

(1) EV Certificate application form
(2) At Least One Organization Information Proof
(3) At least two types of Certificate Requestor's identification proof
(4) Proof of authorization granted by the organization to Certificate Requestor
(5) Proof of company’s existence
(6) Certificate application CSR file
CA #1443 BV SSLIEBHEME I REMT:

The authentication procedure of the EV SSL certificate application by the CA is as
follows:

(1) TTREHE5
a. WIFFRIBEVMNSHEEM
B BV IER LI RE R R ENAEMED (ME—HSERARE) B
i, WIAEFRIBVIE FIME B RO ML,
HIE FIEIT SR IR (R R SRR TR
b. XHUMEIERNAR
BRIEM S IMERREFE,
FRIEM S IMER R DA,
FIETRENAE IR T 5 (B L R) FEchEMhit
—3
B KE . RITHKE . BUFE B MBS X4 H b CA VIMEIA LT &
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AYBEIE 77 TR FRIBA S E E it ROE Mt E R .

c. WIFEIFMNFEURS

BT EV I BEIE IR E 8 RIENAEMRE (NGE—it(EANRED)
KWIFHREIEF FESE W B ENARENRTRRRERIENAAFLIRE.
d. X EVIEBHIBFEEXARNSHEIE

EVIEBHRBEA (MEIEAHRIBEV IEBE, IBRBEABTEELEELRAN)
DRAIENE (W) W77 E#TRIE

B ARBENZR T ERIESHES,

BEKITEEBIE (DAERTSIEEEREENATHIE) SHIFTNMEA
EIWIVEKR, WIARHIBEA. FHA. EBANARSHRIRN.

(1) Subscriber identity authentication
a. Verify the legality of the applicant organization

Query the registration code (such as unified social credit code) of the applicant
organization through Authentication Data Source for EV Certificates; verify the
identity information and registered address of the applicant;

It must be verified directly by a qualified independent source of information.
b. Content of organization verification

Whether the identity information of the applicant organization exists;
Whether the identity information of the applicant organization is accurate;

Whether the business address provided by the applicant organization is consistent
with the registered address in the registration document (such as business license);

Verify the business address and registered address information of the applicant
organization through property bills, bank statements, government-issued tax bills, or
other verification methods deemed reliable by the CA.

c. Verify operational existence of the applicant organization

Through Authentication Data Source for EV Certificates, query the registration code
of the applicant organization to verify its operational existence or query the bank
capital verification report provided by the applicant organization to verify its
operational existence status.
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d. Authentication of EV certificate applicant's principal individua

EV certificate requestor (When individual businesses apply for EV certificate, the
certificate requestor must be the operator himself) must be verified by face-to-face
(video) methods;

Verify identity information through the Ministry of Public Security identity
verification platform;

Contact the personnel department of the application organization by dialing the fixed
line telephone (must be the company phone number obtained from the authentication
data source) to confirm the identity and authorization of Certificate Requestor,

Certificate Approver and Contract Signer.
(2) HHL5

TRERA CP/CPS 28 32.2.4 B LA TE, HINRIFENHBAMPIAEN.

(2) Domain name authentication

Confirm the applicant's ownership of the domain name in accordance with the domain
name identification method in Section 3.2.2.4 of this CP/CPS.

(3) CSR3fH&3]
SITFRIZRE CSR AR HTRIE, 0F CSR FHFEERESHIERT
MEE—3, EEFEHEIE, FRITEESMEMA,

(3) CSR file authentication

Verify the content of the CSR file submitted by the subscriber, check whether the
information in the CSR is consistent with the information in the application form,
whether it complies with the relevant specifications, and verify whether it has a
private key.

(4) EVSSL2IKERFS=IEBASFIER D 4%
% TF EVSSL &RIRERIF BN L4, CAVIMAITTAELRAFIESR, IF
IR A REEE NN SFIEBZEMEITA.

(4) EV SSL Global Server Certificate Public Key Certificate Distribution

Regarding the distribution control of the EV SSL Global Server Certificate, the CA
issues a public key certificate for the subscriber and delivers the issued public key
certificate to the subscriber by email.
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3.2.3 MPABHHIXLF Authentication of Individual Identity

DMAITASAETT FERIBEAEBRIEBIINIFNAETISOIEE, BiEER
BRF: S¥ME. PAE. EEiE. BRERXFANMBMIE. S8IE. PRI
EAKABBILSE, REIEBHE.

To submit a certificate application, individuals or organizations authorized
representative shall hold valid government-issued photo ID before applying for a
certificate, including but not limited to: ID card, residence booklet, military ID,
Mainland Travel Permit for Hong Kong and Macau Residents, Taiwan Compatriot
Travel Certificate, passport and permanent resident permit for foreigners.

CA NN AEMYUPKFIAN DA S MHESSEMT RN . HERE
TR

(1) BINEE =TT EIREXN B XS LA ITIZERIN, FRATR
HONESESHEER I

(2) BEFHER. ROITRHEFAIR, SPANTPAEKIEREKR.
ZRTBEEST. W R BENESFIRAN AT AN SHHTHIA

(3) HRIFERESVIHNERN, FEMAXIMESHEFE, MUERIBA
EEBETIZYEHRM R

(4) HEEZ. REDWRHEMBHBUFELLBERRNETRIBLERN, &
BERIOZDARIFTERGHA RN, BIIEREZEHBRAA . HEN
ERAX e E RIEEXN AN BEAES.

The CA or authorized RA shall confirm the authenticity and validity of the
individual's identity. The authentication procedure is specified as follows.

(1) Check and confirm the wvalid government-issued photo IDs through an
authoritative third-party database to ensure that the provided information is consistent
with the verification results.

(2) Verify the certificate request with an individual subscriber by SMS, postscript of

bank payment, etc. If necessary, the identity of the individual subscriber can be
69



* Y e -
@ HFA S A ] AR 2 SSL 3 48 W B Sl 45

confirmed by voice call, video call, photo taking, face to face meeting, etc.

(3) When the application information contains organizational information, it is
necessary to confirm whether the organization exists and whether the applicant is a
member of the organization.

(4) When the domain name, device name or email address is used as the certificate
subject content to apply for a certificate, it is also necessary to verify whether the
individual applicant has the right, for example, requesting the domain name
ownership document, the ownership certificate or the applicant's written commitment

to ownership, etc.

CAYIME I AP IE B SN HIBEATIZR, AREZILBHIBNSEIRZS!

x, WTHRAPEAMNBIBA, CAYUHPRKIELHE RIS,

The CA establishes and maintains certificates high risk applicants list and will check
the list when accepting certificate applications. For applicants in the list, the CA will
reject the application.

3.2.4 SZEHBEIERYLT 1= B Non-verified Subscriber Information

HEVTFRZEUEXHABTEICERNES, XERIENITAER. I

PHONEERLAZTEIE, RERWIENEEFFTENILE.

Non-verified subscriber information refers to the information submitted by the
subscriber beyond the scope of authentication. The information in the certificate must

be verified and non-verified information shall not be included into the certificate.

3.2.5 ¥ZAXHAEIA Validation of Authority

ARRDIEARBEHENFY, KRARFIMEFIES, FREHALIRN
HRFKIZBRANIE CA BFIEBEENROM . AR CA YA FIES

HIEREMESNAER, WIEARARSHEANNRNFHIA.

In order to ensure that the agent has a specific license to represent the organization to
obtain a digital certificate, an authorization document that the organization authorizes
the agent to represent the organization for the CA digital certificate needs to be
provided. After the organization affixes the official seal of the unit on the digital

certificate application form of the CA, it proves that the organization has confirmed
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the authorization of the person in charge.

AR CAHMAFRIFEIEEIRI D AKRBIBILES. FRIFEUPARIEE

T HTIEBRIERNIRZADAN, WAREZEZIEEA R SMNIEEIEBRIER
Ko ERFHBZFCRINBEIERE, NEBFERHEERNARNEE.,

The CA allows an applicant to specify the independent individuals who may request
certificates. If an applicant specifies, in writing, the independent individuals who may
request a certificate, then the CA shall not accept any certificate requests that are
outside this specification. The CA SHALL provide an Applicant with a list of its
authorized certificate requesters upon the Applicant’s verified written request.

3.2.6 H#E{EAN] Criteria for Interoperation or Certification

AR CAYUGE] U S EMB FIMERSVADHT ERIE, BRIZETFINMERS
M98 CP & CPS A FF &AL REFINER M B R A S £ FINEE R IE B RIS
TR, FEBFIMNEATEZBHEXIML.

The CA can interoperate with other certification authorities, and require that their CP
and CPS shall confirm to the requirements of the CP of global certification system of
Beijing Certificate Authority Co.,Ltd., and the relevant agreement shall be signed with
BICA.

WMREFREZEZINNHBER, HFNLASEHEET.

If national laws and regulations have requirements over the matter, BJCA will strictly

abide by them.
BHEER, & CAYMREZRIEFTZINENIESR.
By now, the CA has not issued any cross-certification certificate.

33T H E H1E Kk B9 #5 IR 5 £ 7 Identification and

Authentication for Re-key Requests

331 MM EH FE 3T M R 1R 5 £ 5 Identification and

Authentication for Routine Re-key

AHITPIEBEIHRT, ITRABREMLEB URITFIEBEMARNES M. &R CAH
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M—REKRTTAFE— B ANKBIHNRAY, ARAERRAER.

Prior to the expiration of the subscriber certificate, the subscriber needs to obtain a
new certificate to maintain the continuity of the use of the certificate. The CA
generally requires the subscriber to generate a new key pair to replace the expired key

pair, which is considered as a routine re-key.

NF—RIER THEREFRHE, TTAIEZREBRARLENEBES,
IITFREAG. ILBFIISE, RBHNEHET

(1) RIEBHFEFH CANMEER;

(2) AERIEB EMIT AR AN RIENERHTRIE

(3) BETERIMERHTSH LS.
For a general re-key request, the subscriber must submit sufficient information to

identify the original certificate, such as the subscriber's DN, certificate serial number,
etc. The identification of the application is based on :

(1) The original certificate exists, and it was issued by the CA;

(2) verifying the signature of the application with the subscriber's public key on the
original certificate;

(3) Identity authentication based on the original registration information.

RIS E LA RE A INE RN XA ERETERE, 1T ERIBER
EEE, AWIAMERREBANMEBOXHSEEEC BT, ALbEmamk, CA
PP AR AIETE.

Re-key can cause files or data encrypted using the original key to be unable to be
decrypted. The subscriber must confirm that the encrypted file or data using the

original key has been decrypted before applying for the re-key, and the CA will not be
liable for the losses caused thereby.

332HWHEE R PAEH MR IRE X 7 Identification and

Authentication for Re-key After Revocation

IERRHEENBAEFFE T EFRIFGIES, WHERERAEINIRR
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S4RIERMBEHFIMARNRE, EERSA CP/CPS 8 32 AR,

The re-key after the certificate is revoked is equivalent to the subscriber reapplying
the certificate. The identification and authentication of the re-key after revocation is
the same as the procedure of authenticating the initial identity. The requirements are
the same as in Section 3.2 of this CP/CPS.

3435515 K B9 KR IR 5 £ 51 Identification and Authentication
for Revocation Requests
BT EMBERSHIES, CAYURBENEE=TTEIEE. FIERE.
B ZEFINREIEE T AXTT P S0 HTER,
If the subscriber actively applies for revocation of the certificate, the CA will verify

the identity of subscribers through authoritative third-party database, SMS, domain
name control verification, and other methods.

EBEVT P RETTA CP/CPS FRMLE I X S 3 FRT A CP/CPS % 4.9.1.1 ATk
E, AR CAYMIIRNAEMISEHIERET PRIEBE, THENTFSH
7L,

If the subscriber fails to perform the obligations specified in this CP/CPS or because
of reasons stated in Section 4.9.1.1 of this CP/CPS, the identity of the subscriber is

not required to be authenticated when the CA or the authorized RA applies to revoke

the subscriber's certificate.

4. IEBE T EAHARIEE K Certificate Life-cycle Operational
Requirements

4.17F B H1§F Certificate Application
4.1.1 JEFHEBTESEER Who Can Submit a Certificate Application

IEBHFLAEEBNAMETRIDDEARRNARNM(BREERIKR. £
EWBfA. HEEEF).

The certificate application entities include individuals and organizations with

independent legal personality (including Government Entity, Business Entity,
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Private Organization, etc.).

4.1.2 yF i3 2 5 57 fF Enrollment Process and Responsibilities

IEBERIBAZRA CP/CPS Il EME R, BERHENERALTIRR
IERERIE, BFEEXNSMERTRL. CAVIMSIEMAAZIEIEBERE, KiE
SMEFEHEBRIBTBANSRHITLER, HFRESESERIES.

The applicant shall submit the certificate application through face-to-face or online
way, including relevant identification materials, in accordance with the requirements
stipulated in this CP/CPS. The CA or the RA accepts the certificate application,
identifies the identity of the certificate applicant according to the identity
authentication specification, and decides whether to issue the certificate.

TR ITRARELENITAML. & CP/CPS FTl EMFEMN Z#H1T T R,
FHiIAESZ., ERKEEIMER, WITAFESHRA CP/CPS # 3.2 TTIER#
TR ERIERE, NEE CA NS IEAR A EMIATZRN SHE S ARE. T
EEZ IMAIE, ITRAERERPEMRASNIEBRBNLE.

Subscriber: The subscriber shall be familiar with the terms, responsibilities, and
obligations stipulated in the Subscriber Agreement and this CP/CPS in advance, and
confirm acceptance thereof. To formally request for registration, the subscriber needs
to refer to the requirements of Section 3.2 of this CP/CPS for certificate application
operations, and should cooperate with CA or an authorized RA to complete the
collection, recording, and review of identity information. After successful registration,
the subscriber is responsible for protecting the security of the obtained certificate
private key.

RIE (P EARKAMER TERZE) HWAE, IEBHIBEARE CA YR
HL, ZBIAERMNGEE, EBHMEE, % CAYIMEE FER/WBITEN
KRR, RKIBHENAERFTENZFRE.

According to Electronic Signature Law of the People's Republic of China, if the
certificate applicant fails to provide true, complete and accurate information to CA, or
has other faults, and causes losses to CA or relying party of the electronic signature,
the certificate applicant shall bear the corresponding legal responsibility and

indemnification obligations.
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CA WM. CAHMFEN

)

3. HIZRSBA CP/CPS £ 32 B RE 24 HHE

palil

KT PHSMHERHATRE. IR, FiZ. BERAR. FZARINIFEAR
EIERHE, CAYIMEITAERIESR.

CA: CA entry clerks and reviewer collect, record, and review the identity information
of subscribers in accordance with the requirements of Sections 3.2 and 5.2.4 of this

CP/CPS. After verification and approval by two trusted persons (entry clerk and
reviewer), the CA issues a certificate to the subscriber.

4 2UF B 54 IR Certificate Application Processing
421 718 5 5 £ 5 37 88 Performing Identification and

Authentication Functions

CA MM XAV MA R E T P ENIEBHIE/E, #RBA CP/CPS Fri
ENENLEINREXNBIBFBANINHETIRAS LS. BENLEIREFILAK
CP/CPS % 3.2 15,

After receiving the certificate application of the subscriber, the CA or the authorized
RA identifies and authenticates the identity of the applicant according to the identity

authentication procedure stipulated in this CP/CPS. The specific identification
procedure is detailed in Section 3.2 of this CP/CPS.

CAHIMEXNFERANERBRS[IEB TN BT RIUTHNE—1
dNSName fif CAA B3R ZE, FIZIA CP/CPS % 3.2.2.8 AR & F kML R
EBHAEZERRIE, EEXRRSFJIEBLZXRE], & CAYIIRIEA CP/CPS
8 3.2 TRF AV BRI B XX A9 (8] N8 id AR CP/CPS 58 6.3.2 TR Y ERIARSS
L BRABI, BizEERKELH, W CA Y490 E Mz EBEEs0E X,
TP SR ITIRA S £5,

The CA will perform a CAA record check for each dNSName in the certificate
Subject Alternative Name extension of a Global Server Certificate to be issued, and

determine whether to approve the certificate application according to the inspection

method and result in Section 3.2.2.8 of this CP/CPS. Prior to the issuance of a Global
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Server Certificate, if the time of obtaining data or certification by the CA under
Section 3.2 of this CP/CPS does not exceed the maximum validity period of the server
certificate as specified in Section 6.3.2 of this CP/CPS, and the information has not
changed, the CA can reuse the data or supporting documents to identify and
authenticate the subscriber identity.

422 F B EAFHAEFIIELE Approval and Rejection of Certificate

Applications

CA M IR A EMAN AR IEAR CP/CPS Frill & B9 5 43 4 B3 F2 X IE 5 H
BASMHTIRNSL5E, RIFLFERREMESIELIEBRIE.

After the CA or the authorized RA identifies and authenticates the identity of the
certificate applicant according to the identity authentication procedure stipulated in
this CP/CPS, it decides to approve or reject the certificate application according to the

identification result.

RIEBRIBABIT A CP/CPS FTLEM S L FIRIE A LILER A EE,
CA AR AL EMYDR AL B EHIE, HIEBEHIBAGEFMAEFIES.
If the certificate applicant passes the identity authentication procedure specified in
this CP/CPS and the verification result is qualified, the CA or the authorized RA will

approve the certificate application and create and issue a digital certificate for the
certificate applicant.

WMREETIER, CANMBELTIREILBHIE:

1) #RIEA CP/CPS % 3.2 THIFLE, ARESERIRAFIAMERRE XAFHITFE

2) VTP AREEMRIEE RIZEHAB RN S OIE AR

3) ITARNHEAEREZIT AN EXRRNBTHEKR;

4) ITRRASENEBIERNENENANETEA,

5) HIEAIEBEH ICANN ZEFPHFHTARERE;

6) CA LZIA AHUEIZBRIBER S WM EFINEA S HRFW . ERYUDHER
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Ko

The CA rejects the certificate application if:

1) According to the provisions of Section 3.2 of this CP/CPS, not all necessary
subscriber information can be identified and authenticated;

2) The subscriber cannot provide the required identity documents;

3) The subscriber objected or could not accept the relevant content and requirements
of the subscriber agreement;

4) The subscriber fails to or cannot pay corresponding fees as required;

5) The certificate applied for contains a new top-level domain name under
consideration by ICANN;

6) The CA believes that the approval of the application will bring disputes, legal
disputes or losses to BJCA.

XTHRERIEBEHE, CAYMBHBEBENERLRIBERR, RNEMEIFA
RIGH9RE CEREEERIBRSL).

For the rejected certificate applications, the CA will inform the applicant of the failure

of the certificate application and reasons (except where prohibited by law).

CAHMIRERNEIKEA. Iins] BEXEKE. NRMNELEEFHK
FUMEE=TTRHNBE, FAHEEATFREFTHENER, EIMEFIE
PR RIBASIR AEIILBHBENSE®ZIIK, S TIRPEINEHE
A, CAHIMPEIELEHERIE. NTEEAMILE, SEHPREIIRTUERZ, —
BEIIERFEALRAESIRS, CAVMENAEIZILBERIUE G H 21T
AR,

The CA establishes and maintains certificates high risk applicants list according to the
list published by the anti-phishing Alliance, antivirus vendors or related Union,
government agencies responsible for network security services, or information
disclosed in public reports by media, and will check the list when accepting certificate
applications. For applicants in the list, the CA will reject the application. For issued
certificates, they will be reviewed periodically according to the list. Once the

certificate holder is found in the list, the CA has the right to revoke the certificate or

7



I ] 5
@ BEENE MU 4 A A BRI A 5 SSL U 45500 A1 -G 6 A0
take appropriate mechanism to deal with it.

XTEREEN . ERBUFER . T BRI S BT AR AR I M=l

B EHEATERANNE, CAYMERIELARFELIES. i, WRIES
HIEHEXAR (BFEBRIBA. BHA. EFAN. FIEREAS) ZEEEEN.

E XS TBFHHERRS, CAYIELEREHRESSNIEBHIBER.

For those organizations is prohibited engaging in commercial activities or public
activities by laws and regulations, national government departments, industry
regulators, the CA has the right to refuse issuing an certificate. In addition, if the
person (including Certificate Requestor, Certificate Approver, Contract Signer,
Applicant Representative, etc.) applying for the certificate is subject to relevant laws
and regulations, national or local government restrictions, the CA may refuse to

accept the certificate application in which the person is involved.

423 45 I8 F H B 15 B9 B (8 Time To Process Certificate

Applications

CA MM FIRN A EMAADE L GRS R RRFNEBRIBES, —B
EMVAURE] T PRELARAER, BET—PIEBRXE, FAE3-54HT

ERZEREZSIERELR.

The CA or the authorized RA will make reasonable efforts to confirm the certificate
application information as soon as possible. Once the RA has received all necessary
relevant information, it will start processing in the next working day, and complete the

audit and certificate issuance in 3-5 working days.

CA A FIRA B EMALADEE B 7E iR B 8] BAFR P 43R IE B BRIEBUR TIEH
HIEARERE. TE. AREI THEXEENEEXNIEEY T CARNEE

Whether the CA or the authorized RA can process the certificate application within
the above time limit depends on whether the applicant has submitted the relevant
information in a true, complete and accurate manner and whether it has responded to
the management requirements of the CA in a timely manner.
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4 3UFHZ % Certificate Issuance

43. 1 IEBZRFEMAEME FIMERFHA9997 9 RA and

CA Actions During Certificate Issuance

R CAMIEBEZELRHBAR CAMEENNITEAREBLAHEZES, FI1R
CARITIEBE R,

Certificate issuance by the Root CA Certificate shall require a trusted person
authorized by the CA to deliberately issue a direct command in order for the Root CA
Certificate to perform a certificate signing operation.

EITFIEBNERIED, CATMHNIARDTINEBHIBFERINGE
B, A NTUERHIENER, FBITRIERA RGRBERIEBHIBTREE CA
MIEBEX RS . RAXHMIEBERBRELFEIMNMHNENHLRSEL
REERE, FHFRIFREZIEFRHN CA YA,

During the issuance process of the subscriber certificate, the entry clerk of the CA is
responsible for entering the information submitted by the applicant, and the reviewer
is responsible for the approval of the application, and the request for certificate is sent
to the CA certificate issuance system by operating the RA system. The certificate
issuance request information issued by the RA requires the identity authentication and
information security measures of the RA, and ensures that the request is sent to the
right CA.

CANMMARBILBERIBEKRGE, HMNEBFERIEKRNENE, EHEILES
RiEZE, BERIEHR. YT SSLERREHIEBMNELR, EHIE SCT HiEz
BXFUEBHT linting TRENFEESHREENALER, MUBHLEEXR
% /% Baseline Requirements ZRKAVIEH . IEPHNFELBRE B FINERS VI

RA&TEIEHHUE TIEB RIS,

After obtaining the certificate issuance request, the CA shall determine its validity,
and issue the certificate after approving the application. For the issue of SSL Global
Server Certificate, before applying for SCT data, the CA performs pre-issuance linting
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tools. If an error or warning is found, the issuance is held up for manual review to

prevent the issuance of certificates that violate Baseline Requirements. The issuance
of the certificate means that the CA has approved the certificate application

completely and formally.

432 BFINMERRS A EFEMYLAEXTT 2 Y18 £ Notifications

to the Subscriber by the CA of Issuance of Certificate

CA 9B EMINAE LRV FIEPMELERMABUEBH TR,

BIEENE. B4, NETEH, 5 CANMEAAEMZ2TTTHNARNEMT

~

o

The CA shall inform the subscriber through the face-to-face, e-mail, network
download, or other means that the CA considers safe and feasible through the RA of
the issuance of the subscriber certificate and the way to obtain.

4 AF B IE52 Certificate Acceptance

4.4.1 ¥ g ¥ & 1E B B 17 4 Conduct Constituting Certificate

Acceptance

EBERFTHE, TTFBIE CAYMENBENTTRRBIESR, EITAREM
TEE—MITAR, CAVMMINAITRERZTIES:

1) TR TEHS LR 7IES,

2) K CANMMEITFMAET, RETATHIESR, FICIERBEHETR
RIEBIVT P,

3) FEAR CAHUMIEBRBUBMA XA P e, EAT MR ERITARERT
B4,
After the certificate is issued, the subscriber obtains the certificate through the method

announced by the CA. After the subscriber has any of the following actions, the CA
considers that the subscriber has accepted the certificate:
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1) The subscriber has downloaded or installed the certificate;

2) The CA, with the permission of the subscriber, downloads the certificate in place of
the subscriber and sends the certificate to the subscriber by email;

3) After the CA sends the certificate acquisition notice to the subscriber, the

subscriber does not refuse within the agreed time.

442 8 FIANIE BR 55 H1 48 XFIE B B9 & 7 Publication of the

Certificate By the CA

HELHRBRESBIEBEXRZH, CAYIMIRIE Google B CT KA
(https://github.com/chromium/ct-policy) , BFIEBIRZERDTF 3 NEIEA
CT lRE#H. CAHMMAEZRLRILERE, KIEBEXSITFHALEBHNES.
Prior to the issuance of a Global Server Certificate, the CA submitted the
pre-certificate to no less than three qualified CT servers based on Google's CT policy

(https://github.com/chromium/ct-policy). After issuing the certificate, the CA sends
the certificate to the subscriber as the publication of the certificate.

443 8 F AL AR 55 ¥ 49 X+ H fib SE 4K /9 18 45 Notification of

Certificate Issuance By the CA to Other Entities

CAAUMAR Kb St ITRE, HMtSHATNAEFESELBTEN.

The CA does not notify other entities, and other entities can make their own queries
on the repository.

4 5ZEAXTFIIE B AY/E A Key Pair and Certificate Usage
45177 P FA 8 #0 F B B9 {5 B Subscriber Private Key and

Certificate Usage

AERX TIEBRIBHERXT CAYIMMERNIERE, HUAEZRER
BF S CANAM. 71 H RAVINF FI X S HIF .
The actions of submitting a certificate application and accepting the certificate issued

by the CA shall be deemed the subscriber has agreed to abide by the terms and rights
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of the CA and the relying party.
TR RBERERAVER. & CP/CPS MUEITAhIEE N FSE Bl A A

SATIES, FEAIEBEIASHEE, 1T HF L AIZIE B A5

The subscriber shall only use the private key and certificate within the application
scope specified by applicable law, this CP/CPS, and subscriber agreement, and stop
using the private key corresponding to the certificate after the certificate expires or is
revoked.

SFF SSUTLS IEB, 1TFE RERMXSRIEREIEBS H A 52 3T

AR5 AR HEREIL B

For SSL/TLS certificates, the subscriber has the responsibility and obligation to
ensure that the certificate is only deployed on the server corresponding to the Subject

Alternative Name listed in the certificate.

4.5.2 MR ¥ 77/~ 58 A0k B B9 fF A Relying Party Public Key and

Certificate Usage

K77 RBEFE TS 2 A9 FSE B AR THIES, FFESIEBERE—E (40
AARY RF) . KBTRENTHNIEBNAAE, TUBEEENTTHIER T
BTG, FBIRPARIENTETFERNELM. ARIIBETFERNES
PR, PRETT R ERAERE RAVEIRER R

The relying party shall only rely on the certificate within the appropriate application
scope and be consistent with the certificate requirements (such as key usage
extensions, etc.). After the relying party obtains the certificate and public key of the
other party, it can check the identity of the other party by checking the certificate, and
verify the authenticity of its electronic signature through the public key. When
verifying the authenticity of an electronic signature, the relying party shall know
exactly the data being signed.

T IDIE BRI, B
a) M CAHMMANEBRILIEBHMER, WINZILBERBITAEERN CA
PMFELHN, FEIEBHNRARTREHEN.
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b) IIFBMNBENE, BINXEBEBINEZR.
c) ‘it &8 CRL 5% OCSP, HINZIFFHEE T,

The relying party shall verify the validity of the certificate, including:

a) Verify the signature in the certificate using the certificate of the CA, confirm that
the certificate is issued by the CA that the relying party trusts, and the content of the
certificate has not been tampered with.

b) Verify the validity of the certificate and confirm that the certificate is valid.

c¢) Confirm that the certificate has not been revoked by querying the CRL or OCSP.
ERIEBFHEER, KT NAERMETABIBECEE R EAABBIRE

2, ENZEREEEIHARERRTHERNEIE.

When verifying an electronic signature, the relying party shall know exactly what data
has been signed. In the public key cryptography standard, the standard signature
information format is used to accurately represent the signed data.

4 67F H E ¥ Certificate Renewal

=2 Circumstance for Certificate Renewal

I>

IEBEFEEANTIEBFIT PN AASHEERAEENERLT, AITAE
Z—IHNEF . A& CA YR IT PR E ML B EAE#RS, 1A CP/CPS
EATH,

The Certificate renewal refers to the issuance of a new certificate to a subscriber
without changing the subscriber's public key or any other information in the

certificate. The CA recommends subscribers to use the certificate re-key service

preferentially. For details, see Section 4.7 of this CP/CPS.
VP BAIEBEIEART 30 RATIEREH . IEBEHE, ITPUAEHRHIE

HLF .

Subscribers are required to renew their certificate 30 days prior to the expiration of
the certificate. After the certificate expires, the subscriber must re-apply for a new
certificate.

CA MG FrH SSL ERRFARIL BIR AL B EHIRS
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The CA supports certificate renewal services for SSL Global Server Certificates.

4.6.2 1EKIEBEFTAYELKR Who May Request Renewal

ERIEB EHASCEIERIT .
Certificate subscribers may request renewal.

463 4F B F #3115 5k B9 4 I8 Processing Certificate Renewal

Requests

IEREFERNAESREFERERIE. £5). FRIER. XEHIENRIEM
LRMETIATILATTE:

1L ITRFHRIEBFEF BRA CAYMELR,

2. EBEIFIEREVFTHBRA;

3. ETERIMESH#HITSHER

4. # CAHAIRIBA CP/CPS 5 3.2 T3k 1S HEIB ST AR ST B9 AT 8]
MBI A CP/CPS 5 6.32 WHAEMILKIEBNERAE NP A ZERRRER
1k, W CA MG E RiZBIRSIE A, ST SHHTIRAIS L5,

The processing of certificate renewal requests includes application verification,
authentication, and certificate issuance. The verification and authentication of the
application must be based on the following aspects:

1. The original certificate of the subscriber exists, and it was issued by the CA;
2. The certificate renewal request is within the license period,
3. Identity authentication is based on the original registration information

4. If the time of obtaining data or certification by the CA in accordance with Section
3.2 of this CP/CPS does not exceed the maximum validity period of such certificate as
specified in Section 6.3.2 of this CP/CPS and the information has not changed, the CA
may reuse the data or supporting documents to identify and authenticate the identity
of the subscriber.

A EWIEMERBEE CAYISA THUEZRZIES.
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After the above verification and authentication are passed, the CA can approve the
issuance of the certificate.

AIEBEHN, TATMARENRANERERETER, CAYBER

XHAARERMAH. EFERRESNAAGERATERM. SEEME—1

EREcaNZ k-l

When the certificate is renewed, the subscriber can sign the renewal request with the
original private key, and the CA will verify and authenticate the correctness, legality
and uniqueness of the user's signature and the public key and the user information

contained in the renewal request.

VTR o] PUEFFIRIBA CP/CPS 28 3.2 THERATIEBEF RiERE, &
HIRZSMEAMEL, CAIMMAEEEERL TE X MAIEIE T BRI £ 377
NIENIEBEH LA ALIEF R

The subscriber may also choose to perform the certificate renewal application
operation in accordance with the requirements of Section 3.2 of this CP/CPS, and
re-submit the identity certification materials. The CA may, in any case, use the
authentication method of the initial certificate application as the authentication

processing method when the certificate is renewed.
4.6.4 MAEFIE B X1T P 184 Notification of New Certificate
Issuance To Subscriber
B CP/CPS % 432 15,
The same as Section 4.3.2 of this CP/CPS.
4.6.5 ¥ AYESZEHUE B AITT A Conduct Constituting Acceptance

of A Renewal Certificate

B4 CP/CPS % 4.4.1 75,

The same as Section 4.4.1 of this CP/CPS.
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4.6.6 B FINUE IR 55 #1485 #1E B A9 & 45 Publication of the

Renewal Certificate By the CA

[EZA CP/CPS 58 4.4.2 75,
The same as Section 4.4.2 of this CP/CPS.
4.6.7 8 FINIUE AR & A 48 XF H fth S K 89 18 4 Notification of

Certificate Issuance By the CA to Other Entities

B4 CP/CPS % 4.43 75,

The same as Section 4.4.3 of this CP/CPS.
4. 71UE P& EHE H Certificate Re-key

471 IEBEPREHA

2 Circumstance for Certificate Re-key

IERZPEF IV ERFBRAITRIBTAFARELRINLSH, CAYIIEIR
HIEBEIN, BRLIER ER.
The certificate re-key means that the subscriber generates a new key and requests to

issue a new certificate for the new public key. When the CA provides the certificate
renewal, the key must be renewed at the same time.

& CAHIM9IRIEZA CP/CPS 55 3.2 T548 & KIRIX 15 A £ 8 SUIE A XX B9 B )
REBILAR CP/CPS 5 632 THAENLRIEPHNRABIHMAZEEALER
£, W CAMMTUNERAXLLFHERIENGER. i, I TREHRBLEBRAE
N TR HRRIEBHRIBAHEME, R ENRBRIEBERE ST,
MEBFIIS ATRPEAESE, WERBRIEBX RAANERBAEIERHE
752 B CAYASRIE.

If the time of obtaining data or certification documents by CA from the source

specified in Section 3.2 of this CP/CPS does not exceed the maximum validity period

of such certificate as specified in Section 6.3.2 of this CP/CPS and the information
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has not changed, the CA may reuse these previous validations. In this case, the
subscriber does not need to submit the required materials for the certificate
application again when applying for the certificate re-key. The subscriber shall only
submit the corresponding information for assisting in identifying the original
certificate, such as the certificate serial number, the subscriber's DN, etc., and sign the
certificate re-key request using the private key corresponding to the original
certificate for CA's verification.

IEBERAERERERRTUTER:

a) HiJPIEBRVEEIHRY

b) HiTFILBAFAMEEMBHILBAS;

) HITFIESKEMBRHILBRAR R 2/,
d) HETURESEBAEHMNEL.

Certificate re-keys include, but are not limited to, the following circumstances:
a) when the subscriber certificate is about to expire;

b) when the subscriber certificate private key is compromised and the certificate is
revoked;

c¢) when the subscriber confirms or suspects that its certificate key is unsafe;

d) other circumstances that may result in a re-key.
CA I F5 4 SSL IR SRR BRAEB B EHIRS

The CA supports the provision of certificate re-key services for SSL Global Server
Certificates.

4.7.2 1EKUEBAFAE F ALK Who May Request Certification of
a new public key
BERIEBAFAEHAEAEBITA,

Certificate subscriber may request certificate re-key.
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4.7.3 JFE B 74 EH1E K BI4LIE Processing Certificate Re-keying

Requests

[EZ CP/CPS 25 3.3 1,
The same as Section 3.3 of this CP/CPS.
4.7.4 MAEHIE B 1T 2 8918 & Notification of New Certificate

Issuance to Subscriber

[EZ CP/CPS % 4.3.2 15,
The same as Section 4.3.2 of this CP/CPS.
475 M pi ¥ X & 50 F # L B 1Y 17 4 Conduct Constituting
Acceptance of A Re-keyed Certificate
B CP/CPS % 44175,

The same as Section 4.4.1 of this CP/CPS.

4.7.6 B IANERRS VXS 2558 B HTUE + AY & 75 Publication of the

Re-keyed Certificate By the CA

[EA CP/CPS 5 4.4.2 %5,
The same as Section 4.4.2 of this CP/CPS.

477 B8 FIANIE R 55 ¥ 49 X H fib SE 4K /9 18 45 Notification of

Certificate Issuance By the CA to Other Entities

A CP/CPS % 443 15,

The same as Section 4.4.3 of this CP/CPS.
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4.81F B2 F Certificate Modification

4.8.1 IFH T F ST Circumstance for Certificate Modification

WMITFREAIIMER R ENE, HTiE CAYSREIERESE., IEBELE
AERIBHIE B RIGATHBARE. FMH—2.
If the registration information provided by the subscriber changes, a certificate

modification must be submitted to the CA. The procedures and conditions required
for the certificate modification application are the same as the certificate application.

48215 Kk WF B T & 1Y 5 & Who May Request Certificate
Modification
BERIEBEEALEAUERITS.
Certificate subscriber may request certificate modification.
483 JF F T F i K B9 4L I8 Processing Certificate Modification
Requests
IEPEERBYPRRIFIERIFIEHTRIE.

The certificate modification is processed according to the registration procedures of
the initial certificate application.

4.8.4 WA FIE BB IFIT - 918 2 Notification of New Certificate

Issuance to Subscriber

B CP/CPS % 432 15,

The same as Section 4.3.2 of this CP/CPS.
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4.8.5 ML FEUEF Y174 Conduct Constituting Acceptance

of Modified Certificate

[EA CP/CPS 2 4.4.1 T,
The same as Section 4.4.1 of this CP/CPS.

4.8.6 B FIAIUE AR 55 A1 49 X 2L 52 4IE B A9 & # Publication of the
Modified Certificate By the CA

[EZN CP/CPS % 44275,
The same as Section 4.4.2 of this CP/CPS.
48.7 B FINIUE R & A 18 X H fth LK 49 18 & Notification of

Certificate Issuance by the CA to Other Entities

[ CP/CPS 5 44375,
The same as Section 4.4.3 of this CP/CPS.
4 9F B FIFERE Certificate Revocation and Suspension

4.9.1 FHEFE ST Circumstances for Revocation

49114 % 1T A uE B 89 J& & Reasons for Revoking A Subscriber
Certificate

WMRBIMTINEA—FHSIER, CA YR T 24 /N REIBIZIT AL

1 ITAMBEE R RIERE TS,
2. WTAIANAFRIMIEBIBERRERN, BEREERRNITA,
3. CAHUMBILRILA, STTRIEBHRNARNEANMASHE
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4. CAHMIAMEHI T LI RIEIT A RAMEETTE, 1ZTETE T A0

RAEZSHITELIT A, BIE{ERR T Baseline Requirements 5
6.1.1.3(5) M HEMTTE;

5. CAMMIRBIESRE, IERHAEEMNEEN P It EFNEIEEARH
o Eg;

6. CANMEZEBAFENEMTREMEFARBITAAHFEEERERF
B8 FHR AR IR A9 1E R

The CA shall revoke the subscriber's certificate within 24 hours if one or more of the
following occurs:

1. The subscriber requests in writing that the CA revoke the certificate;

2. The subscriber notifies the CA that the original certificate request was not
authorized and does not retroactively grant authorization;

3. The CA obtains evidence that the subscriber’'s private key corresponding to the
public key in the certificate suffered a key compromise;
4. The CA is made aware of a demonstrated or proven method that can easily compute

the Subscriber’s Private Key based on the Public Key in the Certificate, including but
not limited to those identified in Section 6.1.1.3(5) of Baseline Requirements;

5. The CA obtains evidence that the validation of domain authorization or control for
any Fully- Qualified Domain Name or IP address in the Certificate should not be

relied upon,;

6. The CA receives notice or otherwise becomes aware of any circumstance indicating
that use of the email address in the certificate is no longer legally permitted.

MREM TIMEET—F ZFER, CAYIMETRE 24 /N Z2WEEIER, B
DAIRFE 5 RZNHSEIER:
1. WIEBAFFRFE Mozilla Root Store Policy 5 CA/Browser 13z Baseline

Requirements H128 6.1.5 1 6.1.6 THIEK;
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N

CAHIMELE 7 IE BHE ARV,

CA ISR FI] PR BT P ERFRPAEN —MH L MEE X
SHFRME

CA AIAFZR AR E AT IZIT LB £ MR FODN 3¢ 1P #bilk, 4A,
ERES PR EREEE R M AL BE R NRA . HREMASRIEBEA
Z BRI R IF A SR SN E & I Siis B FMA RS TH B E

CA #H93k F] P RBRFIEBEWATRIEFIEM AN TR R,
CAHMZKAIL PR EANEERETERTK,

CAMLMZAATT FIE B AYE & AR E 1 Baseline Requirements 5§ CA #1194
oy CP/CPS FIAEXER;

CAHMBESRMITAIEBFEE T TERBIERNES,

CA #1454k #E Baseline Requirements i & IE P AIANFI R0 . AR S A%

%1, BRIEHGkE4EI CRU/OCSP 2 8,

10. HH I CA #1449 CP/CPS E RIS IE BEVIEF,

11. CAHIMZRAE B3 7 EW IR TT PRI J10%, SiE 8 HWILER

BA T A AR SA R BN TT 7R f7 FE R G,

12. & CA IR RE 4 18 FINERS, BARZHEEM CA MIMHFT

PSR B IR AE,

BATAHEIINEETE=TTHEMEKE. FEREEVHNEARES, 5 CA

PMPEE RN EEVMEIL AT PEEMAER T RRS,

14. CAHMBETIEBRS FABANSE, 1THRIAREL,

1575 TBUEAALE N HAET
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The CA should revoke the certificate within 24 hours and must revoke the certificate
within 5 days if one or more of the following occurs:

1. The certificate no longer complies with the requirements of Mozilla Root Store
Policy or Sections 6.1.5 and 6.1.6 of the Baseline Requirements of the CA/Browser
Forum;

2. The CA obtains evidence that the certificate was misused;

3. The CA is made aware that a subscriber has violated one or more of its material
obligations under the subscriber agreement or terms of use;

4. The CA is made aware of any circumstance indicating that use of a Fully-Qualified
Domain Name or IP address in the Certificate is no longer legally permitted (e.g. a

court or arbitrator has revoked a Domain Name Registrant’s right to use the Domain

Name, a relevant licensing or services agreement between the Domain Name
Registrant and the Applicant has terminated, or the Domain Name Registrant has
failed to renew the Domain Name);

5. The CA is made aware that a wildcard certificate has been used to authenticate a
fraudulently misleading subordinate Fully-Qualified domain name;

6. The CA is made aware of a material change in the information contained in the
certificate;

7. The CA is made aware that the certificate was not issued in accordance with these
Baseline Requirements or the CA 's Certificate Policy or Certification Practice
Statement;

8. The CA determines or is made aware that any of the information appearing in the
certificate is inaccurate;

9. The CA's right to issue certificates under Baseline Requirements expires or is
revoked or terminated, unless the CA has made arrangements to continue maintaining
the CRL/OCSP Repository;

10. Revocation is required by the CA’s Certificate Policy and/or Certification Practice
Statement;

11. The CA is made aware of a demonstrated or proven method that exposes the
Subscriber’s Private Key to compromise or if there is clear evidence that the specific
method used to generate the Private Key was flawed;

12. The CA ceases operations for any reasons and has not made arrangements for
another CA to provide revocation support for the certificate;

13. Subscribers are included in the blacklist of any third-party phishing website
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alliance, credit regulator, or the regulatory body of the country where the CA is
located prohibits conducting services at the place where the subscriber operates;

14. After the CA fulfills the obligation of urging certificate service fee, the subscriber
still fails to pay;

15. Other circumstances as stipulated by laws and administrative regulations.

4912 55T 2% CA IE B BYJE A Reasons for Revoking A Subordinate
CA Certificate

REB TR —MRSMER, CAYME 7 RAFHEPR CAILH:

=

CA NI BEF R B IEREE PR CAIES;

2. CAHUZINAHR CAIEBIFERARERN, BEREEBHENITH;

3. CAYIMBIHRIERSIEBHNRAAXNMAFER CA NMPAEME, HA
154 Baseline Requirements £ 6.1.5 #16.1.6 T EK;

4. CAMMSHEIEIRIERIEBHUKA,

5. CAHAERFIE P I F & R IEHE Baseline Requirements 3¢ CA HlA & f kY
CP/CPS FYAEREK;

6. CAHSHE TIERTELBEFERIEFTRSHENESR

7. CAMMEF LR CA RHEAIREFIEIEE, FFRZHEHEM CA HIASIR A
HIEPA

8. CA #L#4k & Baseline Requirements M A UE B A9 FIZIER . B EH 4
Z1b, BT ELHRARE 4P CRL/OCSP ERFEZSN

9. HHIL CAHLH CP/CPS B RIFHIE P HIIEF

The CA shall revoke a subordinate CA certificate within 7 days if one or more of the
following occurs:

1. The Subordinate CA requests revocation in writing;

2. The Subordinate CA notifies the Issuing CA that the original certificate request was
not authorized and does not retroactively grant authorization;
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3. The CA obtains evidence that the subordinate CA's private key corresponding to the

Public Key in the Certificate suffered a Key Compromise or no longer complies with
the requirements of Sections 6.1.5 and 6.1.6 of Baseline Requirements;

4. The CA obtains evidence that the certificate was misused;

5. The CA is made aware that the Certificate was not issued in accordance with or that
Subordinate CA has not complied with the Baseline Requirements or the applicable
Certificate Policy or Certification Practice Statement;

6. The CA determines that any of the information appearing in the certificate is
inaccurate or misleading;

7. The CA or subordinate CA ceases operations for any reason and has not made
arrangements for another CA to provide revocation support for the certificate;

8. The CA's or subordinate CA ' s right to issue certificates under Baseline

Requirements expires or is revoked or terminated, unless the CA has made
arrangements to continue maintaining the CRL/OCSP repository;

9. Revocation is required by the CA’s Certificate Policy and/or Certification Practice

Statement.

4.9.2 1EKIUEBHEEEAYER Who Can Request Revocation

REFEARBIERL, 1TH. CAYME. EMVAM T ALERIFIEBRIBEK.,

Depending on the circumstances, the subscriber, CA, or the RA can initiate
revocation.

tesh, TR AR®TT . R R AN m A E AR = T IR I B RRER &,
E5 CAYM BRI PN EIERE .
In addition, subscribers, relying parties, application software suppliers and other third

parties may submit certificate problem reports informing the CA of reasonable cause
to revoke the certificate.
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4.9.3 #EH1E K B9 R 2 Procedure for Revocation Request

4931 1T P EFNIR K $E 15 A Subscriber Makes An Application for
Revocation on One’s Own Initiative

L E BRI ERIEA R CA TSR A E A AGER SLCIE B EH 1B R ),
FOTRRGERE,

2. CA MBI A EMAADIRIBA CP/CPS % 3.4 FTHERMTT FIRZA
HHERETLER, NEIEET BT IE,

3. CAHUMIMITHISHIRME, TTAIEBREEE, STMIEBS BIE, H4%E
FTRBAV] PIEBEEE R R BEENIER, BEREREZINT, ELE
RIERT, CAHMEIHEAIE BIBIL Wik T A S,

4. CAHAZIRAL 7X24 /NS ANEBRHRIBRS, TR TBEUTHREE
G

(1) KHBEZ: sslservice@bjca.org.cn;
(2) 3xEE: +86 -4009197888.,

# SSLIERITFilid ACME APHRATIE BRIHIER, CA YK BT RIEE
BESROEBREERNEFERETRNETER, LB N THEL
I,
1.The applicant for the certificate revocation submits the Certificate Revocation

Application Form to the CA or the authorized RA and indicates the reason for
revocation;

2.The CA or the authorized RA shall authenticate the revocation request submitted by
the subscriber in accordance with the requirements of Section 3.4 of this CP/CPS and
perform revocation operation if the request passes the authentication;

3.After the CA performs the revocation operation, and the subscriber's certificate is
revoked, the RA shall notify the subscriber of certificate revocation and reasons for
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the revocation via telephone or email; in the case of failing to contact with the
subscriber, the CA will announce the revoked certificate through the website if
necessary;

4.The CA provides a 7X24 hours service for certificate revocation application, and
subscribers can apply for revocation through the following ways:

(1) Send email to: sslservice@bjca.org.cn; or
(2) Call: +86 -4009197888.

If an SSL certificate subscriber submits a certificate revocation request through
ACME API, the CA will authenticate it by verifying domain control rights, digital
signatures of certificate revocation requests, and other methods; If the authentication

is successful, it will be revoked.

CAHMAUR BN ERIEfE 24 /B AL IR ERIF

The CA shall process the revocation request within 24 hours of receiving the
application.

4.9.3.2 17 #5838 $5 iF F A Subscriber is Forced to Revoke A
Certificate

1. H CAYIMBRINEHRFEHILA CP/CPS 5 4911 THESFERT A
IEBHER BB IR, CA VMBI NERRAZ RIEREIE S,

2. HIEBHGEE, CAVMEBEESNAN, B4, BIE%, BM&x
LT PIEBERBE R B ENER, EREREITIN, ELENE
AT, CANSXBEE AIE PR B Wb T A &

3. CAMAGIRML 7X24 /NESRYIE B [p) IR H AL IERRAZ

4. BERETTWMEENME. NAREREDR. BRSTIWEE=F XIS
oJREfFLEER, WIEFHRA . RALIHHEL IR, IEBHATY
RABERE, TREBENTARETRRRE:

(1) ZHEB{EZE: sslservice@bjca.org.cn; B

(2) ZH: +86 -4009197888,

97



* Y e -
@ HFA S A ] AR 2 SSL 3 48 W B Sl 45

1. When the CA has sufficient reason to believe that situations that will cause the
enforced revocation of subscriber certificates in Section 4.9.1.1 of this CP/CPS occur,
the CA will apply for the revocation of the certificate through the internal process;

2. After the certificate is revoked, and the CA will notify the subscriber of certificate
revocation and the revocation reason through appropriate means, including email,
telephone, etc. In the case of failing to contact with the subscriber, the CA will
announce the revoked certificate through the website if necessary;

3. The CA provides a 7X24 hours certificate problem report and processing flow;

4. When a relying party such as a judicial organization, application software provider,
anti-virus agency, etc., finds that the certificate may have problems, such as certificate
misuse, the occurrence or suspected occurrence of private key disclosure, certificate is
used for suspicious code signature, etc., a timely problem report can be done in the
following ways:

(1) Send email to: sslservice@bjca.org.cn; or
(2) Call: +86 -4009197888.

CAHMBIREIRE R, % 24 /N ANZIEBRBREABTHTRE, FET
U THRAERRE RS RIBILS:
(1) FriR& B BmAy MR
(2) AARZIEIRRAY IR BN
(3) [B)BIRE IR IFAISLAR;
(4) TTPXIAR CAH4 CP/CPS FITT P FAE X ASERYETEE R,
(5) IATEBENAEYE.

After receiving the report, the CA shall investigate the content of the certificate report
within 24 hours and decide whether to revoke the certificate based on the following
criteria:

(1) The nature of the reported problem;
(2) the occurrence number and frequency of the problem,;
(3) The entity of the problem report or complaint;

(4) The subscriber's compliance with the relevant specifications of the CP/CPS and
subscriber agreement of the CA;

(5) The compliance with current laws and regulations.
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4933 B FINERS YA B iEF A9 3E Revocation of electronic

certification service organization certificate
St FEFINEA S RIEBFIHR CAIER, FFINEASIRIEA CP/CPS
AEREZSRHILED.

For BJCA's Root CA certificates and Subordinate CA certificates, revocation will be
determined according to this CP/CPS.

4.9.4 #5515 K FaPR Hf Revocation Request Grace Period

MR EINAAMBEFEM, BEEIE RS AE LI BB B M FEHREE 8 /NI A
fel . HAEEEREHEEEIE KA 48 /NIT TR H .
In the event of a private key compromise, etc., the revocation request must be filed

within 8 hours of the discovery of a compromise or a suspected compromise.
Revocation requests for other reasons must be filed within 48 hours.

4.9.5 B FIMEAR SV AL IERHIHIE KBV BF PR Time within which

CA Must Process the Revocation Request

CAMMZEBIEIE KRB RAIAEE, BE SR RIAR S S BHEEEK

AXRMBLMER . CAYMLIERIHIFRABEI L 24 /B,

The CA shall process the request immediately after receiving the request for
revocation, and investigate the facts and circumstances related to the certificate
problem report or the certificate revocation request. The cycle of revocation request

processing for a CA is 24 hours.
49.6 Ik ¥ 77 & &= E P W 55 B9 E 5K Revocation Checking
Requirement for Relying Parties
CAMEE 24 /NIFER—>K CRL, FR&®IA CRL R M E| B RIRFaIaE
MAE, HERBFEETIH.
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The CA shall issue a CRL every 24 hours and publish the latest CRL to the location
specified by the directory server for the requester's query and download.

CRL 94T

a) A S (version)

b) #FZEELFRIRFF(signature)

c) MA&FZZFR(issure)

d) AKE#Hi(this update)

e) TRE#H(next update)

f) FAPIEBFS]S /15 B #(user certificate/revocation date)

K&

0) H&E % (signature algorithm)

I

h) % & (signature value)

The structure of the CRL is as follows:

a) version number (version)

b) signature algorithm identifier (signature)

c) issuer name (issure)

d) update for this time (this update)

e) update for next time (next update)

f) user certificate serial number / revocation date (user certificate / revocation date)
g) signature algorithm (signature algorithm)

h) signature (signature value)

FEEEMNERIESR, MRBTT 220 F X T MM IhEE 2 —# TP ABIE B 69

a) CRL &8 F AIEB P ERIRAY CRL Hiik, 1@id CRL Z B EZHIF T3 CRL
BIAH, #HTIERRESHRE.

b) FELIULBIREZEE(OCSP): CA H AR 4L Get 1 Post AFH 77 R A OCSP
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BHERS, EREREIERRE, BRESKIBEKRE.

Before trusting and using a certificate, the relying party must use one of the following
two functions to perform a status query of the dependent certificate:

a) CRL query: use the CRL address identified in the certificate to query and download
the CRL locally through the CRL repository to check the certificate status.

b) Online Certificate Status Protocol (OCSP): The CA provides OCSP query services
in both Get and Post modes. After the query results are signed, they are returned to the
requester.

AR KRBT ERIE CRLATEMTEN, BRER CAYIMEAHHE
TR,

Note: The relying party shall verify the reliability and integrity of the CRL and ensure
that it is issued and signed by the CA.

4.9.7 CRL &% CRL Issuance Frequency

CA MG R AL S E SN E A CRL,
The CA can publish CRLs in real time or on a regular basis.

&5 CRL HSRARIBIE BRI T, 1T PIEB— 0 24 /N EHI% 7R CRL,
FEITA CRLABRHEAN 3 K. LR CAIER—MAE 12 NBEH %L CRL,
HFEHBER CRLMBEZRIN 12 MA . ERIEPR CAIERE, BE 24 /\HAE

¥ CRL,

The frequency of issuing CRLs is determined according to the Certificate Policy. The
subscriber certificate CRLs are generally updated and reissued every 24 hours and are
valid for 3 days (the value of the nextUpdate field exceeds the value of the thisUpdate
field by 3 days). The subordinate CA certificate CRLs are generally updated and
reissued every 12 months and are valid for 12 months (the value of the nextUpdate
field exceeds the value of the thisUpdate field by 12 months). After the subordinate
CA certificate is revoked, the CRL will be updated within 24 hours.

4.9.8 CRL &% M98 K /5 BF 8] Maximum Latency for CRLs

CRL X REKTwm/ERT 8] 4 24 /AT,
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The maximum latency for CRL release is 24 hours.

4.9.9 FELIRZSZEIE I T B On-line Revocation/Status Checking

Availability

CA ¥ M [a) 1T AR IR I A RIE BIRTSEIERS (OCSP) , OCSP IRy
FF& RFC6960 RYE K, BX A I BRSEIRTSH CA H1A9F0 OCSP M &7 783

¥R,

The CA provides the Online Certificate Status Protocol (OCSP) service to subscribers
and relying parties. The OCSP response complies with RFC6960 and will be signed
by the CA and OCSP responders that verify their certificate revocation status.

OCSP ma Rz a2 M E R IEBRFSROIEB S EAZERSIEBHE —
CA %%, FBB% RFC6960 FriE X HY2EEL A id-pkix-ocsp-nocheck Y4 RIA.
The certificate of signing certificate server used by the OCSP responder is issued by

the same CA as the certificate being queried, and contains an extension of type
id-pkix-ocsp-nocheck defined by RFC6960.

49.10 £ % JX 75 & 18 E 3k On-line Revocation Checking

Requirements

CA HHEff Get 0 Post AT AY OCSP EiFAR S -

The CA provides OCSP query services in both Get and Post methods.
MFITFIUES, CAHMEDE 4 REH—K OCSP f58. OCSP M A%

WKHBHAN 10 XK. YTELBIBAIES, ZRIEH OCSP,

For the status of subscriber certificates, the CA shall update information provided via
the OCSP at least every four days. OCSP responses must have a maximum expiration
time of 10 days. For certificates that have been revoked, update the OCSP
immediately.

XFHR CAES, CAYIMEDSG 12 B EH—K OCSP 58. HIHPR
CAIEBE 24 NS NEHT .

For the status of subordinate CA certificates, the CA shall update information
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provided via the OCSP at least every 12 months and within 24 hours after revoking a
subordinate CA certificate.

X EARE R AIE B ALZIEBIRSEIBIBER, OCSP Mgz [E"good IR

A
/CN o0

If the OCSP responder receives a request for status of a certificate that has not been
issued, then the responder shall not respond with a “good” status.

49.11 #H3EE B H b & 7 £ =\, Other Forms of Revocation

Advertisements Available

WEBHEEEE BT UEIT CRL B(E OCSP RE3K15 . CA HIMTRIRAIE B
FENHMEARELR.

Certificate revocation information can be obtained through CRL or OCSP services.
The CA does not provide other forms of certificate revocation information.

4.9.12 ZAIME B4 FIZE K Special Requirements Related to Key

Compromise

B CP/CPS 28 49.1 THMEMNE RIS, HITAXIHE T/ UETEILRE

BAXEIRNERN, NENKNE CA HIMELIEBRFEEBK.

Except as provided in Section 4.9.1 of this CP/CPS, when a subscriber discovers or
has sufficient evidence to prove that its key has been compromised, it shall voluntarily
and timely submit a request for certificate revocation to the CA.

L EZMEEFTRIAAMIRBES, o/@T A CP/CPS 5 4.9.3.2 THHIME @ CA
MIRIE R RBIRE, AT AR A—FhSRIE AT EE

1. RIXHRPAZRIFTBI A AT XXM

-
2. EIXEEMEMRNHES XM, SIERRMANITE.

When Parties discover that the private key is compromised, it can submit a certificate

problem report to the CA according to section 4.9.3.2 of this CP/CPS, and use one of

the following methods to demonstrate private key compromise:

1. Submission of a signed file by the Private Key and verifiable by the Public Key;

2. Submission of binaries that contain a compromised Private Key, including the
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method to extract the Private Key.

AR A TIL AR AR R TR A, CA YA E R CP/CPS,

If the new method of demonstrate private key compromise is accepted, the CA will

update the CP/CPS.

4913 IEBIEERY

S Circumstances for Suspension

AEH.
Not applicable.

4.9.14 15K IEBIEF HISZ{E Who Can Request Suspension

REH.
Not applicable.

4.9.15 HRIE KRB A TE Procedure for Suspension Request

AEH.
Not applicable.

4.9.16 FEFTHIEAPR PR % Limits on Suspension Period

REH.

Not applicable.
410 EFIRTSPRE Certificate Status Services

4.10.1 ¥ &4 Operational Characteristics

WEBIRZSTT PUEB T CA #MIR LAY CRL. OCSP fRES&E 6.

The status of the certificate can be queried through the CRL and OCSP services

provided by the CA.
T HHEEANES, CAHIAMARMBREAE CRL PEIRSHIC X

For a certificate that has been revoked, the CA does not delete its revocation record in
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the CRL.

CA HA AR MR OCSP RS =8 HYFEEHEIC %o

The CA does not delete the revocation record in the OCSP server.

4.10.2 BR55T] 1% Service Availability

CA MR 7X24 /NI RYIERIRSE RS, BE 1800 B 8] A1 10 .
RIEEMBATFIERLT, 1THAREBENRSIERREERRS.
The CA provides a 7X24 hours certificate status query service with a query response

time of no more than 10 seconds. That means, the subscriber can obtain the certificate
status query service in real time when the network allows.

4.10.3 TJE4FE Optional Features

RIFBERZNER, AIBEREMEXTEARE, CAYET INRABRMRS,
LIS E L BEREHE, CA IR BAIZIR S RIIEKRE .
According to the requester's requirement, after the requester pays the relevant fee, the

CA can provide the notification service. When the designated certificate is revoked,
the CA will notify the requester of the service.

411 1TMZ55R End of Subscription
VTSRS PAEAHSOEBREE, ZIEBNRSHEER.

The end of subscription means that the service time of the certificate ends when the
certificate expires or the certificate is revoked.

TTHEREE AT ARARER:

a) IEBABEH, 1TAABEKRIEBEAPREAFENRBILERN, 17
P XTI,

b) IEBHBHAR, IEBHEAIEGE, BIITHE

The end of subscription includes the following two situations:

a) When the validity of the certificate expires, and the subscriber no longer extends
the period of use of the certificate or no longer re-applies the certificate, the
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subscriber can terminate the subscription;

b) After the certificate is revoked within the validity period of the certificate, the
subscription is terminated.

412 EAFEE K E Key Escrow and Recovery

4.12.1 HPFLEMRE BR X174 Key Escrow and Recovery

Policy and Practices

ACATMEIKINEEREEZFAREMRE LS. A TRIEITAERRFANL
EHMgE—1, BIUTFECENERTHTEN, ERRIREHTRE.
This CA's global certification system does not provide key escrow and recovery
services. In order to ensure the security and uniqueness of the subscriber's signature

private key, it is recommended that the subscriber generates a key and makes backup
so0 as to recover it if the key is lost.

L1222 TR RPN HKREMRENKE 517 8 Session Key
Encapsulation and Recovery Policy and Practices
&R

Not applicable.
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5. INEN A& E. BIEFEEIEH Certification Authority

Management Operational, and Physical Controls

5.1%38 3= % Physical Controls

5.1.1 A E 574 Site Location and Construction

a) CA LR ML BIRIZB T IR ESL

1)

GB/T 25056-2018 {(ERLZERKA IERINMERFZE R HAEX
ZERARIE)

GB 50174-2017: (& MRITHSE)

GB/T 2887-2011: (itEH 7B AME)

GB/T 9361-2011: (itENZHLEEK)

GB 6650-1986: (ITEAAGEFAN AR A Z M)

GB 50116-2013: (KR BRERGRITHED

GB 50034-1992:  { Tk 1\ BB A& ITHRE)

GB 5054-95: ({kEACH KB R &IRRITHE)

GBJ 19-87: (XREBENEZIATIRITMIE)

10) GB 50057-2010: (YT RITIE)

11) GBJ 79-85: ( TV BIS iR HISE)

a) The construction of the CA's facility buildings and computer rooms is implemented
in accordance with the following standards:

1) GB/T 25056-2018 Information Security Techniques--Specifications of Cryptograph
and Related Security Technology for Certificate Authentication System

2) GB 50174-2017: Code for Design of Data Centers

3) GB/T 2887-2011: General Specification for Computer Field

4) GB/T 9361-2011: Safety Requirements for Computer Field
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5) GB 6650-1986: Specification for Raised Floor of Computer Room

6) GB 50116-2013: Code for Design of Automatic Fire Alarm System

7) GB 50034-1992: Industrial Enterprise Lighting Design Standard

8) GB 5054-95: Code for Design of Low Voltage Distribution Devices and Circuits
9) GBJ 19-87: Design Code for Heating, Ventilation and Air Conditioning

10) GB 50057-2010: Design Code for Protection of Structures Against Lightning

11) GBJ 79-85: Specifications for the Design of Earthing of Industrial Enterprises
Communication System

b) CAHLERFTA BAENEEEIE:

CA BRI B RIS AARNER, AR,

ANBEREIBIRESFZ: AO. B, BUR. BIEFD. BERIE. RE
HAE,

MK EINE BER Rl AHXE., DMZ X (FFEEX) . BIEXE
ML e X,

Hi, NAZIMIRBAAEXE, ANBFHLEMTF DMZ X, BUKXEN
THRIEX, H&EEMNTZEKX,

b) Security management of hierarchical access in CA's computer rooms:

The functional area of the CA's computer rooms is divided into six layers and four
areas.

The six layers from the outside to the inside are: entrance, office area, sensitive, data
center, shielded room, security cabinet.

The four areas from the outside to the inside are: public arca, DMZ area
(demilitarized area), operation area and security area.

Among them, the area outside the entrance is a public area; the entrance and office
layers are located in the DMZ area; the sensitive layer is located in the operation area;
and the other layers are located in the security area.

5.1.2 #3815 (0] 3= % Physical Access

ATRIERRGNSTE, XM —ENRE. 2§, BEFR. NIENAE
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ERESSEESE, REBH LA RN VIERITIR B TZENBAIRE R G RE SR
MEDERZSE,

In order to ensure the security of the system, certain isolation, control and monitoring
methods have been adopted. All doors in the computer rooms are strong enough to
prevent illegal entry. The physical security of computer rooms is protected by using
access control and intrusion alarm systems.

YIRS EFIEFEN T LA E:

1) MMERG: FHFENNHE. TEARBERIMRIIKEEIE

QEEA AT, HHEENA RN ELEMNERRT
2) RERG: HRESFIFEBA. FEEFROA]. KEEARX

NEREBRBEMEIRER G, RERAGHAHIEHRELE.

3) BERE SNENMMERANRERFESEANTERERREER
g5, WREXFEFMREXEITT 24 /NS REETRER. FIEXGBER
BERBALF121MA, UEER

Physical access control includes the following aspects:

1) Access control system: Control the entry and exit of each door. The staff member
needs to use the identification card combined with fingerprint authentication to enter
and exit. There shall be time record and information prompt for each door.

2) Alarm system: The alarm system shall be triggered when any illegal intrusion
occurs, for example, the door is opened by abnormal means, or the door is closed for a
long time, etc. The alarm system clearly indicates the location of the alarm.

3) Monitoring system: In conjunction with the access control and physical intrusion
alarm system, there is also a video monitoring system for 24 hours continuous
recording of the security area and operation area. All video materials must be kept for
at least 12 months for queries.

NEMYERARERZES UPS, FRHED 8 /NITAIAR[a]lTfiteE .

The access control and physical intrusion alarm system is equipped with a UPS and
provides at least 8 hours of uninterrupted power supply.
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5.1.3 8 /15221 Power and Air Conditioning

PEERHERFREVEXNEN . BF. EiE. Bifl. #IFSEHERE,
RARMERS ATEVIR S A EENE & RS, TEVIR M R0
B, HECHERGNAEMBIRECEE. hNEE. SERIEE. HHpHE. RAHE
RITE. NRKT. RALES. TEVIRET AR BEMEIRSECERIRTIR
B.

The power supply system of the computer rooms includes power, lighting, monitoring,
communication, maintenance and other power systems. According to the nature of the
load, it is divided into computer equipment load and auxiliary equipment load. The
computer equipment and power equipment are separately powered. The power supply
and distribution system consists of power distribution cabinets, power cables,
trunkings and sockets, grounding lightning protection, lighting boxes and lamps,
emergency lights, lighting tubes, etc. The special power distribution cabinets and
auxiliary equipment power distribution cabinets for computer equipment are set
independently.

fEAARERTEIE (UPS) RRICHBMREMEMTEN. XANBERE, A%
BRERRHUARY, IXBEUI%R, #RRREREER.

An uninterruptible power supply (UPS) is used to ensure the stability and reliability of
the power supply. With dual power supply, it can be automatically switched to
maintain the normal operation of the system when the single power supply is broken
down.

RIENSHER RIS R, EVSTEALEE, HRET=FATHR
G, ZPRGHEAPRTIE, FXABIZEELEN . RANBRBETAE.
BRER. INRS.

According to the requirements of the computer room environment and design
specifications, air conditioning systems are installed in both the main computer room
and the basic working rooms. The air conditioning system uses central air
conditioning and uses a separate air conditioner as a backup. Its components include
precision air conditioning, ventilation ducts, and fresh air systems.

CAHEMEBERZREGFREEENAE, MESENMERGNREMH’
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TRE,

The requirements for the CA rooms refer to the regulations for the management of
telecommunication facilities, and the security of the physical system is checked every
year.

5.1.4 7K 2BBA3a Water Exposures

MBEALSK, RKAR, TBREXAETANDKEE, FXRLERHE
ALt TRSUKERR, EARERRK. HRSKIZIERKFAR.
No water seepage or water leakage is allowed in the computer room. The main
devices are equipped with special waterproof sockets, and necessary measures are

taken to prevent rain or water pipe damage resulting in leakage of the ceiling, water
seepage on the floor and water leakage of the air conditioner.

CANBMAGH DRI, EBRILEKRM.

The system in the CA's computer room is fully protected against water erosion.
BRIVERL ETKRS, =iEEMT 8B KAAEE, BiRKieN R SR 4
(7X24 1\BS) SEESAG
At present, there is no water supply and drainage system in the computer room. The

air conditioning room has been strictly waterproofed and the water leakage detection
system provides real-time detection for 7X24 hours.

5.1.5 K KFHFF Fire Prevention and Protection
KRTARF

1) BEX WE=R) . sEgRXE WEN. . XF) . HERDOR

=~
48

FRDIITE GBIAS (EER MBI ITHIAME) R E 9 =R K

&
N

o

2) CAHLBREANREXRIREELEE., VAN, EPEXEA. EHRT.
minE. FEF 1”5 EP&%%%MT _LB'ﬁ_Li&%m\ R EARN 2%

3) BERESHXEEMIMNSEARRIAEE, FHRHEEAK (HFC-227¢ca) F
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R RKERG, BEHENNSERKRE, FERXRELRER TR
BEKBUR R KEKE . CAYERRNARN F5F 5 R Put T K oh, b
fERK. THEBARF S &£ KBEIRA R KH

4) KREFIRE. BNRKKRGEIT TEBTERTIHNX SRS, RNE
EREBBMEHE, RRAANEHNET AENBERETERERBEIR F8
HESMFHRMREKE

5 KKBMIKRIEIXER, HFREH] A KARRAET 1 /08, BIRAY
i KRR SR T 15 2 ¥4,

6) AIFFRXEFRXMDAXER, MREZIHO, ZRHOXIUREH
BA], BRI ELREER., BREAIIMNBARBHABNKE, BHE
AEONASNERE RSN, FERMIMNRERE.

7) BREOAEEREHTENEE, FRIEEREONERTH. CAHLE
XBEHNEEFERRBEIFEZZEBORST, ER2HATRERATA

RIERFTH.

Fire prevention:

1) In the sensitive area (the third physical layer), highly sensitive area (the fourth, fifth
and sixth physical layers), the fire resistance of the buildings must comply with the
secondary fire rating specified in GBJ45 Specifications for the Design of Highrise
Civil Buildings - Fire Prevention.

2) A fire alarm device is installed in the CA computer room. Smoke and temperature
detectors are installed in computer rooms, in various physical areas, under the raised
floors, in the suspended ceilings, in the main air-conditioning ducts, and in the
vicinity of flammable materials.

3) Separate gas fire extinguishers are installed in sensitive areas and high-sensitivity
areas. Clean gas fire extinguishing systems such as heptafluoropropane (HFC-227¢a)
are used, and the corresponding gas fire extinguishers are available. Non-sensitive
areas can be equipped with water sprinklers according to actual conditions. In
addition to extinguishing the flammable substances such as paper media in the CA's
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computer rooms, it is forbidden to use water, dry powder or foam, etc., which are
prone to secondary damage.

4) Automatic fire alarm and automatic fire extinguishing system can avoid areas or
equipment that may cause electromagnetic interference, with fire control rooms being
set at the same time. There is also an uninterrupted special fire power supply and DC
backup power supply, with both automatic and manual triggering devices.

5) In the areas equipped with automatic fire extinguishing facilities, the fire resistance
limit of the partition walls and doors shall not be less than 1 hour, and the fire
resistance limit of the ceilings shall not be less than 15 minutes.

6) Emergency exits shall be provided in the office areas of non-sensitive areas and
sensitive areas. Fire exit doors shall be provided for emergency exits, and fire doors
shall meet safety requirements. There must be no door opening device outside the
emergency exit door, and the emergency exit door must be linked with the access
control alarm device, with an independent alarm device being installed.

7) Emergency exits have monitoring equipment for real-time monitoring, and the
emergency exit doors shall be readily available. The CA computer room adopts
appropriate management measures to ensure that the emergency exit door cannot be
opened arbitrarily by internal personnel under non-emergency conditions.

KKBEGXAES, F31, ZERBm=FI

1) BaA BIFKRERGSE RAKERANG, XHEAERES, UKTE
HBAERIR (0 =IFRR. RABIES) . FEEEX () | BKIBRE.
BRKEFING, 2N, INEZHSERRES, FAXHBEEES,
RGN BN BRI, B

2) FHAN: ARXMWMBAFIMEIZT BRIE,

3) ERRBEs BirXIMNERE RS BHRARESNER.

The fire extinguishing system adopts electric, manual and emergency start modes:

1) Electric mode: After the first fire alarm is confirmed in the protection zone alarm
system, an acousto-optic warning signal is sent out to cut off the non-fire power
supplies (such as air conditioning power supply, lighting power supply, etc.). Air
(smoke) supply and exhaust systems and the fire damper are closed. After the second
fire alarm is confirmed, the gas release signal is simultaneously sent out with the
start-up electric signal after the delay, and the corresponding pipe network is started
for gas fire extinguishing.

2) Manual mode: The personnel can directly open the cylinder or fire extinguishing
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bottle.

3) Emergency start: An emergency start button is provided outside the protection zone
for emergency use.

CANFBIT SZ W AERIMAE, SEhEEMh KK EN 2R HEE.

The CA's computer room, with the coordination of the professional fire department,
can implement emergency response measures such as fire extinguishing.

5.1.6 N\ EifEfiE Media Storage

CANUBEHFEN REIEERE. K&, %, XEF TEWM%. BHiRET
Yoo BkL BAK, BEAERE,

The storage medium of the CA's computer room includes hard disks, floppy disks,
magnetic tapes, optical disks, etc. Special personnel shall be assigned to be
responsible for the anti-magnetic and anti-static interference, fire prevention and
water prevention.

5.1.7 E#¥4LI8 Waste Disposal

4 CAHEFENBREESZAEABTTEIFEIRE RN, KIKX
LEEIEHITHR. KNHR. ABHRELAVESER . WRFREFERED, &
ZAREEBRHENFEXE, HMENRUATRE RUHTHENEAERLEE.
ZEREEERLERNRETEFRENTTEESEB A FHTHIEER.

When the sensitive data or keys archived in the CA's computer room shall be
destroyed when they are no longer needed or the archival period is due. Paper media,
optical disks or floppy disks must be shredded or burnt. If the data is saved on a
magnetic disk, multiple rewriting shall be done to cover the storage area of the disk,
and other media shall be destroyed according to the unrecoverable principle. The
cryptographic devices shall be initialized first and then be physically destroyed
according to the method provided by the manufacturer before the disposal.

5.1.8 F#Hh&H Off-site Backup

CAMMMEY T B FAEREN O, YISHNEFIMEBIESHNERE R
REMHPL, BTERENRGENIRE.
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The CA has established a disaster recovery backup center in the same city. The
electronic certification data of the computer room is transmitted to the disaster
recovery backup center in real time for emergency recovery of the disaster recovery
backup system.

5.2 2 732 %] Procedural Controls
5.2.1 TJ{= A Trusted Roles

B INMERRS G SEMIA . BT FRR T SEATIEB £ v FHIEE
RIEEXRNIEAR, BMEUEHE, LIATEAREBE.

Staff members associated with key and certificate lifecycle management operations in
organizations such as CAs, RAs, and relying parties belong to trusted roles which
must be served by trusted personnel.

EARe s

&
il
ez
m
%

B FIEBRSERERBMUNRFHTEEEE, M

\

TRGHAELE, AUREFSEZRRSFHILBN TRBFEERILES.

ZEEERX CA LR, WE. RGNReEEEMT. FEMT

ZEBIEHEMRERE, KESRUREEENMTER.

HEERES. B, FAREHITRS, REFUTRZEOHTIES
EERAGHNENTRGT, MREDNTRENETNRIERTILE.

PHAEERNEEE CA PIONBHEERES, T CA FIL RSN E
. &0, RE. EREERE
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6) TAWHKAAR
TAWHRARANRDX CAL RA RGMEBEEEERGHTA LS. Wik5
E, FFAEBITPREIEBMEFHERRALS.

Trusted roles include:
1) System administrator

The system administrator is responsible for daily management of the digital certificate
service system in the system of the unit, performing daily monitoring of the system,
and issuing server certificates and subordinate operator certificates as needed.

2) Security administrator

The security administrator is fully responsible for the security of the physical,
network, and system of the CA center. It also formulates security administration
systems and operational procedures to monitor the implementation of security
administration in each position.

3) Audit administrator

The audit administrator controls, manages and uses the security audit system. The
security audit system is distributed among various subsystems of the certificate
management system and is responsible for the running and operation log records of
each subsystem.

4) Key administrator

The key administrator is responsible for managing the key-related devices of the CA
center and performing operations such as generating, backing up, restoring, and
destroying keys.

5) Certificate service administrator
The certificate service administrator manages RA's operators and RA's service.

6) Technical professionals

technical professionals develop, optimize, test and verify CA and RA's system and
operation management system, and provide relevant technical support for certificate

deployment for certificate subscribers.
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522 BIESF E B A £ Number of Individuals Required per

Task

CAHMFIE T TENEERE, NXBESHNRFTTKETHES, T8
BB, ELERMANLNTEARRHARTN. BEEH, IEAMMEREHIR
B, BESANIFARTHINHKETH, MIEBEXRFESEN. BH, =

Bz, EXBFIULS, FEL 2MAFEBLSEENTEAR.

The CA has developed a sound management policy for strict control over the
responsibilities of key tasks. Sensitive operations are completed by at least two or
more trusted individuals together. Specifically, the operation of the key and the
encryption device requires three of five trusted individuals to complete together; for
backstage operations of the certificate issuing system, such as to modify, add or delete,
or audit and issue the digital certificate, at least two trusted individuals responsible for
certificate service management are required.

523 1M AE IR 5 X5 Identification and Authentication for

Trusted Roles

B CAHMMNERAR, RRMEBEFENABHTENER . HAVE
BREMNERTIELORS, HARZFEEAXNEA TRV FHTSHLR,
CA WA S Se BT R E A AR IEFT A

All CA's incumbents are identified according to their roles. Access to the computer
room requires access card and fingerprint identification; entering the system requires
a two-factor verification mechanism for identity authentication. The CA will record
all its operations independently and completely.

5.2.4 BEIFH A A E Roles Requiring Separation of Duties

HRUERGZRSE, BEUEAEIBENEN, CAYIBM#HTRESTENAE,
BIEEARRFIEBVESZIE. 1ITRFESHELEHN. TTRSHELEREHL. IEFHZ CRL
%%, RETRE%Y. CAZHAEE. 2o® IS,
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In order to ensure system security and follow the principle of separation of trusted
roles, the roles that the CA implement duty separation include, but are not limited to,
certificate service acceptance, subscriber identity authentication, subscriber identity
authentication approval, certificate or CRL issuance, system engineering and
maintenance, CA key management, security audits, etc.

5.3 A a3z %] Personnel Controls

53.1 ®ig . KB MEid 5k F K Qualifications, Experience and

Clearance Requirements

AR LEHEFANMEADEERENNL. FTRETEACHHMERA
BRAR, DHEEN—ENRESEY CAYMBXNZIIFTEZETTE LR,
REGBEREAZTEEFIEPIAE. CAVBBERELUIEACHAREDSLAR
R, JEBETENRRE. TEWE CAYMETHNHERRIE. £LRT

VEXRBIRIEEK. TEXILERE.

All employees sign a confidentiality agreement with BJCA. For those who act as
trusted roles or other important roles, they must have certain qualifications or be
trained and assessed by the CA before they get into jobs. The specific requirements
are stipulated in the personnel management system. The CA requires that individuals
acting in a trusted role must at least have loyalty, trustworthiness, and enthusiasm for
work, with no other part-time work that affects the operation of the CA, no major
industry error records, no illegal records, etc.

5.3.2 = EH&FEF Background Check Procedures

CANMER XHNBUFE TAIRAENEEE, X CAYMEEER T
ERIBEE.

The background check procedures for trusted employees of the CA shall be completed
by the CA cooperating with relevant government departments and investigation
organizations.

e BRI EER THRIFFANTEER TEXAPEEEN Hi#tfT

== >
5 =IEE.
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All current trusted employees and trusted employees who apply for transfer-in shall
agree in writing to accept a background check.

BFRAED A EXEENEEBAE

Background check is divided into basic check and comprehensive check.

EXREEENIEER, RIEE, #HE HXRZTENEE.

The basic check includes check on work experience, career recommendation,
education, and social relations.

THAERESERAAEN BN BIENILRILRK, HEXEZNERLETT
EIEE.

The comprehensive check includes check on criminal records, social relations and
social security in addition to basic check items.

BERFEHE:
1) AEBIIARSEBARNNIATRT A REDOTHER: BH.
FHEWVIER. ZAOEB. FHRIERSFIMEFHEAXEIGER.
2) ANEEIVBERIE. FR. MK, EF. AN ERBOMENESS 4#
TEE.
3) AARIIBERGEZ. BEUR, ERFRETANEFEE,
4) Z%t%, AEHBNMAARIIKEES (UERAFER)  REEASH
HERETLER.

The check procedure includes:

1) The personnel department is responsible for confirming the personal data of the
applicants. The following materials shall be provided: relevant valid proof such as
resume, graduation certificate and degree certificate of highest education,
qualification certificates, ID card, etc.

2) The personnel department identifies the authenticity of the provided materials by
telephone, letter, network, interview, etc.

3) The employing department examines the applicants through on-site assessment,
daily observation, and scenario testing, etc.
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4) After the assessment, the personnel department and the employing department
jointly fill out the Trusted Employee Check Form and report to the supervisor for
approval before granting the job.

5.3.3 51

CANMINZEE A RIZBE KA AEZHEARRAMIF BFIF: PKIEHR
R, CP/CPS. EERIEEEFRE BN . CA/Browser Iz #HT & M A) Baseline
Requirements. REBHRESHIT . RERMPETE5%Y . RERe. NAK
HRZETTHg . CAMNEITEE. CANARNERE. BRIMAERRGEN 5K

o XFfATR EV SSLUERHM EV RIDFZEE AR, il EVIEBERITRE,

The CA shall arrange different training for operators based on their positions and roles.
The training includes: basic knowledge of PKI, CP/CPS, common threats to the
information verification process, Baseline Requirements newly published by
CA/Browser Forum, system hardware installation and maintenance, system software
operation and maintenance, system security, application software operation and
maintenance, operational management of the CA, internal management of the CA ,
policies and regulations, and system backup and recovery, etc. Operators responsible
for EV SSL certificates and EV code signing shall receive training on EV

certificate-related standards.

MTEEAR, HCAMBXMRASKE SEELBRLE—KIHCA
MALRIZNSERZ, HARNHD . REDEEHMIFRGOMA, BFEXNEX
ARBTEUIFEZ.

For operators, the relevant knowledge and skills of CA shall be summarized at least
once a year, and the training and assessment will be organized by the CA. Advances

in technology, system function updates, or the addition of new systems require
training and assessment of relevant personnel.

CA HA9¥ B T & MBS R ARIC R FER, X T35 % SSU/TLS fREa%
IEBFRBERIEBAORERMEZR, LRITLIBLIZ]IFFILE Baseline

Requirements FIE SR Y MFETZIN LT A IAI B K. CAHIMBEEEDAR
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—RFNEF%, BEREEEBENEZRAL

The CA shall record and archive the employee's training. For operators and reviewers
who issue SSL/TLS Server Certificates and Code Signing Certificates, they must be
trained and possess the skills required for the job specified in the Baseline
Requirements. The CA shall organize training and assessment at least once a year to
ensure that the personnel have sufficient capacity to perform their duties.

5.3.4 Bzl

JEIHAFNE >k Retraining Frequency and Requirements

NTFREUEHEIEHMEEZEABNAR, SFEDEX CAYIMARNE
W—X, PURIERRFEF R A 3R TR H Rt K E .
For those who act as trusted or other important roles, they shall be trained at least

once a year by the CA to ensure that they maintain the skill level that enables them to
perform such duties satisfactorily.

INERIGAE, REENRN, EXNEEARETHRIN, DENFHEL.

When the Certification Policy is adjusted and the system is updated, all personnel

shall be retrained to adapt to new changes.

53.5 T & K L% # /& 87 0 )i 5= Job Rotation Frequency and

Sequence

NTHUB#RAER, CAYMKRIELYSHNLHHTTIERR. BB
s, #A 55 BAEIERTME .
For alternative roles, the CA will implement job rotation according to the business

arrangement. The frequency and sequence of rotations depend on the specifics of the
business.

5.3.6 RIZNIT HHI4L T Sanctions for Unauthorized Actions

N CAVIMRITHMEE, SES T T RRWNARE, BlEBAFISE S
RERGE A CA RG st iTHAURE, CA MG HER LRI 1Z R T#iT TER
B, BRMNIZATHRREDITARTIHE, FRETHEERTZ R THTHEEL
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TIFIREMER OB e biEEE. WIBETTEN, IEERERTIE.

When a CA employee is suspected or has performed an unauthorized operation, such
as abusing rights or exceeding the authority to use the CA system or performing an
unauthorized operation, the CA will immediately isolate the employee from work, and
then evaluate the employee's unauthorized action, and according to the assessment
results, punish the employee accordingly and take corresponding preventive measures.
For serious circumstances, the corresponding responsibilities shall be investigated
according to law.

5.3.7 M7 529 A BIE K Independent Contractors Controls

MNABT CAHMBTEANR, BESK CANMITAIEBERLFEXRHA

REMEANZE, CAYVMHNE—ERAT:

3) BEFHEXVENTAERYE,;
4) IEES CA BAMRBIZIFERIIIER, 157 5.3.3 BERAOFTEEK,

For independent contractors who are not members of the CA but are engaged in the
work related to the issuance of the CA's subscriber certificates, the CA's unified
requirements are specified as follows:

1) Filing of personnel files;
2) Personnel dispatched from regular labor companies;
3) Work experience with relevant business;

4) accepting the pre-job training and retraining requirements of the CA to meet the
skill requirements specified by Section 5.3.3.

5.3.8 B4 R T A9304Y Documentation Supplied to Personnel

AFEBRFIEREIETT, CAYMEEE R TRMTAME TIEPTA IR X,

In order to realize proper system operation, the CA will provide its employees with

the documentation necessary to complete their work.
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BT HEFEFF Audit Logging Procedures
5.4.1 it xE 4R BY Types of Events Recorded

CA WA T EAHAITICK:

The CA shall record the following events:
1) CAESEwEHNEESES 815,

- BREGRBNEESY, flmEpl. &0, FE KE. MEH.
- BRORELGEARNEESM, flamEik. €A, FER.
XEL R AR BABERTHANTF TIEX,

1) CA key lifecycle management events, including,

- Key lifecycle management events, such as generation, backup, storage, recovery and
archival.

- Cryptographic device lifecycle management events, such as reception, usage, and
destroying.

These records are all manual records done by the key administrator.

2) CARNTRIEBEG A EEESE, 8l
L EBEEE. IR, FE. B,

- RIS kAT B R

XEE R AT RGN R STIREA R T TIERARM.

2) CA and subscriber certificate lifecycles management events, including,
- Certificate application, approval, renewal, revocation, etc.
- Successful or unsuccessful certificate operations.

These records consist of system logs of the certification system and manual records of
operators.

3) RGeS H, B,
FEENFIRA
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- RENRAVEIE. MBR. TE. MEBEN

XEEFHINMERGN ARG A SHHREARNF TICRAMN.

3) System operation events, including,
- System startup and shutdown.
- Creation, deletion, change and password modification of system permissions.

These records consist of system logs of the certification system and manual records of
operators.

4) RGeesH 81,

PRINELA RN 8] CA RGEH97A S

XtF CA RGNS R IEFRANF 8] R 175 () A

R, WEEEMEMRE.

B KL KR EF .
XECFHRAZN AN STHRIEARNF TICFAN.

4) System security events, including,

- Successful or unsuccessful CA system access attempts.

- Unauthorized access and access attempts to the CA system network.
- System crashes, hardware failures and other anomalies.

- Security events logged by the firewall.

These records consist of auto logs of the system and manual records of operators.

5) CAYIMZA TIRIE%, 40,

- B G#H

- EERNARFHKEBEA

- IR R IRIE

XEERHARGN B HSTRIEARNTF TICRAMN.
5) Work records of the CA site, for example,
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- Entry and exit of authorized personnel.
- Entry and exit of non-authorized personnel and accompanying persons.
- Maintenance of site facilities.

These records consist of auto logs of the system and manual records of operators.

B EER—REFBOTESR:
1) FR4ENBEATIRE;
2) iLENFIIS
3) ILFRMKE,

4) IEFRHIKIE;
5) ILRFMHAIIAE;
6) HEMNEHHBARES.

Log records generally include the following elements:
1) the date and time when the event occurred;

2) the serial number of the record;

3) the type of the record;

4) the source of the record;

5) the entity of the recorded event;

6) Other event description.

5.4.2 4618 B E R E HB Frequency of Processing Logs

CAHMESR CA XHRGHNHESWED TR S, ERIREN HHESHIREE
7. CAMEA#T—RATRIFLIE, RESRKEBEXECEREMNH, §A
HITRIERGAE 2.

CA has built a log collection and analysis system for the CA application system,
which collects application logs in real time and archives them. The CA conducts a log
tracking process every month to check for violations of policies and other major

events, and conducts monthly system log analysis.

125



:F
@ HFA S A ] AR 2 SSL 3 48 W B Sl 45

5.4.3 EI1THERRFEABR Retention Period for Audit Logs

CA R4 H SEZEDRETE, EEEITIHTREHENR.

The CA system audit logs shall be retained for at least ten years and be available to
qualified auditors upon request.

5.4.4 BT HEBRIP Protection of Audit Logs

CAMMIENAN R T REXN T E B S #HITHENERE, BELT B ERIPR
A, FREAERBROBERLTHIARE. R, EXAMREFERE. FitESNHIE
MG EBEATRALD B .
Only authorized personnel of the CA can perform corresponding operations on the
audit logs. The logs are in a strict protection state and are strictly prohibit

unauthorized access, reading, modification, and deletion. Post separation applies to
the generation and access of the audit logs.

5.4.5 Bt HE &M EF Audit Log Backup Procedures

CARGHITASHEMXALBIEEES S&NER, RI\ICFKOMRFEX,
REXKN. §0. SASRBHTED.
The CA system audit log backup adopts the database self-backup procedures, and

according to the nature and requirements of the record, it is backed up according to
real-time, daily, weekly and other strategies.

5.4.6 BHiTWWE & % Audit Log Accumulation System

HITHSWERZ TR
1) EFFMERE,
2) TRRS,
3) EPIIEREL,
4) WIEFEIEER S,
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5 MEXZE2FHMFEHFITNRS.

The audit log accumulation system involves:
1) Certificate registration system;

2) Certificate issuance system;

3) Certificate acceptance system;

4) Website and database system;

5) Other systems that require auditing, such as network security system.

CAHEREIT TEBEN R RGHITHEMEKR,
The CA uses audit tools to meet the requirements for auditing the above systems.
547 ST S E 4 LA IE & Notification to the Event-Causing

Subject

CAMMARWHETIR, WICRRLENITA, EERTFIICERIEH
WiE#E, CA YRR REEN XN RIETRANF . REBEFNTHXRETEY

X dE C R TTIMAIARSS . B EERRI VB

When the CA detects the attack phenomenon, it will record the attacker's actions, and
trace the attacker within the scope permitted by law. The CA reserves the right to take
corresponding countermeasures. According to the actions of the attacker, measures
such as cutting off the services that have been opened to the attacker and submitting

them to the judicial department may be taken.

CANMBETRREREN SFREMHNLEHTERSE.
The CA has the right to decide whether to notify the event-causing subject.

5.4.8 BE55 M1 # Vulnerability Assessments

CAMMNRFEZEHTXFRAH. §FE#T XS ENAFRESEM
THEAIR B A ERFISMER RS IEBEIEEEE ImAI XS . KR X 1X L MBs HY

BREEFEAXTESNRIHE, MUERRAGETHINKE. 4 CA MM ALY
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FRERFREERLTEN, N#TREEAE. £XI CA RENEXFRA,

CAMMRNTE 4 RNTEMLE.

The CA conducts vulnerability assessments on the system, such as a vulnerability
scan on a quarterly basis, a penetration testing on a yearly basis, and conducts risk
assessments, such as identifying internal and external threats, certificate data and
management risks, and whether policies and procedures for responding to these risks
are complete so as to reduce the risk of system operation. Vulnerability scanning shall
be performed when there is a major change in the CA's technical architecture or
operating system. When a major vulnerability in the CA system is found, it shall be
handled by the CA within 4 days.

5512 3% 344 Records Archival
5.5.1 JFAR4IC KB B! Types of Records Archived

JARIE R BREAAIEBHIBRELS . IEBMEREEYIR. SIEBHIBEXH
R SMEFMHE.

70NN

The types of records archived include all certificate application information,
certificate and certificate revocation lists, information related to certificate application,
identity authentication materials, etc.

5.5.2 I34C Z B R FHAPR Retention Period for Archive

P R REFHAIE B R+,
All archived records shall be retained for ten years after the certificate expires.

5.5.3 I {FAIRIP Protection of Archive

FHARREYERERENRIE BEEEEANRIL. RELTRNM
TEARERBBENZE2TR T 8#E1E. CATMRIPEXNBERENES, &%

HIEE, UEE. T ETRE N FHRER,

The protection of archive is warranted by both physical security measures and
cryptographic techniques. Only authorized personnel can queries according to a
specific secure method. The CA protects related file content from threats from harsh
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environments such as temperature, humidity and strong magnetic forces.

5.5.4 AR HHE M FEFE Archive Backup Procedures

FTE M EBIRER 7 RFE CA ZVENEHEE, RESMRER
. FHABEE-RXPEIZERBNAIN, SHTFREEERE
REEENNITEARSLEREENBERLT, TENERHTIREURIE, CAM
MEZEYH ERIEZENERERAFOHTHER . ERFRIE.

All archived files and databases are saved in a off-site location in addition to the
repository in the CA host room. Archived databases are generally physically or
logically isolated, with no external information interaction. The file can only be read

by authorized staff or under their supervision. The CA warrants that the deletion and
modification of files and their backups are prohibited on the security mechanism.

5.5.5 iC %At (8] B ZE 3k Requirements for Time-stamping of Records

FTEiC R ERE A F AR IR AEF R EARR AR AFERNE . R5G~ER
L%, AR/ )i E &,

All records must be identified by a specific time-stamping to indicate the archiving
time. The records generated by the system are stamped with time-stamping in

standard time.

5.5.6 JAR4UTEEFR %t Archive Collection System

CANME B FUNBFINERAREENERRES.

The CA has an electronic storage system for electronic certification archive
information.

5.5.7 B 1515 B BFEFF Procedures to Obtain and Verify

Archive Information

A NADBIREAE RARBIRAWNEN, FEATHREERERNER,
BENXRENENRHITIER, CAYMEFRRILRASEENTEM..
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Two copies of the archive information are separately kept by two people and need to
be compared in order to ensure the accuracy of the archive information. The CA will
verify the integrity of the archive information annually.

5.6 FIMERRSAIH $AE & Key Changeover
e FIAEBR S A B4R B 444 CA IRIE B2 T IAERR S AL B2/
7, BEERTPTRMLERE.

The CA’s key changeover refers to the measures taken when the CA root certificate
and CA certificate expires and the key needs to be replaced.

1) CARBAHMEN %, BRI 25 F, EBIEA:
ERIBNAAX N AAREEZERERILES,
£ TR SAX B ASARE B ZRERILES,
fE RN AXN TN A AR ERERERILES.
BT E 3KIEBXF ZATRNER, EHIAIEHZEEREE.

1) The CA root key is generated by the encryptor and is valid for 25 years. The
changeover methods are:

Generate a certificate for the new public key and information signature using the old
private key;

Generate a certificate for the old public key and information signature using the new
private key;

Generate a certificate for the new public key and information signature using the new
private key.

Through the above three methods, the purpose of key changeover can be achieved and
the new and old certificates trust each other.

2) BFINERSUGIEBZIIZE], CAVMBERBMINTARES:
CA HAGK7E CA IEBEIHARTAY 60 RNELLERFMTRIES ((FLEXR
B
FAEFNEA, EXHH CAILES,
EELERBI ZE CAVMBRAFN CABAEX TRIES.
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FAERN EIZEICYET CAIERHSE, X3 CRLHAR, REEEA—1H
89 CAMEF, WITIEBEM LDAP AR TABIFBNAERS.

2) Before the CA certificate expires, the CA will adopt the following methods for
changeover:

The CA will stop issuing new subordinate certificates within 60 days before the
expiration of the CA certificate ("Issuance Stop Date") ;

Generate a new key pair and issue a new CA certificate;

After the “Issuance Stop Date”, the CA will issue a subordinate certificate with the
new CA key.

When the key is replaced, the current CA certificate is directly revoked, issued to the
CRL and published, and then a new CA certificate is issued, which is sent to the
certificate application system through the certificate library and LDAP.

3) CANIMKHREFERHNMEZIFE AN CRL, EFIHNAPEZANRRE
BRIFAA L,

3) The CA will continue to use the CRL issued by the old private key until the last
certificate issued by the old private key expires.

5.7MEESRMMRE Compromise and Disaster Recovery

5.7.1 = F0 357 = 4- I8 72 I Incident and Compromise Handling

Procedures

E

% 2 1t % Incident Response and Disaster

Recovery Plans
FXNEHEEMG, CAVMEIE T TENNALEMBNRERE TR, £4E
HEER, CANMRBIMITRAERR, FiexREHAETRE.

For the failure event, the CA has developed a comprehensive Incident Response Plan
and a Disaster Recovery Plan. When a failure occurs, the CA will execute the
corresponding handling procedures and record the process.

CAMMBENR. HENERNDLEMBMRERE T, MRIEEN
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3
The CA annually tests, reviews, and updates the Incident Response Plan and Disaster

Recovery Plan to ensure effectiveness.

5.7.1.2 RFIEIEBHEETT Mass Revocation Plans
A CANMEIE T £ BTN ARMEIEBEEITR, it EgEH#RTNR
BAFFETE, ZITUERPRHEX. TRIEESEMNER, HRERRE. —&
B ol it KAARIEBREEE R . &K CAPIMAAFIITR], BERELE=

FEITARBETEIT

The CA has established a comprehensive and feasible mass revocation plan, which
undergoes annual testing and drills and is continuously improved. The plan includes
clearly defined, operable, and comprehensive procedures to ensure a rapid, consistent,
and reliable response to mass revocation situations. The CA does not disclose this

plan publicly, but will provide it to third-party auditors for auditing.

572 ITERIE. R 4F01/50 #38 B9 IR ER Recovery Procedures if

Computing Resources, Software and/or Data Are Corrupted

CAYMER| KT, XEBREMERTEZIR. HENRERGAERHELS
5. RHHWEBOR . BIRERENFNRS AR TGN KA, CA YL
RRMERE LR E
When the CA is attacked, the communication network resources are damaged, the
computer equipment system cannot provide normal services, the software is destroyed,

the database is falsified, or disaster is caused by force majeure, the CA will implement
recovery according to the disaster recovery plan.

5.7.3 SE 1K FA 48 31 = 4b I8 %2 ¥ Recovery Procedures After Key

Compromise

CANMNSFHT—RAREAERNIEFNRS.
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The CA shall perform a drill for the root key compromise emergency procedures once
a year.

Y CARIEBILIERRE, CAFBEAITA,

The CA shall notify the subscriber when the CA’s Root CA Certificate is revoked.
% CA MFAAR RS R E(ER AT, CA FIAG1RYE CA RAERE 1T RIME AR

MR SBRIITERIE,

When the CA's private key is compromised or needs to be revoked, the CA shall
operate in accordance with the disaster recovery steps specified in the CA Disaster

Recovery Plan.

L CA AR CA S H 2k CA KIS ES FIEBBIEERR, KiBidp

477 T8 R AR 85 75 & N R 4 Y 7 20 Mozilla/Microsoft/Apple/Google/360

=
=~J o

When the private key of Root CA Certificate or Subordinate CA Certificate is
compromised or certificate is revoked, the CA will notify the relying party and
application software supplier including Mozilla/Microsoft/Apple/Google/360, etc.

through email immediately.
5.7.4 R A9 N 55 3% 22 1% 68 /1 Business Continuity Capabilities

After A Disaster

HIMEB RGO OW S RE, ILBERRFMLBE O RGER AR A%
IR MO EHEE, IEBEERFEIEEX BHENMS T ARBRIEBREHN
S o EMEMT A,

For the core business system of the certificate system, the certificate issuance system
and the certificate interface system adopt the hot standby mode; for the core database,

the certificate management system database adopts the disk array mode to ensure the
high reliability and availability of the certificate system.

REBARFEEARTHAM TR, CANMTXBIZEREE S EH
TRE. BEENZEEkER CA RMERE T,
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After a natural disaster or other force majeure disaster occurs, the CA can use an
off-site hot standby station to recover operations. Specific security measures are

implemented in accordance with the CA Disaster Recovery Plan.

588 F IAUE BR 55 1 49 5 £ M 1 49 B9 28 (E CA or RA
Termination
FEMIER, CAHIMBELILZEEN, $REEXEZENENTRELILE
B, FEREBAXEREANER#THEEMLIBNEH,
Due to various circumstances, when a CA needs to terminate its operation, it will
terminate the operation in accordance with the procedures stipulated by relevant laws,

and file the archives and certificates in accordance with the requirements of relevant
laws and regulations.

CAMMAEL RS NTBRE, MU SAERAMEXETBNE XK,
BIRERRT CA BN MEFIT A,
The CA shall notify the parties concerned, including but not limited to the issuing

authorities authorized by the CA and subscribers, on the business undertaking and
other related matters 90 days before the termination of the service.

CA MAR A A T84 1E b 55
1) ®E CAZ LW ER,

2) {ZIEINEHRORB LS,

3) AIEMNE TR,

4) ARIRFNFAY B S

5) EBREMIEM,

]E

6) &I CARGW S ERRAMIVSEER,;
7) BHEE CA &z EHXASEE,

The CA adopts the following measures to terminate the business:
1) Draft a CA business termination statement;

2) Stop all business of the Certification Center;
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3) Process the encryption key;

4) Process and archive sensitive documentation;
5) Clear the host hardware;
6) Deal with CA system business administrators and business operators;

7) Notify the entities associated with the CA's termination of operations.

RIE CA Y EIMAEEZITRE E I I EMYAEL 55

The business of the RA is terminated in accordance with the operating agreement
signed by the CA and the RA.

5.9%#E %% Data Security
KIEZ LTS CA/Browser iis & FHY EV Guidelines BYE 3K,

The data security meet the requirements of the EV Guidelines published by the
CA/Browser Forum.
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6. INIE R B K &2 £ 32 # Technical Security Controls of

Certification System

AN B 4 Al A1 L2 3E Key Pair Generation and Installation
6.1.1 ZEAXT Y4 Y Key Pair Generation

6.1.1.1 CA Z45A Xt 4 i CA Key Pair Generation

CA RGH RA RGN E AN ZEMBVIAI~4£, BATEMBENAERLNY
ETE FIPS 140-2 Level 3 R MARHIMEXME . LR CA BIAXE, CA Y%
RMEBNZAEEGE, ITFEAONRIERERTIT, BEHEN 5 AN HRE
BR, XBAEE=77, ZHEEREME USBKey M ZPIITEF,

The key pair of the CA system and the RA system is generated inside the encryptor,
and the generation of the key in the encryptor shall comply with the relevant
provisions of the FIPS 140-2 Level 3 security specifications. When generating a CA
key pair, the CA performs a detailed operational flow control plan according to the
management system of encryptor key, selects and authorizes five key administrators,
and using the method of choosing three out of five, the key administrators control the
key with the USBKey.

CA ZSENEREREASE = THITARMIE T #T, FREERIERE

A third-party auditor shall witness the CA key generation process and issue a witness

report.

6.1.1.2 7T A 2348 X4 B Subscriber Key Pair Generation
NFEXRBRERIED, TTRNBANBITFECERIHRE
ARMBRPRBLENTIES XS, FRIBALTRIERRTRE. WRIT

PEASZARIFILESD, CAYUKSIELRIZEBIGE. BRITAIMIEMERYIAS,

AR IIT ARASRRE TR

For Global Server Certificates, the subscriber key pair is generated and maintained by
the subscriber.

Subscribers have the responsibility and obligation to protect the security of private
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keys and bear the legal liabilities arising therefrom. If a subscriber uses a weak key to

apply for a certificate, the CA will reject the application. No other organization than

the subscriber shall archive the subscriber's private key.

6.1.2 FAFAIEIXLS 1T P Private Key Delivery to Subscriber

HITFBITERNE, FAREBRBEERITS.

If the private key is generated by the subscriber itself, it is not necessary to transmit

the private key to the subscriber.

6.1.3 AN ERE XA B E & 111 Public Key Delivery to Certificate

Issuer

AT B EMYN, 3§ PKCS#H10 HRMIEBERZBEREEREEHK
FEROXMHE, NEFXARNATNERAPARIEAR CAHNMERIES. TR
BT MEEER G EAREERFIUL (SSL) HMZEMET.

The subscriber submits the public key in electronic text by sending the certificate
signature request information in PKCS#10 format or other digitally signed file
package by itself or through RA to the CA to issue a certificate. Secure Sockets Layer
(SSL) or other secure encryption methods will be used when it needs to be transmitted
over the network.

6.1.4 B 7 INE AR 55 14 24 $H £ X 45 fk 31 75 CA Public Key

Delivery to Relying Parties

A CAVIMHNAHAEEEAR CAVIMBEZEANRIEBMPLER CAIEFRF, &
O] UM EFEIAEA S EM ML http://www.bjca.cn, TEHARIEBFIFZ% CA

EH, MmFE CA KA.

The public key of the CA is included in the Root CA Certificate and the Subordinate
CA Certificate issued by the CA. The relying party can download the Root CA
Certificate and the Subordinate CA Certificate from the official website of BJCA to
obtain the public key of the CA: http://www.bjca.cn.
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6.1.5 4RI E Algorithm Type and Key Sizes

RSA B AMIHR CA BEKE H 4006 i, HBRZE A A sha256RSA; ECC &Eik
A9HR CA B4R E 4 384 ir (NIST P-384) , %&£ 4 sha384ECDSA.,

The key length of Root CA Certificate of RSA algorithm is 4096 bits, and the
signature algorithm is sha256RSA; the key length of Root CA Certificate of ECC
algorithm is 384 bits(NIST P-384), and the signature algorithm is sha384ECDSA.

RSA B XM R CA ZEAKEH 2048 s £, ERE %N sha256RSA F
sha384RSA; ECC EAHIHZR CA ZHAKE N 256 fir (NIST P-256) , EREXL
2 sha256ECDSA F1 sha384ECDSA.,

The key length of Subordinate CA Certificate of RSA algorithm is 2048 bits or more,
and the signature algorithm is sha256RSA and sha384RSA; the key length of
Subordinate CA Certificate of ECC algorithm is 256 bits(NIST P-256), and the
signature algorithm is sha256ECDSA and sha384ECDSA.

RSA B RHIITPIEBBAKE R 2048 Az £, R E LA sha256RSA,;
ECC EAMiTAIE B FTHKEHD 256 fif (NIST P-256) , £HHE % XK
sha256ECDSA,

The key length of Subscriber Certificate of RSA algorithm is 2048 bits or more, and
the signature algorithm is sha256RSA; the key length of Subscriber Certificate of
ECC algorithm is 256 bits(NIST P-256), and the signature algorithm is
sha256ECDSA.

CA #1434 certlint. x509lint #0 zlint 3 4™ linting TE#&NHRE ALK
ZEAKERTES CA/Browser 115 & %Y Baseline Requirements B E K,
The CA use three linting tools(certlint, x5091int and zlint) to ensure that the algorithm

type and key size meets the requirements of the Baseline Requirements published by
the CA/Browser Forum.
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6.1.6 A 58 & £ B9 &£ 5k A0 |t = #& & Public Key Parameters

Generation and Quality Checking

Xt FE AR BRARRAIT R, AHSEETS FIPS 140-2 Level 2 R4 4]
WEINERFER, ST CANM, AASHBTE FIPS 140-2 Level 3 2]
IREIINEE S AR, FIEMIX LR & 04 ISERIARAE . X4 RS AR
ERERE XEREANEMNHL. EEFHELTEBNLEFREK,

For subscribers using the hardware cryptographic modules, the public key parameters
are generated by an encryption device that complies with the FIPS 140-2 Level 2
security specifications; for the CA, the public key parameters are generated by an
encryption device that complies with the FIPS 140-2 Level 3 security specifications
and comply with generating specifications and standards for these devices. For the
quality checking standard of the generated public key parameters, the built-in
protocols and algorithms of these devices have reached sufficient security level
requirements.

CA H#E A certlint. x509lint 1 zlint 3 4 linting T R4 NHR A HSEFT
& CA/Browser 11z & 17 B Baseline Requirements FYE 3K ,
The CA use three linting tools(certlint, x509lint and zlint) to ensure that the public

key parameters meets the requirements of the Baseline Requirements published by the
CA/Browser Forum.

6.1.7 %481 3 B B9 Key Usage Purposes

R CA ZHAXATEZNTIES:
1) AR CA BCEXMIRCA BERIEH,
2) W% CAKIEH;
3) OCSP My IS iEIEH,

The Root CA Certificate key is only used to sign the following certificates:
1) Self-signed Root CA Certificates issued for the root CA itself;

2) Certificates for Subordinate CA Certificates;
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3) Certificates for OCSP response verification.
TANBATUBTREZERS, NS MALE. EENEHBE. R0

R MEFE SR TR M.
The subscriber's key can be used to provide security services, such as identity

authentication, information encryption and decryption, non-repudiation and
information integrity.

6.2FASR1RIF FIF ATt 3k T 232 Private Key Protection and
Cryptographic Module Engineering Controls

6.2.1 ZADAEERAFRAEFIZE] Cryptographic Module Standards and

Controls

CA Hl P ARy B RDARERZITIAIE, £ & FIPS 140-2 Level 3 & M4&,

The cryptographic modules used by the CA are certified and comply with FIPS 140-2
Level 3 security specifications.

6.2.2 FA5A 2 A32H] (m 1% n) Private Key (n out of m) Multi-person

Control

CAIEBMMAMNER. BE. EF. BiH. EONREFREXRAZAE
HALH, BIRELSiE 377, BRPHEENRDEE 5 MEER USBKey, R
BHPIAEZMUEEZIFFITNERT, HBAEER USBKey FFHA PIN 28, 7
BEX AR IT EIR BRI
The generation, activation, renewal, revocation, backup and recovery of the private
key of the CA certificate adopts a multi-person control mechanism, that is, adopting
the method of choosing 3 out of 5 to distribute the management authority of the
private key to five administrators. Only when 3 or more of them are present and

permit, insert the administrator's USBKey and enter the PIN code can perform the

above operations on the private key.
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6.2.3 FA$AFEE Private Key Escrow

CAHIAME R IAT CA RARARFIEE, TTPNIEBNENRARECHR

=

The root private key and CA private key of the CA are not allowed to be escrowed,
and the private key corresponding to the subscriber's certificate is retained by

subscriber itself.

6.2.4 FA§AE 7 Private Key Backup

CARBEMUMEBNE A REFEIMNFEN TP A FRELEXE, &7

HANREXMZAES, N3 ASNERAEERIGTTENTRERE,

g3
THREMEENFFEA CP/CPS 5 522 THEKR, FHaELXEWIEREFHIT.

The CA private key backup is stored in an encrypted form on an external storage
medium and stored in a secure area. The recovery of the backup private key is
controlled by multiple people. Only when 3 or more key administrators are present
can perform recovery operations. Private key backup process shall comply with the
requirements of Section 5.2.2 of this CP/CPS and be performed in a secure physical
environment.

CA HUFARZMIT A HIEA,
The CA does not backup the subscriber's key.

6.2.5 FA%H 344 Private Key Archival

CA FASHiZHAfE, CA MK XS CA FASAIAMREFED+E. 3T CA FASHIARY
RENARNAMBREFENTIFEN R HERELEXE,

After the CA's private keys expires, the CA shall archive and retain the CA's private
keys for no less than ten years. The way to archive the CA's private keys is to encrypt

and store them in an external storage medium in a secure area.

CA A TT PIEBAIFASAS 17 1E4Y.

The CA does not archive the private key of the subscriber's certificate.
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6.2.6 AN . SH DL Private Key Transfer into or from A

Cryptographic Module

CA RSAAEEM BRI P4, EFEFMEITH CA LA, NBEER
B SHNMANXABXERFEZ AT,
The CA private key is generated in the hardware cryptographic module. When a CA

private key needs to be backed up or transfered, the private key exported from a
cryptographic module shall be encrypted and controlled by multiple people.

VPARPAARRTMEGRBERFSE, CAYMARMT A RBNESE
mRR P SFHTTE,
The subscriber's private key is not allowed to be exported from a hardware

cryptographic module, and the CA does not provide a method for the subscriber’s
private key to be exported from a hardware cryptographic module.

627 F A £ & 1 & 3 By 77 fiF Private Key Storage on

Cryptographic Module

RPUBXN AR, EEEBRERPINZRT. TP APFEESFIES
HLENAF, CA RGXABEIS FIPS 140-2 Level 3 & MAG Y BRADIELR X Lt

BERNENH. EEZFHEERTEBNLEFTREK.

The private key is encrypted and stored on a hardware cryptographic module. The
subscriber's private key is stored in file certificate or the medium. The CA system uses
the cryptographic module that complies with the FIPS 140-2 Level 3 security
specifications. The built-in protocols and algorithms of these devices have all met

sufficient security level requirements.

6.2.8 BUEFASARY 77k Activating Private Keys

CA A AR A AR, BUSTEIZA CP/CPS 2 6.2.2 T AME
BENEERVRII, BERARPANRNERRER USBKey E%, Bal®E
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AEERR, HTHARANRE FE=ZZEEANLRNES.

The CA private key is stored on a hardware cryptographic module. The activation
needs to be implemented by the administrator authority of the encryption device
according to Section 6.2.2 of this CP/CPS. The administrator who has the private key
activation authority uses the USBKey to log in, starts the key management procedure,
and activates the private key. This operation requires more than three administrators to
be present at the same time.

URNMPRFAERGERSD, TAEAREEROS (3 PIN D) FiFHA
o WPIMAAFTERIEAS (FPIND) FAEHACEMER.

The subscriber's private key is stored on a cryptographic module, and the subscriber
uses the cryptographic module password (or PIN) to protect the private key. The
subscriber's private key requires a verification password (or PIN) before activation

and use.

6.2.9 BBRFAERBURIRZSH 7 7% Deactivating Private Keys

T CA R, BERERBBRLARERSIRNEEREAEEECHNENH
USBKey &%, BIZFEEREF, HTBBRLARBERENERE FE=ZRE
ERUEENES.

For the CA private key, the administrator who has the authority to deactivate private
keys uses the USBKey with his or her identity to log in, starts the key management

procedure, and performs the operation of deactivating the private key, which requires
more than three administrators to be present at the same time.

NTFTFAHA, TTRBERMFHCDRSHEBTRE. SRFEFXA. R
ZOFHEN ARG ERAFNIEBUERE.
For the subscriber's private key, the subscriber shall deactivate the private key at its

discretion. The private key enters an inactive state when the service procedure is shut
down, the system is logged off, or the system is powered off.

6.2.10 52X FA%F AV 7 & Destroying Private Keys
M CA FASAA S AHRLERIG, BT A CP/CPS £ 6.2.5 T/ AT CA 4
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AR, HA CA RAEMNERZEER. & CARAIISPERE, REH

KERIANRNEER, BB REERF, #HTHREANRE FEIBIMN
FEERENES.

When the CA private key lifecycle ends, the CA private key will be archived using the
method described in Section 6.2.5 of this CP/CPS, and other CA private key backups
will be safely destroyed. After the CA private key archive period ends, the
administrator with the authority to destroy the key starts the key management

procedure and destroys the key. Three or more administrators need to be present at the
same time.

6.2.11 ZHSHEIREE 17 Cryptographic Module Capabilities

CA HH9{E FA9 B ADARER, FF & FIPS 140-2 Level 3 & #4%, X IFAK CP/CPS
£ 713 THRHEREK,
The cryptographic module used by the CA complies with FIPS 140-2 Level 3 security

specifications and supports the algorithm requirements in Section 7.1.3 of this
CP/CPS.

63 AN B 1B p9 H fib 77 @ Other Aspects of Key Pair

Management
6.3.1 /A$A13+Y Public Key Archival

CAAUIIIEBARRITIAN, IEBEEREET TG RIEENR

The CA archives certificates' public keys, and certificates are stored in the database
and backed up off-site.

6.3.2 JF P ¥ E 88 #0 2% £A X {& F HR PR Certificate Operational

Periods and Key Pair Usage Periods

CAEB A ZEAME N 9 B AN B AR —EM. ITFIEBNEN
FAME X AR MBI RIT— . BIREAT, N TERXRILH, AWIEE
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IEBEIHRNERNELR, AT UAEIEBE IR IAIMER.

The validity period of the CA certificate is the same as the validity period of its
corresponding key pair. The validity period of the subscriber certificate is consistent
with the validity period of its corresponding key pair. In special cases, for signing
certificates, the public key can be used beyond the validity period of the certificate to
verify the information signed within the validity period of the certificate.

3FF CAHAEAIIR CAIER, BRHARKA@EI 25 &,

The CA's Root CA Certificates have a validity period no greater than 25 years.
T CA RIEH, ARHARKABIE 15 F.

The CA's Subordinate CA Certificates have a validity period no greater than 15 years.
XF SSL 2R F AL, AMHRKAEIL 397 K. # 2020 £ 8 A 31

HZ R &R0 SSL £IRIRFSR/ILH, BRHKRKAET 2 F.

The SSL Global Server Certificates have a validity period no greater than 397 days.
The SSL Global Server Certificates issued before August 31, 2020 are valid for a
maximum of 2 years.

6.4 38 H213E Activation Data

6.4.1 B E 03B B9 77 4 1 &2 3= Activation Data Generation and

Installation

ATRPBANZ S, IEPITAFENREREEIRLARIERE T E, N

e MAHOR. Wi, RAEEER. HEN. SHEWIRERNAE.

In order to protect the security of the private key, the certificate subscriber shall
ensure that the activation data is secure and reliable, thereby preventing the private
key from being disclosed, stolen, illegally used, tampered with, or published with
illegal authorization.

CA FASAEY = 4B JEA CP/CPS % 6.2.2 TR ER, ARHITER. 9 &F
.

The CA private key is generated in accordance with the requirements in Section 6.2.2
of this CP/CPS and is strictly created, distributed, and used.
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URARSANHESYE S8R/RATTRIEBNAS (MEBMESHAREMY) |

USBKey EXN<%E, HOAAELTEUEMNIHRE TS L. XEFEEE, #B
FRERETENTR, WELIAEBER. BERERFAAREITA . WTE—
RUEERRRCAEEE, CAYUMEEINAR BITHITIEN

The activation data of the subscriber's private key, including the password (provided
in the form of mail, etc.) used to download the certificate, the USBKey login
password, etc., must be randomly generated in a secure and reliable environment.
These activation data are delivered to subscribers using secure and reliable manners,
such as offline face-to-face delivery, post courier delivery, etc. For non-disposable
activation data, the CA recommends that users modify it themselves.

WRVTPIEBRPHAEEERZ O, XEOSHI

b 8 NF T HETF,

[

n
)

PEE—PFHI—PETF

3) FEESREBERNFN,

4) REEFRIERM B FHER,

5 FEBEEAAREEFRNBRKNTFFIE,

If the activation data for the subscriber certificate's private key is a password, the
password shall:

1) contain at least 8 characters or numbers;

2) contain at least one character and one number;

3) cannot contain many of the same characters;

4) cannot be the same as the operator's name;

5) cannot contain longer substrings in the username information.

6.4.2 B EEHERIIRIF Activation Data Protection

CA RSARYEUEEIE, CA VSRR SN AEEEED B FhAREN T

i
>
)
ik

&

o
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The activation data of the CA private key is split by the CA in a reliable manner and
delivered to different trusted personnel for management.

WRIEBITAER DS PIN BERFASE, ITANZEFREFEOLSH PIN

B FREVSNANFEBNH#HTEE, BIEHESH.
If a certificate subscriber uses a password or PIN value to protect the private key, the

subscriber shall keep its password or PIN value properly and make changes at any
time to prevent disclosure or theft as needed by the business application.

6.4.3 B EEIER H b 77 Other Aspects of Activation Data

ST P RANECEEIEH TR RN, FERIPAASEERRIEFTETE
K. . B HE. SHERNER, RAREEIESHRAFEN X AR
IR ERIBED AT,
When the activation data of the subscriber's private key is transmitted, it is necessary
to protect the data from being lost, stolen, modified, disclosed, or unauthorized use

during transmission. The activation data and the storage medium of a private key shall
be distributed by different transmission channels to the subscriber.

RIEBRANAAEIRRIT A BCHITRE . XE. AAFENIIFBTT
HRAAEIE, HFRRMEADEBRIRRER. TR EESEHZENKEITH
TASAR BUR SR
The activation data of the subscriber certificate private key is retained and changed by
the subscriber. The subscriber shall destroy the activation data on its own when it is

not needed and ensure that the activation data of the subscriber's private key cannot be
directly or indirectly recovered by the residual information or the storage medium.

6.5 E L4 1= H Computer Security Controls

6.5.1 ¥ 3 M ITE # =4 KR E K Specific Computer Security
Technical Requirements
CARGHEELZEEEMSEREXIE, TERERANEHEREHE:

KRN FMIABFARIBEES . RETVENRERS. ZEHAERE.
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iimsEst. ARIRESNEESE,

The information security management of the CA system complies with relevant
national regulations. The main security technologies and control measures include:
strict identification and personnel access control, secure and trusted operating system,
multi-layer firewall settings, anti-virus software, and decentralized management of

personnel responsibility.

SMENFABE RS (B3F CA 28 RA REE) U SBRENRNTEARLT
FARRNEZRIUES, FRENRNXAAAR. ASUEBEFIEBRNERER
J13e

A strict two-factor authentication mechanism is implemented for each trusted person
who has the business operation authority of the system (including the CA system and
the RA system), i.e. to use the login mode of two factors, user name, password and
digital certificate simultaneously for the access.

BE RN EREHFR, HBR CARBNEEXHNRARREZEYUENAR

g, AREEREFNHIAE.

Through strict security controls, the system of CA software and data files is ensured to
be a secure and trusted system without unauthorized access.

RURGUASHMRGYIENE, £ RGSAMMRAREERS. AR
KIEBE LE MR FISMNINAR £ = RGN LS, BREIVSE) £~ RERES . EREL
HHTEEN, MRl Re M XTI AR E R S0 L3S RKIR 5156
530,

The core system must be physically separated from other systems, and the production
system is logically isolated from other systems. Firewalls are used to prevent the
intrusion of production system networks from intranets and extranets, and restrict
access to production systems. When off-site management is required, access shall be
made through the security gateway and a two-factor authentication specification shall
be used to identify the accessor.

6.5.2 TTEH Z £ 14 Computer Security Rating

CARGRAMNTREENMERE. TH. RERHFHRELERR N
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AR~ d.

The network equipment, host computers, system softwares, etc., used by the CA

system are all products that have passed the formal acceptance test.

6.6 4 5 E HAF R 3= % Life Cycle Technical Controls
6.6.1 R A& $=H| System Development Controls

CA AR RO 2L 28R I T RN
1) HEASARHFREERIFHEE, FERITEARTERBRENT,
2) HERSNEHREREREESE,
3) FREFUAEFRIMERHITIRNALTNE, BRIBMETESHE,
4) ZEAMBFHTENNEL SN,
5 B=NRIEMEE,
6) TEMREOFTMITELRIT.

The software design and development process of the CA follows the following
principles:

1) Develop an application system for updates and modifications within the company
and require staff to strictly follow the process;

2) Develop a procurement process and management system within the company;

3) The development procedures shall apply to be deployed in the production
environment after the rigorous testing in the development environment;

4) Perform an effective online backup before changing the deployment;

5) Third party verification and checking;
6) Security risk analysis and reliability design.

6.6.2 4 B 182 H] Security Management Controls

CA ARG A AR IEHIHEE, PTAEMNRGEHEE TR UHEIE R A gEd
18

TRENER. BENRFNEIFRIERERS. NERENRZGEEZE.
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W HSRERIGERGNEIETEEME N IERRE.

The CA system adopts strict control measures, and all systems are rigorously tested
and verified before they can be installed and used. The security of operating system,
network settings and system configuration are ensured through system maintenance.
The system and data integrity and normal operation of the hardware are checked
through log checking.

6.6.3 4y EAM L £ = Life Cycle Security Controls

BANRGMIRITEIII, REMNREMHREARESARIEN. TEHRIEERE
REEHRTRRIT, EANEENBIMRENTEREXGE EATETRE
AR ZEBENUHRTBERENRE EREAXEENTTH, ROERT
ARRBR. BGE&ED. BPREFLEETHER BIEREREUE. £CAR
Guz{THE, AMARERHELSENR, FENERRGLEER.
System security is always the key point from the design to the implementation of the
entire system. The system is strictly designed according to relevant national standards.
The algorithms and cryptographic devices used are in compliance with relevant
standards. The standard-based enhanced secure communication protocol ensures the
security of communication data. In terms of system security operation, security
operation measures, such as personnel authority, system backup, key recovery, etc.,
are fully considered so that the whole system is secure and reliable. During the

operation of the CA system, vulnerability scanning and penetration testing are
periodically performed, and system security weaknesses are eliminated in time.

6.7 M L& % 432 Network Security Controls

CA MR ZREHKIBEMMEET RS, FHELETENHDERRA,

INERGZRAMS RIEIER . EEEBFHEXNRENR, A RIIME
HITERIE

ATHENEZRZ S, INERRLERETH LS. ANREN. Z2HIT. &
SPeR %, FERNEHRHAE. AMREN. ZEH. REDSERGHRE,
AR BT e BRIk B 48 A9 XUBS:
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CA A M4 R 212 %] 7 & CA/B Forum NCSSR,
The CA adopts the protection of multi-level firewall and network control systems and
implements perfect access control technology.

Authentication system only opens the relevant operation functions with the certificate
application , querying the certificate to operate by network for users.

In order to ensure network security, CA's authentication system installs firewall,
intrusion detection, security auditing, virus protection system, and update the version
of firewall, intrusion detection, security audits, virus protection system , as much as
possible to reduce the risk from the network.

CA's network security control complies with CA/B Forum NCSSR.
6.8 B8] &k Time-stamping
e (8] & R Gr iR fH A9 BT [8) Bl AR 55 A SR SR 7™ 438 1 P oA B (8] B ML
(RFC3161) . XAIENREIEIER. HEBNEMRENEBRER, K
IR P E IR B R BRI AR R ().
The time-stamping service provided by the time-stamping system strictly follows the
international standard timestamp protocol (RFC3161) in technical implementation,

adopts standard time-stamping request, response and coding forms, and the time
source adopts the standard time provided by the National Time Service Center.
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7. BB, IEBHFEIRMELIE BRESH I Certificate,
CRL, and OCSP Profiles

7.1 B &k Certificate Profile

A CANMERMIERIEMERFFE X509 V3 K=, EIRTEHE RFC5280 7
fo IEPEMHNERBABTSZIN TR,
The detailed format of the certificate issued by this CA conforms to the X.509 V3

format and complies with the RFC5280 standard. Please refer to the following table
for the basic domain content of the certificate structure.

UE B R A
] (EERESEE
FRA X509 IEBAIBTUARA, B2 V3.
FF51= 1BIT CSPRNG £ A TFH 80 frIEF5 M A9 —ARIRFF o

EREE | SREBHEANEREE (WACP/CPSE713%) .

%K% DN FERXENIHE, B& CN. O, C,

A AE | ETEFBRARE (UTC) MR EIRY.

AL A | ETHERBANE (UTC) FItREERDL,

BREARAIZ EFF &4 CP/CPS M2 BIBR il o

E& DN IEBFFEERNLARNEAE (WA CP/CPSE 7.1475) o
CAMRIEBImA®, B& CN. O, C,

CA FRIEBEAE, BE& CN. O, C.

TTA DVIEBERIE, 8% CN.

TR IVIEBEAE, & CN. G. SN, L. S. C,

TR OV IEHEAI%, B& CN. O, L. S. C,
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1T EV SSLIEREFE, B8 CN. O. streetAddress,
postalCode. L. S. C. serialNumber. businessCategory.
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1).
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2).
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3), X _EJE
BEFHZ 5 CA/Browser 3z EV Guidelines FEE 7.1.42 THE

KRF—HEREEE 7142 FHEZINIETEM.

N #R1E RFC5280 455, {FFA CP/CPS % 7.1.3 PIEEMNE X, &
A EHEAR CP/CPS & 6.1.5 BisEMEXR
Basic domain of the certificate structure
Domain Value or value limit
Version The format version of X.509 certificate with a value of V3.

Serial Number

An 80-bit non-sequence unique identifier greater than zero
generated by CSPRNG.

Signature The signature algorithm used to issue certificates (see Section 7.1.3
Algorithm of this CP/CPS).
Issuer's DN Issuer's distinguished name, including CN, O, and C.
Effective start | Based on Coordinated Universal Time (UTC), synchronized with
date Beijing time.
Effective end | Based on Coordinated Universal Time (UTC), synchronized with
date Beijing time;
The validity period is set in accordance with the limits set by this
CP/CPS.
Subject DN DN of the certificate holder or entity (see Section 7.1.4 of this

CP/CPS).

DN of CA’s Root CA Certificate, including CN, O, C.

DN of CA’s Subordinate CA Certificat, including CN, O, C.
DN of subscriber DV certificate, including CN.

DN of subscriber IV certificate, including CN, G, SN, L, S, C.

DN of subscriber OV certificate, including CN, O, L, S, C.

DN of subscriber EV SSL Certificate, including CN, O,
streetAddress, postalCode, L, S, C, serialNumber, businessCategory,
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2),
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jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3), The
above certificate Subject Distinguished Name are consistent with
the requirements of Section 7.1.4.2 of the CA/Browser Forum EV
Guidelines and do not include any Subject attributes except as
specified in Section 7.1.4.2.

Public key According to RFC5280 encoding, using the algorithm specified in
Section 7.1.3 of this CP/CPS, the key size satisfies the requirements

specified in Section 6.1.5 of this CP/CPS.

7.1.1 fRZAS Version Number(s)

CAMMER LB A X509 V3 IRAE . IRAGESAIEBRASE —1=

3.

The certificate issued by the CA conforms to the X.509 V3 version format. The
version information is indicated in the column of certificate version format.

7.1.2 B FEIn Certificate Content and Extensions

A CAHLA91E M X.509 V3 ML BHRATAARAEY RIN, ILHY RIUETE RFC

5280 trA, FFFE EV Guidelines FIE K, IEBRNAMY BIMSEZN TR,

The CA uses the X.509 V3 certificate standard items and standard extensions. The
certificate extensions comply with the RFC5280 standard and comply with the
requirements of the EV Guidelines. Please refer to the following table for the
certificate content and extensions.

RSA £ 1EF
B |fRIER hZRiE$ 1TRIEH LB

BRAS [X.509 V3 X.509 V3 X.509 V3 X.509 V3
2 sha256RSA =,

sha256RSA sha256RSA sha256RSA
=85S sha384RSA
24 ‘ 2048bits RSA 5 2048bits RSA 5 ‘

4096bits RSA , , 2048bits RSA
KE 4096bits RSA 3072bits RSA
M K| L E— X500 F
;H’l " FH%%VI\‘}\‘HM’T L[E—A X508 AT [SE— XS008F AT |4E—4 X507 AT

YA | 1 'L A

e N MY, ZMAEYIAEE, FB—tt |ZAAMENEE, B—Lt (ZAEYER, B—tt
= i ;ﬁu&— i ; P BFFRRE—IRRER BFHERE—IRRE L BT HERE—RRER
v T EH X 500845, £ X 50085, £ X 50045
fF X500%&F,
F FHE—PX5008F (HE—NX500BFHT |HE—/X5008FAF [HE— 1 X5008FHT
ZHBTEMEBFEE | ZMEBIFEEN, B— S MEBFEER, A— [ MIREEEEN, A—
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178, F— LA R | TR R SR —ARIRIE [P R R I —ARIRIT [P S B R —HRIRIE
B PRE—ARRIEBEE | BREEN X5008F,  (BRHEBMN X5008F, |[BRFEEMN X5008F.
EHH X5008F.
;\Z; . A CA M5 E R CRL |H7R CA HIMFEER CRL (A CA HLAgF5E R CRL
- KR KR AR
BEMARFER OCSP ML (B&MAER OCSP M (BEMAZEH OCSP MR
iy Hodlt, (accessMethod = |Hbilt, (accessMethod = [Hiilt, (accessMethod =

s lE 1.3.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1) 1.3.6.1.55.7.48.1)

il BEMAFEBHNIHEM BEMEFIEBNIAEM | BEMAEFIEBARH
1k, (accessMethod = 1k, (accessMethod = HE. (accessMethod =
1.3.6.1.5.5.7.48.2) 1.3.6.1.5.5.7.48.2) 1.3.6.1.5.5.7.48.2)
BEMAFREN policy [BEMEEFIEER policy |BEMAEIEER policy

. Identifier #1 CA/Browser |Identifier #1 CA/Browser |ldentifier 1 CA/Browser

g;: 7z Iz RERY Policy Iz RERY Policy Wiz RERY Policy
Identifier, B&MAE CA|ldentifier. BEMAE CAlldentifier, BEMAZE CA
(9 CPS K Anithilt. (9 CPS K Anithilt. 9 CPS K fnithilt.

#38

itk % W — IR REIMERN AT [H— P8 AEIMERNAF B % = 5 4 BT

il BRRKAR. TRAE AR, (13.6.15.57.3.1)

73

- CAIERMEARS |CAIEBNEAREY R [TAIEBNERREY R NTPIEBNEKRRSEYT R

vy TRIPFHEREE RN ERERGED IR EERERAREL T EFREEIR ARES
I A CA, CA. {& (End-Entity). & (End-Entity).

A EREINMEN AR FERAEIMENATTRAR fFERSIMENATBAR FEREINMEN A TEAR

RZARTEMAE.  |[TEIMAER. T A . T A%,

FA AKX RI (OID:

LE% x % % 1.3.6.1.4._1.‘11129.2.4.3)

w MUHIRERE X509 V3%

B’ i T AR AEZTOE B .
RSA Digital Certificate
Domain |Root certificate  |Subordinate certificate Subscriber certificate Precertificate
Version  [X.509 V3 X.509 V3 X.509 V3 X.509 V3
Signature sha256RSA or
Algorithm sha256RSA ha384RSA sha256RSA sha256RSA
Key Size  1096bits RSA 2048bits RSA or 4096bits |2048bits RSA or 3072bits 5048bits RSA
RSA RSA
'When the same
500 name is 'When the same X.500 When the same X.500 When the same X.500
name is used for multiple |[name is used for multiple |[name is used for multiple

Issuer’s Key]|

identifier

used for multiple

CAs, a one-bit

string is used to

uniquely identify

CAs, a one-bit string is

the issuer's X.500 name.

used to uniquely identify

CAs, a one-bit string is
used to uniquely identify

the issuer's X.500 name.

CAs, a one-bit string is
used to uniquely identify

the issuer's X.500 name.
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the issuer's X.500

name.

Subject Key]

'When the same
X.500 name is
used for multiple
certificate holders,

a one-bit string is

'When the same X.500
name is used for multiple
certificate holders, a

one-bit string is used to

When the same X.500
name is used for multiple
certificate holders, a

one-bit string is used to

When the same X.500
name is used for multiple
certificate holders, a

one-bit string is used to

Identifier ) ) ) ) ) ) ) ) ) )
used to uniquely  [uniquely identify the uniquely identify the uniquely identify the
identify the certificate holder's X.500 |certificate holder's X.500 |certificate holder's X.500
certificate holder's [name. name. name.
X.500 name.
CRL . . . . . . . . . . . .
o IN/A A CRL distribution point |A CRL distribution point |A CRL distribution point
Distribution ) ) )
Por designated by the CA. designated by the CA. designated by the CA.
oint
Contains  the issuer's Contains  the issuer's|Contains the  issuer's
OCSP response address. OCSP response address.OCSP response address.
thorioat (accessMethod _|(accessMethod =|(accessMethod =
uthorization|
. A 1.3.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1)

Information )

Access Contains the access Contains the access Contains the access
address of the issuer address of the issuer address of the issuer
certificate. (accessMethod certificate. (accessMethod [certificate. (accessMethod
= 1.3.6.1.5.5.748.2) = 13.6.1.5.5.7.48.2) ~1.3.6.1.5.5.7.48.2)
Contains the policy Contains the policy Contains the policy
Identifier specified by the [Identifier specified by the [Identifier specified by the

Certificate issuer and the Policy issuer and the Policy issuer and the Policy
Policy IN/A Identifier retained in the (Identifier retained in the |Identifier retained in the
CA/Browser forum. CA/Browser forum. CA/Browser forum.
Contains the CPS publish [Contains the CPS publish |Contains the CPS publish
address of the issuer's CA.|address of the issuer's CA. |address of the issuer's CA.
Further indicates the S
Further indicates the
Extended icati
: Server Authentication
Key Usage IN/A specific use of the specific use of the (13615575
certified publlC key certified publlC key """"
The subject type in ) ) The subject type in the The subject type in the
) ) The subject type in the ) ) ) ) ) )
) the basic restricted | ) ~ |basic restricted extension |basic restricted extension
Basic ) basic restricted extension ) ) ) )
. lextension of a CA . . of a subscriber certificate |of a subscriber certificate
Constraints ) ) of a CA certificate is set to| ) ) )
certificate is set to CA is set to end entity is set to end entity
CA. ' (End-Entity). (End-Entity).
Indicates the usage| ) .
) Indicates the usage of the |Indicates the usage of the |Indicates the usage of the
Key Usage |of the certified ) ) ) ) ) )
) certified public key. certified public key. certified public key.
public key.
Precertificate|N/A IN/A N/A This is a critical extension
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Poison (OID:
1.3.6.1.4.1.11129.2.4.3) to
ensure that a standard
X.509 V3 client cannot
validate the precertificate.

ECC BFIEH
B ARIES HRIEH TTFIE$ FIE+3
RRAR[X.509 V3 X.509 V3 X.509 V3 X.509 V3
53 sha256ECDSA =
sha384ECDSA sha256ECDSA sha256ECDSA
R sha384ECDSA
i? 384bits(P-384) ECC  [256bits(P-256) ECC 256bits(P-256) ECC 256bits(P-256) ECC
NN .

j:i z ;Ez/:\lifg;i; HE—PX5005FHAT [HE—X5002FAT |HE—1 X5008FHF

R . SZMINEVAEE, BA—tb |ZMAENAER, B—Lt |Z/AEYEE, A—tt

P BFAERE—FRER FFTERE—ARNRER |[BFHHERE—IRREER

N HH X5008F HH X5008F HH X5008F

F [X500&F,

Y E— X.5008F

* %ﬂﬁﬂlé’a/ﬁﬁ:ﬁ%ﬁ%‘ HE—PX5005FAT [HE—X5002FAT |HE—1 X5008FHF

% B A EMEBFHEER, B— |ZMEBIFEEN, A— |ZNEBHEEN, A—

R IR D——— ELHRr AT B SR ME—ARIRIE (LA 24T f SR ME—ARIRIE (EERF 4 &8 SR —HRIRIE

F N PHREEMXS008F. |(BHEEMNX5008F. |BHEEN X5008F,

EHH X500 F
:;__Li % A CAHIMIEER CRL |HIZA CA HIHS4EERY CRL |HA CA HIMHSER) CRL
. R R. R R. R o
BEMEER OCSP MR B &MAERI OCSP MK |B&MAERI OCSP KL

_ Hbilf. (accessMethod = |HidiE, (accessMethod = [Hidlt, (accessMethod =

?iﬂ 1.3.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1) 1.3.6.1.55.7.48.1)

;[; ~ BEMEFILBOAENL BEMRZFIEBNHEM [EEMAFIERARIH
HE, (accessMethod = it (accessMethod = 1E, (accessMethod =
1.3.6.1.5.5.7.48.2) 1.3.6.1.5.5.7.48.2) 13.6.1.5.5.7.48.2)
BEMEEREEN policy |[BEMAEZIREN policy |[BEMAFIRER policy

. Identifier #1 CA/Browser  |Identifier 1 CA/Browser |Identifier #1 CA/Browser

g;; x Wiz {REAHY Policy Wiz REAY Policy WIRHIREEHY Policy
Identifier. B&MAFE CAlldentifier. BEMEHE CAlldentifier. BEMEE CA
1y CPS & Amithilt, 7y CPS & Fmithilt, 7y CPS &K Fadthilt,

b=

Bimg % H—HIEREINMERN AT [HE—FHEIREIAEN AT B & % 5 4 B iF

A mREGRAE, ZPAREAE. (13.6.1.5.5.73.1)

*
sk CAIEBRIEARS [CAIEBMEARGIY R TTPIEBHERRSYT R TTAIEBHMERREIY &
. TRIPFHERER AR EREREED IR EERERAREL [T EFREEIR ARES

#i% A CA,

CA,

{& (End-Entity).

& (End-Entity).
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A EREIMEN AT R SIS IMENAFEZESRA FEREIMENATRHA IEREIMENAFRHRH
B[R TFafMAE. |TRAMARE. FIFh AL, FaFAE.
A TZICAKEY BRI (OID:
s 136.14.1.11129.243) ,
|72 ¥ ¥ o
ESEN IAHBRAFAE X509 V3E
B ST ERIEZTOE S
ECC Digital Certificate

Domain |Root certificate Subordinate certificate Subscriber certificate Precertificate

Version [X.509 V3 X.509 V3 X.509 V3 X.509 V3
Signature sha2S6ECDSA or

sha384ECDSA sha256ECDSA sha256ECDSA
Algorithm sha384ECDSA
) 384bits(P-384)

Key Size 256bits(P-256) ECC 256bits(P-256) ECC 256bits(P-256) ECC

ECC

Issuer’s Key]|

identifier

'When the same
X.500 name is
used for multiple
CAs, a one-bit
string is used to
uniquely identify
the issuer's X.500

name.

'When the same X.500
name is used for multiple
CAs, a one-bit string is
used to uniquely identify

the issuer's X.500 name.

When the same X.500
name is used for multiple
CAs, a one-bit string is
used to uniquely identify

the issuer's X.500 name.

When the same X.500
name is used for multiple
CAs, a one-bit string is
used to uniquely identify

the issuer's X.500 name.

Subject Key]

'When the same
X.500 name is
used for multiple
certificate holders,

a one-bit string is

'When the same X.500
name is used for multiple
certificate holders, a

one-bit string is used to

When the same X.500
name is used for multiple
certificate holders, a

one-bit string is used to

When the same X.500
name is used for multiple
certificate holders, a

one-bit string is used to

Identifier
used to uniquely  [uniquely identify the uniquely identify the uniquely identify the
identify the certificate holder's X.500 |certificate holder's X.500 [certificate holder's X.500
certificate holder's [name. name. name.
X.500 name.
CRL o )
Distribution IN/A A CRL distribution point |y cR[ distribution point |A CRL distribution point
Point designated by the CA. designated by the CA. designated by the CA.
Contains  the issuer's Contains  the issuer's|Contains the  issuer's
OCSP response address. OCSP response address.OCSP response address.
Authorization (accessMethod _|(accessMethod =|(accessMethod =
1.3.6.1.5.5.7.48.1 1.3.6.1.5.5.7.48.1
Information IN/A 1.3.6.1.5.5.7.48.1) ) )
Access Contains the access Contains the access Contains the access

address of the issuer
certificate. (accessMethod

=1.3.6.1.5.5.7.48.2)

address of the issuer
certificate. (accessMethod

=1.3.6.1.5.5.7.48.2)

address of the issuer
certificate. (accessMethod

=1.3.6.1.5.5.7.48.2)

- 158 -



@ BEENE

P IEA 7 A ERGIEAR 2R SSL AR5 S A HL-F-IA R 45

Contains the policy
Identifier specified by the

issuer and the Policy

Contains the policy
Identifier specified by the

issuer and the Policy

Contains the policy
Identifier specified by the

issuer and the Policy

Certificate
) IN/A Identifier retained in the (Identifier retained in the |Identifier retained in the
Policy CA/Browser forum. CA/Browser forum. CA/Browser forum.

Contains the CPS publish |Contains the CPS publish |Contains the CPS publish
address of the issuer's CA.|address of the issuer's CA. |address of the issuer's CA.

Extended Further indicates the Further indicates the < J—

Key Usage IN/A specific use of the specific use of the crver Authenticaion
certified public key. certified public key. (1.3.6.1.5.5.7.3.1)

The subject type in The subject type in the The subject type in the The subject type in the

the basic restricted

basic restricted extension

basic restricted extension

Basic ) basic restricted extension
Constraints extension of a CA of a CA certificate is set to of a subscriber certificate |of a subscriber certificate
certificate is set to CA is set to end entity is set to end entity
CA. End-Entity). End-Entity).
y y
Indicates the usage|
Key Usage |of the certified Indicates the usage of the Indicates the usage of the |Indicates the usage of the
bublic key certified public key. certified public key. certified public key.
This is a critical extension
(OID:
Precertificate 1.3.6.1.4.1.11129.2.4.3) to
N/A IN/A N/A
Poison ensure that a standard

X.509 V3 client cannot

validate the precertificate.

TR CAHAMTE 2020 £ 7 B | BZEHENFTR CAIEBESHREEH
AUESR BB SA A . X TR CA MM E AR SSL £IRRFaREH. RBZRIE
B NEBIBESRAERANERERARE ATEBEINENAAEZAR

HRE. ERVBRPRAESENTRIE,

For subordinate CA certificates added by the CA after July 1, 2020, all applicable
EKUs must be populated. For SSL Global Server Certificates, Code Signing
Certificates and Timestamp Certificates issued by the CA, all applicable EKUs must
be populated to indicate the specific purpose of the authenticated public key. Please
refer to the following table for Extended Key Usage.

g R A A

TRIE$ HEIR R EA AR
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SSL £EKAR&E=RIEB RS2 ST (1.3.6.1.5.5.7.3.1)
REBEZIUES RIBEZ (1.3.6.1.5.5.7.3.3)
B (8] Bk $ AfiE) & (1.3.6.1.5.5.7.3.8)
Extended Key Usage
Subscriber certificate Extended Key Usage
SSL Global Server Certificate Server Authentication
(1.3.6.1.5.5.7.3.1)
Code Signing Certificate Code Signing(1.3.6.1.5.5.7.3.3)
Timestamp Certificate Time stamp (1.3.6.1.5.5.7.3.8)

7.1.3 EAN &R FRIEFT Algorithm Object Identifiers

7.1.3.1 EF/N4A1E 2 SubjectPublicKeylnfo

UTERERTIEBHFIEBFHERRPEEFE,

The following requirements apply to the subjectPublicKeylnfo field within a
Certificate or Precertificate.

1) RSA &%

A CA #1488 A rsaEncryption (O1D:1.2.840.113549.1.1.1) B E4RI2FFAY RSA
B, SHEEFERNULL, RMEARMEEARKT RSA ZEH.

2) ECDSA &%

A CA #1#34% [ id ecPublicKey (OID:1.2.840.10045.2.1) B :FRIRFF A ECDSA
5, WUFE A namedCurve 4515,
® P-256 BY%4H namedCurve 24 secp256rl (OID:1.2.840.10045.3.1.7),

® P-384 B9 4H namedCurve 4 secp384rl (OID:1.3.132.0.34),

1) RSA

The CA indicate an RSA key using the rsaEncryption (OID: 1.2.840.113549.1.1.1)
algorithm identifier. The parameters MUST be present, and MUST be an explicit
NULL. The CA does not use other algorithms to indicate RSA keys.

2) ECDSA
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The CA indicate an ECDSA key using the id-ecPublicKey (OID: 1.2.840.10045.2.1)
algorithm identifier. The parameters MUST use the namedCurve encoding.

* For P-256 keys, the namedCurve MUST be secp256r1 (OID: 1.2.840.10045.3.1.7).
* For P-384 keys, the namedCurve MUST be secp384r1 (OID: 1.3.132.0.34).

7.13.2 ZREEFRIRTT Signature AlgorithmIdentifier
K CAHMBAERNIAENREBTEEZRZPEATEFRTHNER. &
AE, EEATUTHAENRMFE:
® IBHTMLBHNEREEFTR.
® TBS IEBMERFR (a0, MIEBHTUERER) .
® FRHBFHNERELTER.
® TBS IEBBFENERFR.
® E AKX OCSP MR ¥ BB AT,
RAV XL F BRI T H A GRAD

All objects signed by the CA Private Key conform to these requirements on the use of
the Algorithmldentifier in the signatures. In particular, it applies to all of the
following objects and fields:

* The signatureAlgorithm field of a Certificate or Precertificate.

* The signature field of a TBSCertificate (for example, as used by either a Certificate
or Precertificate).

* The signatureAlgorithm field of a CertificateList.

* The signature field of a TBSCertList.

* The signatureAlgorithm field of a BasicOCSPResponse.

No other encodings are permitted for these fields.

1) RSA R E%
78 CA H#34# F SHA-256 with RSA (OID: 1.2.840.113549.1.1.11) & E %,
2) ECDSA & &%
A CAHAAERILT ECDSA R E X!
® SHA-256 with ECDSA (OID: 1.2.840.10045.4.3.2) ;

® SHA-384 with ECDSA (OID: 1.2.840.10045.4.3.3) -

- 161 -



* Y e -
@ HFA S A ] AR 2 SSL 3 48 W B Sl 45

1) RSA

The CA uses SHA-256 with RSA (OID: 1.2.840.113549.1.1.11) signature algorithm.
2) ECDSA

The CA uses the following ECDSA signature algorithm:

* SHA-256 with ECDSA (OID: 1.2.840.10045.4.3.2);

* SHA-384 with ECDSA (OID: 1.2.840.10045.4.3.3).

7.1.4 ZF T Name Forms

A CANMELMNIER, EZHREXNIERNMABTTE RFC5280 -4, BFF
& CA/Browser i1z Baseline Requirements & EV Guidelines A 7.1.4 THR9E K.

The format and content of the certificate issued by the CA conform to the RFC5280
standard, and meet the requirements of section 7.1.4 in the CA/Browser forum
Baseline Requirements and EV Guidelines.

7.1.5 ZFRER#] Name Constraints

No stipulation.

7.1.6 IF BRI Z ERIBFT Certificate Policy Object Identifier
IEB RIS RITIATT R A CP/CPS 88 1.2 75,

The certificate policy object identifier is the same as Section 1.2 of this CP/CPS.

717 K BE PR & ¥ & W By A & Usage of Policy Constraints

Extension

No stipulation.

7.1.8 5K B PR & £F B9 1E 7% #0118 X Policy Qualifiers Syntax and

Semantics
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No stipulation.

719 XEIUFBKRESY B INAYLLIE M N Processing Semantics for

the Critical Certificate Policies Extension

No stipulation.

7.2UE B H3H53R CRL Profile
CAYIMERERIEBRIEY IR, HAFPEEFER. SANIEBHEIIRST
& X509 V2 #&%, E1& RFC5280 trAE,

The CA regularly issues a CRL for users to use. The issued CRL conforms to the
X.509 V2 format and complies with the RFC5280 standard.

7.2.1 krZS Version Number(s)

CAHZR X509 V2 hRARY CRL. MRAE B AIEBRAE R —12EI.

The CA issues a CRL of the X.509 V2 version. The version information is indicated
in the column of certificate version format.

7.2.2 CRL #0 CRL ¢ BE¥ FEIn CRL and CRL Entry Extensions

AR CAMMMIIEBRRFIFEIIER (CRL) B2—IHHEBRALIRFEZNER
HIEBHFIE,

The Certificate Revocation List (CRL) of this CA is a list of time-stamped and
digitally signed revoked certificates.

CRLEIEENXMT:

CRL £ TE X

CRLESHRAS | 48%E CRL RIARAIE R, 7 CA MM AR X.509 V3 IEB I A

CRL V2 PRA

HEoEk K CA H1#95% FH sha256RSA F1 sha256ECDSA £ &2 & %,
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mEE BEZXYME DN &

A S ] BE—NBHE/MEME, AEKRAEAR CRLZWAIRE.

AT [E] fEE—PBH/EE, AXRBAT—X CRLIGEX T YT 8
(AFRAESR B AIZIED) «

BEHIE Bk | FEECERENIEBIIR, SRIEBNFSSTNEBHAEERN
B EAFORS 8]

MAMME A | BREIUEE CRL EZRNATTEA. TredialRE— CA RN

FRIRTT REEA.

CRLZBYV &

i

AMEA CRLEBY BN,

The CRL data is defined as follows:

CRL Data Definition
RL i . . .
Iiumber Version Specifies the version information of the CRL. The CA adopts the
CRL V2 version corresponding to the X.509 V3 certificate.
ignat . .
Signa e The CA uses signature algorithms sha256RSA and sha256ECDSA .
Algorithm
I . . .
ssuet Specifies the DN name of the issuing authority.
if i 1 indi hen this CRL lished.
Specifies  the Specify a date/time value to indicate when this CRL was published
DN name of the
issuing
authority.
date Ti ) : L .
Update Time Specify a date/time value to indicate when the next CRL will be
published (this standard enforces this domain).
Certificate

Revocation List

Specify the list of certificates that have been revoked, including the
serial number of the certificate and the date and time when the
certificate was revoked.

Issuer Unique
Identifier

Used to verify the public key signed on the CRL. It can identify
different keys used by the same CA.

CRL Entry
Extensions

CRL entry extensions are not used.
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7.2.2.1 CRL %> % &= CRL Issuing Distribution Point

A CAHMEEER CRL, FIIAAERIZY B,
This extension is not used because the CA issues a full and completeCRL.

7 3TELRUE BARZS M OCSP Profile
AR CAHMER A IETF PKIX THEAF X —NELIEBIRESHIL (Online
Certificate Status Protocol, OCSP) , IREZAELKIEBREEZ GRS, FA A OCSP

N & 54 RFC6960 R,

The CA adopts an Online Certificate Status Protocol (OCSP) developed by the IETF
PKIX working group to provide an online certificate status query service, and the

issued OCSP response conforms to the RFC6960 standard.

7.3.1 kA5 Version number(s)

RFC6960 & X #J OCSP v1 o
The OCSP v1 as defined in RFC6960.

7.3.2 OCSP ¥ FEIn OCSP Extensions

AEH OCSP ¥ B,

OCSP extensions are not used.
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Assessments

817 1 B9 51 X = 1§ £ Frequency or Circumstances of
Assessment
BT WERERTTAITRESN, CA A FHITMER BT AITR A :
1) RE (PEARKMERFEFZZE) . (BEFIAMERSEENE) .
(EFINERSBZIEEIENE) e, BEXBEXTEBIINIHEESRE,
2) RIBEFMEREXNE, EXE=JTTHITVEA WebTrust BEit.

In addition to internal audits and assessments, the CA undergoes external audits and
assessments:

1) Accept the assessment and inspection of the relevant competent authorities in
accordance with the Electronic Signature Law of the People's Republic of China,
Measures for the Administration of Electronic Certification Services and Regulations
on Cryptographic Management of Electronic Certification Services,

2) Accept the WebTrust audit of third-party auditors in accordance with relevant
international and domestic standards.

CA HIM TR TS SR

1) BFE—REZAXIEIMIREERZNNE, N CAYMNEERER

It

!

2) CAHKEEIBIR M RITIMES AT, SEHT—K WebTrust B it
B= R AL
Frequency of assessments by CA:

1) Accept the annual inspection of the CA by the competent authorities according to
the laws and regulations once a year;

2) The CA will engage an independent audit firm to conduct a third-party independent
audit for WebTrust compliance anually.
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8.2 & B9 3K it Identity/Qualifications of Assessor
REEITARHNEZFE—REHFE: CANLZEATARLZEEEAR, CALE
NEAN, INERGREBRREZNTA, AFENTA, HEEENAR,

The choice of internal auditors generally includes: CA's security officers and security
managers; CA business leaders; certification system and information system managers;
personnel directors; other required personnel.

CAHIMKIIEAE TZEEEARE S FVRNELRA WebTrust 58T
A, STFIMPERITIM RS MR EE RN T
1) BEHEQPEMERER. FERE. FERENRERITEXN
=TINERSHR,

2) HWITIMETAENMEELTF TR AR, BEVRAEZEREE

3) EBRBRGIETMHNTIREASTE,;
4) BEFBH WebTrust £IFRRSER;
5) BFEMIEIHEE, SEEEANMRVEERTEHAR.

The CA will engage a qualified WebTrust practitioner that is familiar with IT
operation management with years of industry experiences. The qualifications and
skills required for external auditors are as follows:

1) Have third-party certification service qualifications related to public key
infrastructure technology, information security, information technology and system
auditing;

2) The auditor's organization has a licensed professional qualification with a good
reputation in the industry;

3) Possess professional skills and tools to check the system operating performance;
4) Possess an effective WebTrust attestation service qualification;

5) Have an independent auditing spirit and be bound by laws, regulations and
professional code of ethics.
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83 HFE S W IELHFE BB < &R Assessor’s Relationship to

Assessed Entity

Al

RPEITARSR CAHIMHNARREER. WESEER. VSBREINIE

RARREES.,

The position of internal auditors and the system administrators, business managers
and business operators of this CA shall not overlap.

SNERIEfEE S CAVMZ BB, TEAMVSES . MEERSHMEUE
MM EERENFERR.

The external assessor is independent of the CA, and there is no business, financial
transactions or other interests between them that are sufficient to influence the
objectivity of the assessment.

8.4TE{H A A Topics Covered By Assessment
MHEZ TEERERRT:

1) CAYIEREEFEEEIRN L,
2) BEILERESHERSHI KB
3) REIRIRER CPS. WHEHEMREERARINEL S,
4) HESEREETELIR,
5) ZAEHE. EP4ATRAYEERSHTE WS,
6) =EFEHMBTELZEMNE.

The assessment work includes but is not limited to:
1) Whether the CA's physical environment control is fully implemented;
2) Whether the operation process and system are strictly observed.

3) Whether the certification business is carried out in strict accordance with CPS,
business specifications and security requirements;

4) Whether the logs and records are complete and accurate;

5) Whether key management and certificate lifecycle management conform to the
practice statement;
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6) Whether there is any other potential security risk.

=B BR I WebTrust K7 H04 77834 B 7 S0HEA & KR A 1 B

TR, X CAFIM#HITIRIHLT
The third-party auditor organization shall conduct an independent audit of the CA in

accordance with the currently valid and ongoing auditing standards issued by
WebTrust.

85X A fl 5~ E XRE Ay #E Actions Taken As A Result of
Deficiency
B CAHMERENHIHREHTIHE, FFRHEIT RN ERARZHHENTT
ERRRESR I TA T L ST E . CAVIMKRIEERRGIMABSOEE. ENR
R AR R [E]
The CA’s management shall assess the audit report, and the corresponding responsible
functional department shall take actions for improvement and perfection of the

deficiency found in the audit. The CA will quickly resolve problems in accordance
with international practices and relevant laws and regulations.

8.6 T L ZE R Y1514 5 % % Communication of Results
1) CANMAIBEITEREGNEATANIBEIL,;
2) 7E CANMEZE=ZFINBEITHNTEE, CAIMESE

NEEM http://www.bjca.cn A%,

3) M CANMMEITERLZITREEMITALERBNERL NE
KK mEITRBR.

1) The CA internal audit results will be communicated only within the company;

2) After the CA accepts the assessment of a third-party external audit agency, it will
publish the results on the company's official website http://www.bjca.cn.

3) If the audit results of the CA discover potential security concerns which may be
applicable to the subscriber(s), the subscriber(s) shall be notified in time.

HAE =T EIHESSE BT EERIEFERMNER, BLHE KRG
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CAHMRIFBAME NN, FIEE CAYMBMNER, FEASRNELRMN
CANAMREBERX T EAEEN .

Any third party notifying the assessed entity of the assessment resultsor similar
information shall clearly indicate to the CA the purpose and manner of the notification
and obtain the consent of the CA, unless otherwise provided by law; the CA retains
legal power in this regard.

8.7 BF 14 Self-audits
CA AR 1745809 B AL, 1RIEE FRAIE AR RARAEM A CPS B9FLE,

BEEDEF RN HEEIE G E0E=1B —RNMEEREE R 1EE
HARS FE . BEITHEN LR SR B R 2 ACK B iz B R0 HA 18] M AY B FIAIE A
HNEEHEREXNE. MEFENHEAYEAEL TIHEEAFERIEH 2 E8H
3%,

The CA will conduct ongoing self-audits and strictly control the service qualityby
performing internal risk assessment on at least an annual basis and self-censorship
sampling on at least a quarterly basis according to international and domestic relevant
standards and this CPS. The self-audit assesses whether the electronic certification
activities from the end of the last review period to the initial period of the current

audit period meet the relevant regulations. The sample size of the sampling shall not
be less than 3% of the total number of certificates issued during the period.
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9. EFERMEMH M I & % 5% Other Business and Legal
Matters
9.1%% F Fees

9.1.1 FHE %A FE % B Certificate Issuance and Renewal Fees

HEFINEA S T RER MR B FINERXARS IEBIT A IE R A, BRI
BIVERETZMNEERINMEBTRE. CAYMBELRS TREIFENRE
T DSHEBHR#HITE S AR . 1T CAYAITTIIEBR, KIREE ML
PNERSEHEA . MREFINEL S EZBHHIL PRSI FIANEL
SIATMHMIBA—E, ML FRNIE A,

BJCA can charge the certificate subscribers according to the provided electronic
certification related services. The specific charging standards are determined
according to the regulations of the market and management departments. The CA can
make appropriate adjustments to the certificate price without exceeding the charging
standard. When a subscriber subscribes a certificate from a CA, the issuance and
renewal fees of the certificate will be notified in advance. If the price specified in the
agreement signed by the Certification Company is inconsistent with the price
published by BJCA, the price in the agreement shall prevail.

9.1.2 B &8 % A Certificate Access Fees

HIEBHHHR, MZIEBHITERENR, CAYVMEAREULTIZEM, E
R BB X LLG AR 55 UK 2 A9 AN A

During the validity period of the certificate, the CA does not charge fees for certificate
information query for the time being, but reserves the right to charge for the service.

013 FE BRI RS S B B9 & 189 2 A Revocation or Status

Information Access Fees

CANIAE AKEULINZE A, BRIEAFRHAFHRT R, TR CAMEIA
MOMNTRA, CANKS A A B IR R IZ B 25 A
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The CA will not charge this fee for the time being, unless the user requests special
requirements which requires the CA to pay additional fees, and the CA will negotiate
with the user to charge the fees that shall be charged.

9.1.4 HAPR% % F§ Fees for Other Services

CA MR E X EAth ARSI ZA9ARA . CA MM TARIEIFERBNEK, 1THI&
KBHMRS, BERSHER ASITHZZITHHRLE.

CA reserves the right to charge for other services. The CA can customize various
types of notification services according to the requirements of the applicant. The
specific service fees are stipulated in the agreement with the customer.

9.1.5 IRFK %K B Refund Policy

LRI R HRERNE R BAEEF, CA VADESF AR AR 1ETE FFIRER .
BRAFHIL CA MM 7 A CP/CPS PRI EN TR EREMERXSHER, 1TH
TJIXER CAYUSEIHIE B IR, HEMIBERLT, CAHMIITAURERA 2 ALY
RNRIE.

During the implementation of certificate operations and the issuance of certificates,
the CA adheres to strict operating procedures and policies. Only if the CA violates the
responsibilities or other major obligations stipulated in this CP/CPS, the subscriber
may request the CA to revoke the certificate and refund. In other cases, the fee
charged by the CA to the subscriber is not refundable.

SRR A, TTFMBSEERIZIER, CAYMKEREEERE.

After the refund is completed, the CA will pursue its legal responsibility if the
subscriber continues to use the certificate.

AN SRMFE CAYIMERNTE. EX. ABWNIEBRIFER &Nl
CA #LA9F L 1&E A AY IR K TR RAKIBEATTE
The subscriber shall provide complete, true and accurate certificate application

information in accordance with the requirements of the CA. Otherwise, the CA shall
not bear any responsibility for the losses and consequences caused thereby.

MRITPEE BRSSP REBFIEBRSER, CA PR RIRIE RIS
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(8] A9 Ak 55 %% S
If the subscriber withdraws from the digital certificate service system during the

certificate service period, the CA will not refund the service fee for the remaining
time.

9.2 55 3% {F Financial Responsibility
9.2.1 {RB&SEE Insurance Coverage

HIMUA TERFHE CAVMSTING, IERITF. KBTTFELMAETILEHTE CA
TARIERBETRE CEERNNERTHIBR)
(1)  CANMERMIEBELEITAMIIMIE=T, BSHIT
PR ESZRE,
(2)  CAMMERINTFRHET ERIMELIER, MHESE
RKIEP, HSBIRBTTEIZRK,
(3) CAMMKRZLIFERITITIERRBERHETHEZL, FiE
WEXTHT, SEITASEKE A EZRE,
(4)  CAMMEIEBRAWEZFE. I, SEITF KRBT ES
MK,
(5) CANMKREREBIHIES, SBUTFSKEAEZREK.
After the following circumstances have occurred and been confirmed by the CA, the

certificate subscribers, relying parties and other entities may apply for the CA to bear
the indemnification responsibility (except for statutory or contractual exemption):

(1) The CA incorrectly issued the certificate to a third party other than the subscriber
and caused the subscriber or relying party to suffer losses;

(2) The CA finds that the subscriber has provided false registration information or
information and still issues a certificate for it, causing the relying party to suffer
losses;

(3) The CA did not verify the subscriber certificate application information according
to the requirements of the certification, and issued a certificate accordingly, causing
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the subscriber or relying party to suffer losses;

(4) The CA caused the certificate's private key to be deciphered and stolen, causing
the subscriber or relying party to suffer losses;

(5) The CA failed to revoke the certificate in time, causing the subscriber or relying
party to suffer losses.

CAHMRAXNETESRESHIEBITF . BTN ERRAAKEBRE, X
B RKARKIBRE. CA VMY THENEBSKRBTTFLEMIEBBEEITR
EAFREEIEB TS EEN1ER 10 1%,

CA only bears the liability for the direct losses of the certificate subscriber and the
relying party due to its own reasons, and bears no liability for the indirect losses. The

CA's total indemnity for entities such as subscribers or relying parties shall not exceed
10 times the market purchase price of the certificate.

9.2.2 HAhiF = Other Assets

CANMBARA L SHE BB SN UAERF EFZEFRIEER X EH
E17, Bt aIEAIBXTT A RKBTINTRE.
The CA ensures that the company has sufficient financial strength to maintain normal

operations and warranties the performance of its obligations, and can reasonably
assume responsibility for subscribers and relying parties.

FRERIEBITFRFEA.
The above requirements apply equally to certificate subscribers.

9.2.3 X & LAY 1R P& 5 B {R Insurance or Warranty Coverage

for End-entities

CANIMRBISAEBEAMEARE ANV S HRBELRAEHIZRE
B%, CAHMEE T E=AHEITASTNYSEIT, AFFAHB 7THEENRESR
FEAMERIIRS, YNEILBULEEEREREN BT BB ESED.

The CA determines its insurance policies according to its business development and
the business of domestic insurance companies. The CA has undergone financial
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auditing provided by third party auditors, and has reserved suitable cash assets for
planned customers as financial guarantee for compensation arising from certification
operation.

AR CA HIA9IRIEZAR CP/CPS SAEREREMMNNE, MUABERNSEHE
BARIBRBEM/HFMETEN, CAYVMRIRBAEREZEZANE . FEAEAIR
EBUER A HIRERAIBHE N NIRRT E.
If the CA is required to bear the indemnification and/or compensation liability
according to the provisions of this CP/CPS or relevant laws and regulations and the
corresponding judicial judgment, the CA will bear the corresponding indemnification

responsibilities according to the relevant laws and regulations, the arbitration
institution's ruling or the court's judgment result.

9.3l 5515 B 1R & Confidentiality of Business Information
9.3.1 R %= B3EE Scope of Confidential Information

E CANMIRIEANE FINERS ., REFESBEBERRT:

1) CAHMEIT AZEIMNIHAR ZRIFRAFHNAE. BRERH
SR ESBUF R BUENI R ER, CANIMABEATIMATHHIEETT I
BEEMIMNEEREER.

2) VUPRPARTIEER, TTPRRER CP/CPs WM E#HITHE
RE, WATANARESBRAMEMERITRK, BITFBITKIE,

3) Hfthf CAHAEH RA RFMNITAEENMRARE, BREXEER
ERHBUTEHETRNER, AT AT,

In the electronic certification services provided by the CA, confidential information
includes but is not limited to:

1) Agreement between the CA and subscribers and unpublished content in the
materials. In addition to the expressly prescribed by law or the requirements of the
government and law enforcement agencies, the CA undertakes not to publish or
disclose any confidential information other than the subscriber certificate information.

2) The subscriber's private key is confidential and the subscriber shall keep it properly
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in accordance with the stipulation of this CP/CPS. If the private key is compromised
due to the subscriber's personal reasons, the subscriber shall bear the losses;

3) Other subscriber information retained by the CA and the RA shall be considered
confidential and shall not be published except as required by relevant laws and
regulations or by government and law enforcement agencies.

932 A B F & & 9 1= B Information Not Within the Scope of

Confidential Information

U TEERETF CATMINENREES:
1) SIEBEXMNBIERE. RERENTL. RIERIEERSES
2) HI CAMMELRMIERH CRL FMES,
3) HCA#MXIE. CPSIRBIMIEBEMEE,
4) REFHBEENERR, SREZTEFENEIERES
5) RMUFBBLIEMEENIZE, EFIEZTREMHEHKE
BHES,
6) BNHEMNBE=TRESREITNEENER
7) HthEEAFRERRNES.

The following information does not belong to the confidential information identified
by the CA:

1) Information about the application process related to the certificate, the procedures
required for the application, and the application operation guidance;

2) The certificate issued by the CA and the information in the CRL;
3) Certificate policy information supported by the CA and recognized by the CPS;

4) Data and information held by the recipient before the provider discloses the data
and information;

5) Data and information that were disclosed not for the recipient's reasons when or
after the provider disclosed the data and information;

6) Data and information disclosed to the recipient by third parties who have the right
to disclose;
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7) Other information that is available through public channels.
9.3.3 R PR %15 B B9 3% 1 Responsibility to Protect Confidential

Information

CAHIRIE N EEFE. REMEAFRAPIEEFR, BRERR
THLE. EREEEF. CATMNERR T HBTRE LN,

The CA protects confidential information through strict management systems,
processes, and technical means, including but not limited to trade secrets, customer
information, etc. All employees of the CA will strictly abide by the confidentiality
provisions.

CA ¥ B ZERE K CP/CPS &£ 931 Tl ENREEENTAE NS,

The CA has the responsibility and obligation to keep properly keep the confidential
information specified in Section 9.3.1 of this CP/CPS.

9.4 F FRaFA{R 2 Privacy of User Information
RIBAEER. F, CAVMEZER P RIBERAEXE FEZ VS,
IEPRIBAR/HEDARBEEXNAGRE. HFPMAGEEHE #8. K
A7, FMIES. UM SMIE (RER/SEFIERNEILR) FRMES.
CA HA%tXf F AR5 BRI MMREE

In accordance with relevant laws and regulations, the CA needs the applicant and/or
the agent to provide relevant personal information when accepting the client's
certificate application and related electronic signature business. Personal information
includes privacy information such as full name, contact information, ID number,
address and ID card (original and/or any form of copy). The CA provides the
following safeguard measures for privacy of user information.

9.4.1 BRFAFRE F7 2 Privacy Plan

CANMERIEBITFPARABNBRRNFEEMNEZS T PHABRRFK
K, RIZEBRERIDPAABBRRPOEIETZEARGINE. R,
CANMBREER T HETFLENRBEREN P AGRETHRE. 1TFE
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FEM CAYMAIEBRS R, BIRBELRFEER CAVMHNBRRRIPH E

The CA respects the privacy rights of the certificate subscriber's personal information
and publishes the Personal Information Protection Policy on the official website to
ensure full compliance with the relevant laws and regulations of the state regarding
the privacy protection of personal information. Meanwhile, the CA ensures that all
employees strictly observe the confidentiality of personal information in accordance
with security and confidentiality standards. When a subscriber chooses to use a CA's
certificate service, it indicates that the subscriber has agreed to accept the CA's
privacy protection system.

9.4.2 1EHBaFALIEAY{E B Information Treated as Private

CAHMABTENEMTFREMNBXEEN, BRIPHERENEEMR
IEBREERN, ITANEREEBHAARMLE. SRERRTUTER:
1) WTPNEREMIESE, WERSMLESHES,
2) VIPHEKRBIE,
3) VPHIBEHh AR
4) ITFHSRITIKF.

When the CA manages and uses the relevant information provided by the subscriber,
the subscriber's basic information will be treated as private, except for the information
already contained in the certificate and the certificate status information. Including but
not limited to the following information:

1) The valid ID number of the subscriber, such as the resident ID card number;
2) The subscriber's contact number;

3) The subscriber's communication address and residential address;
4) The subscriber’s bank account.

RIEEMNEA CAYVMER, FZVTTFRRHEREREN. PUENXHE
FRBEZNTEFER, CAYIMASTIUAF.
The above information is only used by the CA and will not be disclosed by the CA

without the consent of the subscriber or by relevant laws and regulations, law
enforcement agencies or the government in accordance with legal procedures.
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9.4.3 A A2 FARY{E B Information not Deemed Private

UPHEMNIEBRESR, UREBRSEEFREASBAER.

The information of the certificate held by subscribers and certificate status
information are not deemed private.

9.4.4 {8 3P B& FA B9 ¥ £ Responsibility to Protecte Private

Information

CANME ZEREAN CP/CPS 58 942 THAEMIERRIFEENANGEEME

A, =2 B, &, BRFRESXSE

The CA has the responsibility and obligation to properly protect the use, sharing,
management, checking, deletion and modification of the certificate applicant's
personal information as specified in Section 9.4.2 of this CP/CPS.

HEBURSHEN RAREB S AR FEKR CAYMERFERN R 2 HRLEENE
AT, CAHMERAIEHIERNTIE.
In the case where the government or law enforcement agency requires the CA to

disclose private information to a specific object in accordance with legal procedures,
the CA is not liable for the resulting liability.

9045 FHBRFAE BN S 41 5 B &= Notice and Consent to Use

Private Information

1) ITREE, CANMNRRELNSBERIMEBITANMAGE, NEITS
R REEMTFFERITAEE,

2) ITRRRE, CAYIMELESEERIZRA CP/CPS #lE MR FARIPBUR 5 A FT
KRNEMTAERE, IEBHATEERAREMERITANERAE
B, NEASMEBITAHEERREEN. WRKESEBEREN, CA

PNMAEITPRLERERRERE =TT
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3) VUFPRER, ARXEREN. UK BFRESEZNEFERT, CA
MM EFENRIKERMBEEN, CAYIMEREMITF.

1) The Subscriber agrees that the CA shall take appropriate steps to protect the
personal information of the certificate subscriber and shall inform the subscriber in
advance in the subscriber agreement and obtain the subscriber's consent;

2) The subscriber agrees that the CA uses any subscriber information obtained in
accordance with the privacy protection policy stipulated in this CP/CPS within the
scope of its business. If the subscriber's private information is used beyond the agreed
scope and purpose, the CA shall inform the certificate subscriber in advance to obtain
consent and authorization. Without subscribers' consent and authorization, the CA will
not disclose the subscriber's private information to any third party;

3) The subscriber agrees that the CA does not need to inform the subscriber when the
CA discloses the private information to a specific object under the relevant laws and
regulations, or required by the law enforcement agency or the government according
to the legal procedures.

9.4.6 fik ;75 = 7B E FF 19 {5 B 3% 58 Disclosure Pursuant to

Judicial or Administrative Process

BRIEFEUT &M, CATMASKITANREERRESHMBE=ALE
=73HA:
1) AN, BUFSEMARSOEAEANISIASE I MRIEAE . FM. ME. &
E. R FiRE B,
2) ITAXBPEERRAEXE R VIKE,
3) 7N CP/CPS #lE B9 EAh ol I EE B91ETE -

The CA does not provide the subscriber's confidential information to other third
parties unless the following conditions are met:

1) The law enforcement agency, the government or other departments authorized by
relevant laws and regulations apply according to laws, regulations, rules, decisions,
orders, etc.;

2) The subscriber authorizes the disclosure of relevant information in writing;

3) Other disclosure circumstances as stipulated in this CP/CPS.
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047 H b = B I F|E 15 £ Other Information Disclosure

Circumstances

WRIEBITPER CAYMRERE R ER P XIERS, MAREBER, CA
AT DU AR AV PRAERNBAXER, T PHE R MRSt fts
8£=77, WHRHFRE.

If the certificate subscriber requires the CA to provide certain types of customer
support services, such as mailing, the CA may provide subscriber's name and mailing

address and relevant information that is not deemed private to a third party, such as a
mailing company.

9.54i2 =X Intellectual Property Rights

1) CAHMMERFREIMNEBE CANMRMNE IR, ZRL BHEFNEE
R, EFERIFRFLIBEIR =

2) CAVMEEHANMGEFF XA CPS. CP. BAXFFM. KHMAIES
A CRL 589 P BRAIFIIR =AY

3) CANMEBEITMuE EAMM—YIEEINET CAYVIMMZ, K& CAYIMAERE
RV, MARNGSEEATEH LT

4) CAHIMENIMEE EIRRIBAMSEET CA HIAEN >,

1) The CA shall have and retain all intellectual property rights such as copyrights and

patent application rights for the certificate and all software, materials, data, etc.,
provided by the CA;

2) CA have ownership and intellectual property rights of CPS, CP, technical support
manuals, issued certificates and CRLs formulated and published by the CA;

3) All information published on the official website of the CA belongs to the CA’s
property. No one else may reprint for commercial activities without the written
permission of the CA;

4) CA's external operation management policy and norms belong to CA's property.
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9.6 %1~ 5$B1% Representations and Warranties

9.6.1 BB FIANER S M B9 R 1A 5 3B {8 CA Representations and

Warranties

CA HMERHE FINERS AT EFAIERDOT:

CANAZESF (REARKHMEBFEZRZZE) REXERNNE, NELM
AL PAIEENERTE

WIFFREAMI AP EAFERRETAREY R (3, XEdEHEEms, &
BTHEREBRAENREHNALHER) REEEER P HIHAHERE
DEEES TG

WIFREARN T IE PSR BRIBARRKRER T HHEN, MAKRHEBA
FRIEIES,

RIBERHEENEESNAERM (organizationUnitName {5 2BR5M)

REUE e DU NME B 2 B organizationUnitName” R T &5 B 7R IR ST
REME;

RYEA CP/CPS 2 3.2 THEKRRIEHTBEAZM,

& CAVMEITPEXREXR, U CAYMEITRFEEZR A THITHH
WA, ZITFEMUFT4E CA/Browser i1 4 75 A9 Baseline Requirements
FEXK, B CANMEITANE—LAHBE XK, NRIBFEBARKEINTRE
IS¢

CA AP N AT A RIS HIE R LIPRSER (FRSERE) | 4B
MRS H AP —NERBER (24x7) AFTHEEEE,;

TRIBZA CP/CPS I E HYJE & ol #sHIE+
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10) CA HlAg IR T IEBBUIRAMIANESS B = AR IR /7,

11) CAHMELR AT FESIEBIFE A CP/CPS BT E LM E K,

12) CA AR EIEBIT A BIREFMEMN. BEARLEZWITFIEREIMS
BEE 3L

13) CAMMELFELIER/E, KB EHEBERIENTERFREEZRA,

The warranties of CAs in the process of providing electronic certification services are
as follows:

1) The CA complies with Electronic Signature Law of the People's Republic of China
and relevant laws, and bears corresponding legal liabilities for the issued digital
certificates;

2) Verify that the applicant has ownership of or control over the domain name and IP
address listed in the certificate subject field and Subject Alternative Name (or, for the
domain name only, has obtained the authorization of the owner of the right to own or
control the domain name);

3) Verify that the applicant has authorized the issuance of the certificate and that the
applicant's representative has obtained a qualified authorization to apply for the
certificate on behalf of the applicant;

4) Verify the accuracy of all the information contained in the certificate (except for the
organizationUnitName information);

5) Take measures to reduce the possibility of misleading information contained in the
certificate subject “organizationUnitName”;

6) Verify the identity of the applicant in accordance with the requirements of Section
3.2 of this CP/CPS;

7) If the CA and subscriber are not affiliated, the subscriber and CA are parties to a
legally valid and enforceable subscriber agreement that satisfies the requirements of
the Baseline Requirements issued by the CA/Browser Forum; if the CA and
subscriber are the same entity or are affiliated, the applicant representative has
acknowledged the terms of use;

8) The CA maintains a 24 x 7 publicly-accessible repository with current information
regarding the status (valid or revoked) of all unexpired certificates;

9) The certificate may be revoked for reasons formulated by this CP/CPS;

10) The CA accurately describes the procedures in the Certificate Policy and
Certification Practice Statement;
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11) The certificates issued by the CA to the subscriber satisfy all the material
requirements of this CP/CPS;

12) The CA will notify the certificate subscriber of any known events that will
substantially affect the validity and reliability of the subscriber's certificate;

13) Upon the refusal of the CA to issue the certificate, the CA will immediately return
all fees paid to the certificate applicant.

9.6.2 JEMHI MBI [FRIA 53E4R RA Representations and Warranties

16 CA VA, RZB9E CA HA9A9 CPS 5 CP &IBE FIAFL %
FUEMAASANER ST, STV B FINE L SREZ TR CAMMMEXER
MEAR, CAYMISEMYIMES S8 FIMERSERFHERKENT:

1) SEMMEIEBIT A REEAHIEE SRS CAYIMA CPS KA LRt
K,

2) AT FIEBRIEMRIARBERE, EMEESHITFHX
%

3) AMMMERER BN TRIERRIFLE, ERIBEARTARNFTEHENM
BRT, BB RIFENEE—A 1-3 N TEH,

4) CANMAERIERE, AoBTFEMNMHRRMHSEIERFHESSIED
RIFANEER—E

5) SEMLIGEIEAR CPS MIME, REfE CAHMIRZESE. EHFHIE,

6) SEMHAMA BT REBERIERIT A ANEREIES CAYA;

7) AN ZEREITPNEERSIMEEXAMNER, FHERERZS CAHL
HIAFRS . SRR ARIEAR XN E KBS CA JIMEITHE FIAMEL 5
M T

8) JEMMMNREIMITFNRERTNSE,
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The RA of the CA shall follow the CPS and CP of the CA to assume the
responsibilities of the RA in the electronic certification business. The operation of the
electronic certification business of the RA shall be subject to the relevant management
regulations of the industry and the CA. The specific commitments of the CA's RA in
participating in the electronic certification service process are as follows:

1) The registration process provided by the RA to the certificate subscriber is in full
compliance with all the material requirements of the CA's CPS;

2) If subscriber's certificate application materials failed to pass the investigation of the
RA, the RA has the obligation to inform the subscriber;

3) The RA completes the certificate application processing within a reasonable period
of time. When the applicant submits complete and compliant materials, the time for
processing the certificate application is generally 1-3 working days;

4) When the CA generates a certificate, the information in the certificate will not be
inconsistent with the information of the certificate applicant due to the mistake of the
RA;

5) The RA will submit the application for cancellation and renewal to the CA in time
according to the stipulation of this CPS;

6) The RA shall transmit the information of the certificate subscriber to the CA
through a secure channel;

7) The RA shall properly keep the subscriber's information and information related to
the certification and transfer it to the CA for filing in good time. The RA shall
cooperate with the CA to conduct the electronic certification business compliance
audit in accordance with the relevant agreements;

8) The RA shall perform its obligation of security warning to the subscriber.

9.6.3 1T P HIMRIR 54E4R Subscriber Representations and Warranties

TR BEER CAVMELXMIERAE, BI¥AE CAYM. SEMTMRER

IERHA XY EAEL TRKE:

1) TTPHIAEMEHFES T A CP/CPS RABAMEM LIRS, BREZACPS
FHHAR;

2) MTPNBEEIFERN, EREHRFIEBEREXEXANEMBTE, HEX
St CATMREARHTENEEMNRN, FELRERREANEE

TERREHBE CAHM., AV FRENERAEL. A8, NEH
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HEERAREBH CAYN, HILEMNREBRITABTAIE. IRfF

AREAN, BATFMREBARERFESTE VTR RERREARN
ER AR SRR, @A CA A,

3) VTAEA CAYMETFIERR, NEEMREERREREIMEXRRM,

4) TRPEBIEBATEEZBENFERTHRNHTRFTESR,

5 VUPNBETEAXNFERAY, FEXESXB—UIEEERNLERER
WiEmER. MEMRE, ITANZERE CATBELNBFILENR
AMEE, AREEIZMEA. MRITFRESBMAIE. M. 8§
REFIE BRI, HILERRNRKEIT A BITKIE

6) SITFIEBE R MNRARTITHE—RER, MEITFECHE
%, BERNMILBE2AMEE (EHXAITHSHEEE) | IEPRA
AT AR iR MER;

7) ITAREENRILERATHNAER Y, BALENSMNIEBEELIR

8) VTAHEMEMIESRH, NEIEBPIEMNT ARG ELEIES, FTE
EEMEMBOEERENAMA AN AE R EASEEME

9) AEELHEMARE CAYMARNENER. TF. FH. HEF, SRER
BRT3RME . HSEAYE BANIE B AR 55 Y18 AR AR =5

10) ITRAERBIEBEMAIMIATER, NIzR1E CA HIAMEHIFRIEE:

OB EAKFRS T EERE RS E B AIEB P EEHN S5 A AR AT
51, MZKRZEFIHILS, FFLERLBRAEMBRNEA;
OIEBHHEBARLERIAAER, WERIZEBSEFHELERILES,

11) —B CAHMEAIR TITFIEBNASERSIT A EBTEEEZILRTA,
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CAHIB N EERET FIES,

12) ITARIE, —EIEB#% CAYMEERE, BABERIZIES.

From the time the subscriber accepts the certificate issued by the CA, the subscriber is
deemed to have made the following commitments to the CA, the RA and the relevant
parties trusting the certificate:

1) The subscriber confirms that it has acknowledged and accepted all the content of
this CP/CPS and related regulations, and agrees to be bound by the terms of this CPS;

2) Subscribers shall follow the principle of honesty and trustworthiness. They are
obliged to always provide accurate and complete information and materials to the CA
in applying for digital certificates and other aspects related to issuance, and notify the
CA in time when the above information and materials are changed. If the information
provided by the subscriber is false, incomplete, inaccurate or not notified to the CA in
time after the change, the losses caused by the subscriber shall be borne by the
subscriber. If there is an agent, both the subscriber and the agent are jointly and
severally liable. The subscriber is responsible for notifying the CA of any
misrepresentation or omission made by the agent;

3) When a subscriber uses the CA's digital certificate, the relevant software shall be
obtained by legal means;

4) The subscriber shall use the certificate for lawful purposes and digitally sign it
within the validity period;

5) The subscriber shall generate the key pair in a reliable manner and shall be obliged
to take all reasonable measures to prevent the key from being attacked, lost, disclosed
and misused; the subscriber shall properly keep the private key and password of the
digital certificate issued by the CA, and shall not disclose or deliver it to others. If
others know, misappropriate, or fraudulently use the digital certificate private key and
password due to the subscriber's reasons, the losses caused thereby shall be borne by
the subscriber;

6) Each signature made by the private key corresponding to the public key contained
in the subscriber certificate is the subscriber's own signature, and the certificate used
at the time of signing is a valid certificate (the certificate has not expired or is
revoked), and the private key of the certificate is used by the subscriber for access and
use;

7) The subscriber will review and verify the accuracy of the certificate content and
confirm that the certificate information obtained is correct;

8) When using the certificate, the subscriber shall install the certificate on the
accessible server listed in the certificate and comply with the scope and conditions of
use of all applicable laws and regulations and user agreement;
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9) No statements, changes, renewals, upgrades, etc., that have been published by the
CA can be rejected, including but not limited to policies, changes to specifications,
and additions and deletions of certificate services;

10) If the subscriber finds the following situations after obtaining the certificate, the
subscriber shall immediately apply to the CA for revocation:

(D promptly request revocation of the certificate and cease using it and its associated
private key if there is any actual or suspected misuse or disclosure of the private key
corresponding to the public key contained in the user certificate;

(2 promptly request revocation of the certificate and cease using it if any information
in the certificate is incorrect or inaccurate;

11) The CA is entitled to revoke the certificate immediately if the CA discovers that
the certificate is misused or the subscriber is being used to enable used it for illegal or
even criminal activities;

12) The subscriber warrants to promptly cease all use of the certificate upon it is
revoked by the CA.

9.6.4 fik 1 77 B9 B& 1A 5 $8 & Relying Party Representations and

Warranties

R TT N fEL a0 T A BRAN KA
1) PEAR CP/CPS %K, THRILBMERABR, EFA CP/CPS T EME
BA CP/CPS H3k T CA HIM TR FIMIRLE

2) REFLFIZIEBXNNAEB4E, AEBILBET, MEBREESEHTRIE,

3) AEEBILBAMERNEEXRRIBHINZIEREN, B35 BiIEH CRL K
OCSP #INE B2 EHWBIE, FINEBENEEEMBPARER, REZ
IEREZRRAME LT AIEBN T RN, #INZEBICHNAR S EIE
BRRNAE—B, REHMTEZMEBENENGES,

4) ABELEEARE CAVMATENER, TE. EfHf. ARF, B8FER
BRFSRES . HSTAVE BURNIE AR 55 A9 15 N AR 5

5) BT —ERTHRANHMERTE T SERENER, KRBT NS
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CAAUITRAVIRKATIRE, FRKBRELEMN B S ALK,

The relying party shall make the following statement and commitment:

1) Familiar with the terms of this CP/CPS, understand the purpose of the certificate
use, comply with all the provisions of this CP/CPS, and agree to the stipulation of this
CP/CPS regarding the limitation of CA liability;

2) Obtain and install the certificate chain corresponding to the certificate, and verify
the certificate's trust chain before trusting the certificate;

3) Confirm that the certificate is valid before relying the trust relationship proved by
the certificate, including: confirming whether the certificate is revoked by querying
CRL or OCSP; confirming that the certificate is used within the specified scope and
period; checking the reliability of all certificates that have appeared in the certificate
path; confirming that the content of the certificate are consistent with the content to be
certified; checking other information that may affect the validity of the certificate;

4) No statements, changes, renewals, upgrades, etc., that have been published by the
CA can be rejected, including but not limited to policies, changes to specifications,
and additions and deletions of certificate services;

5) If the relying party violates the terms of the reasonable inspection due to
negligence or other reasons, the relying party shall compensate the losses caused to
the CA and shall bear the losses caused to itself or others.

9.6.5 Hft&=5FMRIA 538{R Representations and Warranties of

Other Participants

RINTF LR HAtbZ5F M8 1EZA CP/CPS BIRLE

Other participants not listed here shall follow the stipulation of this CP/CPS.
9.71B1% %235 Disclaimers of Warranties

BRZ CP/CPS % 9.6.1 Ty PRV AAH/RIESS, CA VISR KIBH M E e AR
UEFIX 55
1) MRLBEBITA. BEHITEEMSE5ENBFRSIER,
2) X FINEASN PR ERE AR A EIER,
3) AEIBBUEIEHSeEEASNATEMARE CAVMATFHBETRORE,
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4) AAABBHILBRE B 5N R A& AR R )

5) AEIEAEIFF CAYMBMRRSEEEHE. MEPHSTILHRE. X5F
s H b= E A AR K

6) AEIERTATNAIERSFERHRS FEIFBLLERNE AKX,

7) HERT CAYMNEETNERTASHEMI BT ARSI RNERAEX
ST FERAIK, CAPIMARETE.

Except for the clear commitments in Section 9.6.1 of this CP/CPS, the CA does not

assume any other forms of warranty or obligation:

1) Not warrant the representations and warranties of certificate subscribers, relying
parties and other participants;

2) Not warrant any other software used in electronic certification activities;

3) Not bear any losses beyond the scope of the certificate or for other uses not
permitted by the CA;

4) Not bear the losses caused by applications beyond the specified purpose of the
certificate use;

5) Not bear the losses caused by equipment failures, network interruptions resulting in
certificate errors, transaction interruptions or other things that are not because of the
CA;

6) Not bear the client losses caused by service interruption due to force majeure
factors;

7) The CA is not responsible for the losses caused to the subscribers due to violations
of the contractual obligations caused by the CA's partner's ultra vires or other fault
actions.

9.8 PR35 1F Limitations of Liability

AR CA HIAGARYE CP/CPS S AERERENMAE, MUK EEFIEAIERZE
F/SHAMETTIER, CA VIMIRIEARBII A CP/CPS % 9.9 Tl EMNARIEER
£.
If the CA is required to bear the indemnification and/or compensation liability

according to the CP/CPS or relevant laws and regulations and the judicial judgment,
the CA institution shall bear the limited liability not exceeding the provisions of
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Section 9.9 of this CP/CPS.

CA HEFZESTT PR 77 3 E BT R, XF BT P S ARE: 75 A9 R E 1E AR

MMEREERENS.

The CA does not have an indemnity obligation in an agreement with a subscriber and
a relying party for damages caused by the subscriber or the relying party.

9.924% Indemnities
9.9.1 CA #f9Fy 1= Indemnification by CAs

0 CAHE R 7 A& CP/CPS 2 9.6.1 HHIFRA 5BR, IEFRITF. KT
o PLERTE CAYMRBRERTE CEEAEERREIN) . TREFENHE CAL
MEIERRBERE:
1) CAHMBIERERERSGITFMINIE=TT, SEITAS KRBT EZIRK,
2) HITFPRZEEHIANTEEAFHNELT, CAVMERNIEREEERE
B, BSEUTPSRE T HILEZRK,
3) CAMMFIT FRAZMNESHARFEERTERNERL, ANATAEXR
WEH, HESEBRBTTEXRK,
4) BT CAYMNREASEIEBRPME, SBOUTASERFHEZREK,
5) CAWMRBERNEBIES, BUESEERBTTEZRE.
If the CA violates the representations and warranties in Section 9.6.1 of this CP/CPS,
the certificate subscriber or relying party may apply for the CA to assume liability

(except statutory or contractual exemption). The CA shall be liable for limited liability
in the following cases:

1) The CA wrongly issued a certificate to a third party other than the subscriber,
causing the subscriber or relying party to suffer losses;

2) In the case where the subscriber submits complete and accurate information or
materials, the certificate issued by the CA contains error information and causes the
subscriber or relying party to suffer losses;

3) In the case where the CA is fully aware that the subscriber has submitted false
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information or materials and still issues a certificate for the subscriber, causing the
relying party to suffer losses;

4) The disclosure of the certificate private key due to the CA causes the subscriber or
relying party to suffer losses;

5) The CA failed to revoke the certificate in time, resulting in the loss of the relying
party.

9.9.2 7T A9 = Indemnification by Subscribers

IEBITPEEASERIE BN, S8 EETASERRMSE CA Y9301
MAMF=ERKR, TP NMAEBRERE.
When the certificate subscriber uses or trusts the certificate, if there is any action or

omission that causes losses to the CA and the RA, the subscriber shall be liable for
indemnification.

TTRERIE SR FRRERENTER FRIEBESRE.
1) KME CAYMRHEES., TEMARNELR, TS CANMEH XETTR
K
2) RERPITAHRAE, IFREERALENHIPREER LT AR
ROMH. BERHBEARLENOAERBN, TTARAXFTAHNE

A

~

A

~ /

3) HAMBIULPBACKREHEZUTRKREN, RENEHM CAYMY, FEILERE
FIZIES, MSE CAYIMEHRXETTIEK,

4) VTRINRERF T B E BN RAFIR, MR RILBERIET — PS4
HFERREMERBAEXERR, ITABANEMITHNERIFE,

5 EBIEEEA, BIER CAYVIMIIEBRERNINE, &KLY CAYIMEE
RETFHEFZRRK .

Upon acceptance of the certificate, the subscriber agrees to be liable for the following
circumstances.
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1) Failing to provide true, complete and accurate information to the CA, resulting in
losses to the CA or related parties;

2) If the subscriber's private key is not protected, or if the necessary safeguards are
not used to prevent the subscriber's private key from being lost, compromised,
modified, or used by an unauthorized person, the subscriber must be responsible for
the consequences of such conduct;

3) Failing to promptly inform the CA and cease using the certificate when it is aware
that the certificate key has been compromised or may be compromised, resulting in
losses of the CA or related parties;

4) If the subscriber makes a mistake in describing the information to the relying party,
and the relying party takes these descriptions for granted after verifying one or more
digital signatures with the certificate, the subscriber must be held liable for the
consequences of such conduct;

5) The illegal use of the certificate, that is, the violation of the CA's regulations on the
use of the certificate, has caused losses to the interests of the CA or related parties.

9.9.3 Yk & 77 95 4= Indemnification by Relying Parties

ME TR B TS CAYVMSIT A ERIRE, KB TN AIERBETRE:

1) RIETT CA M SARHTT AL A CP/CPS Ml ERIN 55

2) RUKERA CP/CPS £IE®EH%, SE CANMEEZMAIERRSNMEEFE=
TIEZHR,

3) EMBASEMNBEETERIES, WKFTTIAMIERESEE. BEREHA,
IEBFAPE RS TRETEIERE,

4) RET KRR PS5

5) MK¥i7TARIBITE I CRL 5 OCSP WiFIE B2 EWHH.

If the CA or subscriber suffers losses due to the following circumstances, the relying
party shall be liable for indemnification:

1) Failing to perform the agreement between the CA and the relying party and the
obligations specified in this CP/CPS;

2) Failing to verify reasonably according to this CP/CPS, resulting in losses suffered
by the CA and its authorized certificate service agencies or third parties;
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3) Trusting the certificate in an obviously unreasonable situation, such as when the
relying party is aware that the use of certificate is out of scope and overdue, and the
certificate private key has been or may be stolen;

4) The relying party has not verified the certificate's trust chain;

5) The relying party has not verified whether the certificate has been revoked by
querying the CRL or OCSP.

9.10 BAMHEAPR 5 %% 1F Term and Termination
9.10.1 BRXEARR Term

7K CP/CPS TE A BEAS AT IETNAER, E—hRRAHY CP/CPS REBf 53,

This CP/CPS comes into effect at 0:00 on the effective date, and the previous version
of CP/CPS becomes invalid at the same time.

9.10.2 #%1F Termination

CA BN IEA CP/CPS (R1E1THR) . A CP/CPS £ T~ —HhRZA CP/CPS
A2 B CA YL (B FINEIRS B R
The CA has the right to terminate this CP/CPS (including amendments). This CP/CPS

expires on the date the next version of CP/CPS becomes effective or when the CA
terminates the electronic certification service.

9.10.3 S I By 1F 51K B8 Effect of Termination and Survival

K CP/CPS &1t f5, HiJ1BREAZ1E, CP/CPS RHESAB R A LR EA .
E3tEIFT AR AEREEES. CP/CPS & A REHNMER BB ETIA
BW., CP/CPS H5 R HEIT. RBELR. BRARIP. MMEENEFEHREE N,

After the termination of this CP/CPS, its effect will be terminated at the same time,
and the content in the CP/CPS will be considered invalid. However, for the legal facts
that occurred before the date of termination, the provisions and the exemption
obligations of each party in the CP/CPS are still valid. The audit, confidential
information, privacy protection, and intellectual property rights involved in the
CP/CPS continue to be valid.
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911 WHEEZWNAN5)1EE 5 538 Individual Notices and

Communications with Participants
SE5FEMBH—L T A CP/CPS HIERMAK, TNBLRIEHKR CAHL
.,

Participants who need to know more about the terms mentioned in this CP/CPS can
contact the CA by phone.

A CP/CPS & 1EJE, CAHMBH BRI E XFEBANSSAYEHET
IEEEIHNBXRETT.

After the termination of this CP/CPS, the CA will notify the parties involved in the
CA's electronic certification activities regarding the invalidation of the documents.

9.12 1%17 Amendments
9.12.1 ¥&1T#2 % Procedure for Amendment

Z CAHMREREEEZRSRIN, CP/CPS FENAFGEEVHEE—X
X CP/CPS, HREMNEEZEAEINMAMETERTNERKBXEFRAE, FR
HFFE CPEX, FFENEARMELGRIEEE.

Authorized by the CA's Security Policy Administration Committee, the CP/CPS
writing team reviews this CP/CPS at least once a year to ensure that: it complies with
national laws and regulations and the requirements of the competent authorities and
relevant international standards; and it meets the CP requirements and the practice
needs of the certification.

A CP/CPS 91T EE#, H CP/CPS BE/NAIEHEITIRE, & CAHE
TEERBREEERSHAES, B CP/CPS RE/NAMTHAEIT, BiTEWN
CP/ICPS EZ CAYNMEZERBEEZASHMERERFTINEA I A MG

(http://www.bjca.cn) IE X9 & 7 o

For amending and updating this CP/CPS, the CP/CPS writing team shall submit an
amendment report and organize the amendment with the consent of the CA's Security
Policy Administration Committee. The amended CP/CPS will be officially published
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on the website of BJCA (http://www.bjca.cn) after being approved by the CA's
Security Policy Administration Committee.

GEFRREEANB FINMEL FZSHN) K27 /=48 AR A= H o

Certificate Policy and Certification Practice Statement will be subject to strict version
control.

9.12.2 B4 # FIHABR Notification Mechanism and Period

1T 89 CP/CPS {4t IS5 7E CA MM AYE W http://www.bjca.cn F &%,

NTHREBRISE MG F4. EEFHTNBAMNEN, CAVMBESENN
BIRBAAXETT, ENNERRIERXTZINE RN WEBITELXTN
7 ATHERR, ITAXERIBNEIEBNREE, BHRAARRZET.

The amended CP/CPS will be published on the CA's official website
http://www.bjca.cn after approval. For amendments that require notification by
e-mails, letters, media, etc., the CA will notify the parties within a reasonable time,
and the reasonable time shall ensure that the parties concerned are least affected. If

within 7 working days after the amendment, the subscriber does not apply for the
revocation of its certificate, it will be deemed to agree to the amendment.

9.12.3 &R SN Y& FE Circumstances Under Which CPS

Must Be Changed

1) A CP/CPS FHXAREEENERENS I IMEAR—E, CA VIEIELL
& A CP/CPS IR A,

2) EREEIRIINTA CP/CPS HAFHMNE NS AR EKR,;

3) AN CP/CPS fIRFIALN. RIEMIEXRKAREZNEEHE CA VIMEB FINEL
FHEKX,

4) 7K CP/CPS HiHXH A5 CA/Browser ILIn R # &AM AIAEKISE. WebTrust
Xf CA FIMNAR—%, CAHI9KHELL I8 CP/CPS XN A

1) The relevant content in this CP/CPS is inconsistent with the laws, regulations or
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departmental rules of the jurisdiction, and the CA will modify the relevant content in
this CP/CPS accordingly;

2) The national regulatory authorities have a clear request of change or adjustment for
this CP/CPS;

3) The rules, procedures and related technologies described in this CP/CPS no longer
meet the requirements of the CA's electronic certification business;

4) The relevant content in this CP/CPS is inconsistent with the latest specifications of
the CA/Browser Forum and the rules of WebTrust for CA. The CA will modify the
relevant content in this CP/CPS accordingly.

9.13 i 4bIE Dispute Resolution Provisions
CAWME. IEBITF. BT EFLAER FNEESF = EF NN, NESF
WHEEZ R 3 MA@ CAVIMREENAIEERIFBINBEXRETT, FIWHER
AT THRE:
1) 1RIEA CP/CPS KABXEBAEMMAE, PHIRET,
2) H CAMMIEXEIT AR S HIEANAE,
3) & CAYLMIMARE, FBHAEEEBITHITIOR,
4) RS CA MIMESUEMAMEELA CP/CPS Frid R A E[ I, FiIUWAXT
DU S WR AL R MR ZE RS

Disputes arising from electronic certification activities by entities such as CAs,
certificate subscribers and relying parties shall file a dispute resolution request with
the CA within 3 months from the time of the dispute and notify the relevant parties.
The dispute resolution can be implemented in the following steps:

1) According to the provisions of this CP/CPS and relevant laws and regulations, the
responsible party is clearly defined;

2) The relevant departments of the CA are responsible for coordinating with the
applicant;

3) If the coordination of the CA fails, the relevant legal department will make a ruling;

4) For any dispute with the CA or the RA regarding this CP/CPS, the parties to the
dispute may only submit the dispute to the Beijing Arbitration Commission for
arbitration.
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9.14 E#E7%fE Governing Law

CA #1489 CP/CPS XEIRE M A (FEARLAMERZEHE) . (FEA
RAMEETERZE) M (EFINMERSEEINE) RAEXEEREANE. K
CP/CPS REINF S LRIERZEMF AR H T IMITIE R A HEAL, CA HIARET 1L
FRRBATIEV], T EMRERENNE.

The CP/CPS of CA is subject to Civil Code of the People's Republic of China,
Electronic Signature Law of the People's Republic of China and Measures for the
Administration of Electronic Certification Service and relevant laws and regulations.
If a clause in this CP/CPS conflicts with the provisions of the above-mentioned laws

and regulations or its enforceability, the CA will amend the clause to comply with
relevant laws and regulations.

9.15 5EBZXENTE M Compliance with Applicable Law
T CAHMENERIT A KBTI FLAE T EEUR AL EA CAM
MIER, A& CP/CPS B9 1T. MRAMREFANMERFEARLMEZEMN
Eo 1ETS CAHMSERBOEMANMEEA CP/CPS Frid R ARSI, HIRIEN
R NRHAMEER.
The implementation, interpretation and procedural validity of this CP/CPS shall be
governed by the laws of the People's Republic of China, regardless of where the CA's
certificate subscribers, relying parties and other entities reside and where they use the

CA's certificate. Any dispute with the CA or the authorized RA regarding this CP/CPS
shall be resolved in accordance with the laws of the People's Republic of China.

9.16 —H%% =k Miscellaneous Provisions
9.16.1 5T &MY Entire Agreement

CAHLH) CP/CPS TEM X LM BIE: . BR. THRNR I HD.
KXTHEFMEARABRELENERAE, B2 BHE L2 . & CP/CPS
BRREE AN E NN, HE AN BES O LETE. ATEDCERE

# CA M99 E 77 M5 i U E RN 5T .
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The complete document structure of CA's CP/CPS includes 3 parts: title, contents and
body content. The modified alternatives to the contents and body content will
completely replace all previous Sections. This CP/CPS will replace all previous or
contemporaneous written or oral interpretations of the same subject. This complete
agreement will be published on the official website of the CA for query and browsing.

9.16.2 %1t Assignment

CANIAMFERS, RIEA CP/CPS R AN AL TTMNA XS, &7
HEATERBEEEANBRMEL TN 5 XSHIL RILT AR ENAR
TN T3 B — T ARG S R ENER.

The CA declares that, according to the rights and obligations of the parties to the
certification entity detailed in this CP/CPS, the parties may assign the rights and
obligations in accordance with the relevant provisions of laws and regulations. This
assignment does not affect the assignor’s renewal of any debts and liabilities of the
other party.

9.16.3 7> & Severability

ZK CP/CPS AN AT 5 CA WA TE BB A A AN & £
R HEATIHERRBFNITAR, CANMETUNERESENRE TEITIX

K, EEBGHH, HRMBAAZEM, CATIPKELETREEITHRA.

When any clause or application of this CP/CPS is determined to be invalid or
non-executive due to conflicts with the laws and regulations of the jurisdiction in
which the CA is located, the CA may amend the clause to the extent necessary to
continue to be effective, with the rest unaffected, the CA will disclose the amended
content in this Section.

ARBEITEERERIER 28, CAVMEE LXEIHE questions@
cabforum.org, @Z%1 CA/Browser itz CP/CPS HEEITHELE, HHAIAEBH

%k BN FLER S A /A HAY KT R https://cabforum.org/pipermail/public/.

Before issuing a certificate based on the amended request, the CA will send an email
to questions@caforum.org, notify the CA/Browser Forum CP/CPS of the amended
information, and confirm that it has been posted to the public mailing list and public
file list https:/ /cabforum.org/pipermail/public/.
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ESREARABIER, = CA/Browser BRI EREIEN, £ CAVIMBENGTS

CA/Browser 1z #9 Baseline Requirements X AEE K, NIARZT F{EEXF CA
WAV SERENAEEAFER. EAX W SBRERHTHEXIEE, X CANMY
F9 CP/CPS E981T, RK.I1a CA/Browser it izAIBAIEE 90 KASERK .

If the law no longer applies, or the requirements of the CA/Browser Forum are
modified to make the CA conform to both the Baseline Requirements and legal
requirements of the CA/Browser Forum, any adjustments to the business operations of
the CA in this Section will no longer apply. The above-mentioned related adjustments

to the business operations, the amendment of the CA's CP/CPS, and the notification to
the CA/Browser Forum will be completed within 90 days.

9.16.4 58 %l#1 1T Enforcement

CANMFERR, HITAIEB. METTEFSLERIIT CAHIHAY CP/CPS R
ME, PHIAAZERERANITIZIS H A E -
The CA declares that if the entity such as the subscriber certificate or relying party

fails to implement a provision in the CP/CPS of the CA, it is not considered that the
entity will not implement the or other provisions in the future.

9.16.5 NTJ #7177 Force Majeure

CAHMAXE S, TiEs. BRARE. FERMERKF. FEL. BN
HER IR G TEEBFARTIMANEFTERA CP/CPS BB RFTIEME
K. IR TEBITNR.

The CA shall not be liable for violations, delays or failure to perform the warranty
obligations of this CP/CPS due to force majeure events such as wars, terrorist

activities, natural disasters, infectious diseases, strikes, breakdown of Internet or other
infrastructure.

90.17 HHEx Other Provisions
CA HH9%F A CP/CPS EA R A& MBEN,

The CA reserves the right to the final interpretation of this CP/CPS.
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