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Statements
This CPS fully or partially supports the following standards:

RFC3647: Internet X.509 Public Key Infrastructure - Certificate Policy and
Certification Practices Framework

RFC6960: Internet X.509 Public Key Infrastructure - Online Certificate Status
Protocol - OCSP

ITU-T X.509 V3 (1997): Information Technology - Open System Interconnection -
Catalog: Certification Framework

RFC5280: Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile

CA/Browser Forum BR-v2.1.9: CA/Browser Forum Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates

CA/Browser Forum EV Guidelines-v2.0.1: CA/Browser Forum Guidelines For The
Issuance And Management Of Extended Validation Certificates

CA/Browser Forum Code Signing BR-v3.10.0: CA/Browser Forum Baseline

Requirements for the Issuance and Management of Publicly-Trusted Code Signing
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Certificates

A CPS B #IR R AR MY R IT AT, BRI PHEIR &£ www.bjca.cn

M3k &% WebTrust 4835 M uf #7470 .

This CPS has been submitted to an independent auditor for assessment. The audit
report will be published on website “www.bjca.cn” and repository hosting WebTrust
reports.

ARXHEERBVFEREFINERBD B R A S ME . REBEIRN, AXH
FEAENXF . BRAFUEEARER#ITHRME AR
All copyrights in this document belong to Beijing Certificate Authority Co., Ltd. All

texts and diagrams in this document shall not be copied and published in any form
without written authorization.
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1. ¥EFEMEH A Introduction

1.1853AK Overview

1.1.1 /A=) fa 41 Company Profile

IEREEFZINER D BR/AS (Beijing Certificate Authority Co.,Ltd., f&#RBICA
HBMFIANE") F2001F 2B FRZE, 2RE. 2ENBEFINMERSYIME,
EEMRBPEARLNETWHESAIBMA B FINERS TR RO L
FALSN ., HFINELATER (REARKEMERFERZE)Y . (EFINER

Q

SFEEIME) NERMBEXEENE, MAFRBEFEERIE. K. 74,

S

i

Eif. KIEFRS, HFRBEMUPKEAR, HFIEBNARRIRONEARER
RITR, ABRTHES. BTHS. DU EEMNERE. TENEERE. 2019
F, BHFNERSEF L EWebTrustE iR 2 £ FRITINELE, FENEFRRE
HHIZEEEMARSZAKFE, AAFREERUHEFINERS

Since February 2001, Beijing Certificate Authority Co., Ltd. (referred to as “BJCA”,
or “#¥4 1\ E”) has started operation as an authoritative and impartial certification
authority and is one of industry leaders to be licensed as an electronic certification
service provider by the Ministry of Industry and Information Technology of the
People's Republic of China. Complying with the requirements and relevant
regulations of Electronic Signature Law of the People's Republic of China and
Measures for the Administration of Electronic Certification Services, BICA provides
users with digital certificate application, issuance, filing, inquiry, abolition and other
services, and through the application security solutions with PKI technology and
digital certificate application technology as the core, it builds a secure and reliable
environment for e-government, e-commerce and enterprise informatization. In 2019,
BJCA began to implement enhancements in the control environment for compliance
with WebTrust Principles and Criteria for Certification Authorities. We aim to provide
users with global electronic certification services characterized by internationally
standardized operation management and service levels.
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1.1.2 8BFIAUE M 553N Certification Practice Statement

REFINEL SN BHEFIMNEASRBHREARLNE T L AESLE
(EFINERSEEINE) ER, iR CEFIMELSHNISEGRTT)) HE

This CPS is created by BJCA in accordance with the requirements of Measures for the
Administration of Electronic Certification Services and Standards for Electronic
Certification Practice Statement (Trial) issued by the Ministry of Industry and
Information Technology of the People's Republic of China.

AR FINEW FHNE AT EHFINEA S EIKIMEAE R Root CA. F1K
CA, ARSI, IEBRIBFA. TR T ELE, TERMNEME DV
SSL £ERARSAFILH . IV SSL £FRARSAFILH . OV SSL £IRPRSFARIEH . EV SSL
SIRBE/EP. TBERLEZIER. EVABEZIER. XHERIES.
BOEBHEXMNEERETIRE, 55729 B IEBHITARE FNELSE
MW ERFR, FAREBEARNTENNS.
This CPS applies to BJCA's global certification system Root CA, subordinate CA,
and entities including Registration Authorities (RAs), certificate applicants,
subscribers and relying parties, covering specific operations and procedures related to
the issuance and management of DV SSL Global Server Certificate, IV SSL Global
Server Certificate, OV SSL Global Server Certificate, EV SSL Global Server
Certificate, General Code Signing Certificate, EV Code Signing Certificate,
Document Signing Certificate and Timestamp Certificate. Each participant shall fully

understand and implement the terms and conditions set forth in this CPS and bear the
corresponding responsibilities and obligations.

HFINIEA S B IEEBR CA/Browser 23z &k f Y {Baseline Requirements for
the Issuance and Management of Publicly-Trusted Certificates) (& #Rr“Baseline
Requirements”) . {Network and Certificate System Security Requirements) (]
FRNCSSR”) . { Guidelines For The Issuance And Management Of Extended
Validation Certificates) (f&#R‘EV Guidelines”) . {Baseline Requirements for the

Issuance and Management of Publicly-Trusted Code Signing Certificates) (f&#K

18
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“Code Signing Baseline Requirements”) X % { Adobe Approved Trust List
Technical Requirements)  (fGFR"AATL Technical Requirements”) B #TERAER,
EHEFHENBER, FRSERBERAHIRABITAR FANEL SN, 20
RAREFINE S NFEFR CA/Browser Wiz & i AHE < HSE R E R B A~ —

7T, WIXEFR CA/Browser IRIE R A AMSE N A,

BJCA follows the requirements of the latest versions of Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates ("Baseline Requirements"
for short), Network and Certificate System Security Requirements ("NCSSR" for
short), Guidelines For The Issuance And Management Of Extended Validation
Certificates ("EV Guidelines" for short), Baseline Requirements for the Issuance and
Management of Publicly-Trusted Code Signing Certificates ("Code Signing Baseline
Requirements" for short) issued by the International CA/Browser Forum and Adobe
Approved Trust List Technical Requirements ("AATL Technical Requirements" for
short), regularly review  the updates and will continue to revise this CPS in
accordance with the newly published versions. If there is any inconsistency between
the terms of this CPS and the relevant specifications issued by the international
CA/Browser forum, the specifications officially issued by the international

CA/Browser forum shall prevail.

1.1.3 WEBIE R ZEH Certificate System Architecture

AREFINEN SN FIERIERE 6 MRIEFR, 435124 BICA Global Root
CALiE$ (RSA) . BICA Global Root CA2 jiIE# (ECC) . BICA Global Root CA3
UEF (RSA) . BICA Global Root CA5 G2 IiE$ (RSA) . BICA Global Root CA6 G2
IEF (RSA) . BICA Global Root CA7 G2 iE (RSA) . /MR CA TIRAFZR CA
FRITFIES.

The certificate system in this CPS has six Root CA Certificates, namely BJCA Global
Root CAL certificate (RSA), BJCA Global Root CA2 certificate (ECC), BJICA Global

Root CA3 certificate (RSA), BJCA Global Root CAS5 G2 certificate (RSA), BICA

Global Root CA6 G2 certificate (RSA) and BJCA Global Root CA7 G2 certificate
19



@ BEENE

HF IEA 7] A ERIER 28 L7 DA EME 55 )

(RSA). Each Root CA Certificate has a Subordinate CA Certificate issuing subscriber

certificates.

1) BICA Global Root CA1 (RSA)

HRIEH FRERIEF TTFIEHKE
Root CA Subordinate CA Entity Certificate Types
BICAEV SSL CALl EV SSL
BJCA OV SSL CA1l OV SSL
BICA IV SSL CA1 IV SSL
BICA DV SSL CA1 DV SSL
BJCA Global Root CA1 BICAEV SSL CA1 G2 EV SSL
BJCA OV SSL CA1 G2 OV SSL
BICATV SSL CA1 G2 IV SSL
BICA DV SSL CA1 G2 DV SSL
BICA TimeStamp CA1 OV TimeStamp

BJCA Global Root CA1 IEB M BRI E R RSA, REEFKE 4 4096-bit, T

B9 CAIER, HAf:

KB E A RSA 2048-bit B9 EV SSL £ EKAR G 22IE T+

ZEAKCE 4 2048-bit, %

(3) BICAIVSSLCAL, ZEHKE A 2048-bit,

IV SSL £EkR S =1L,

$AKE 4 RSA 2048-bit A9 DV SSL £EK AR S #3IEH;

ZEAKCE 4 4096-bit, %

(6) BICA OV SSL CAl G2, #4AKE A 4096-bit,

79 OV SSL £ 3KARS23IE B,

(1) BICAEV SSL CAl, ZEKE N 2048-bit, &F

(2) BICA OV SSL CA1,

%% 4K E A RSA 2048-bit £ OV SSL £ERARSS2IEF;
R EPKE A RSA 2048-bit £
(4) BICADV SSLCAL, ZAKE N 2048-bit, FE®
(5) BICAEV SSL CAl G2,
%% BEAKE N RSA 2048-bit B EV SSL £IRIRSSEH;
TR EPKE B RSA 2048-bit

(7) BICAIVSSL CALl G2, Z$AKE A 4096-bit,

%% 2K E B RSA 2048-bit B9 IV SSL £ ERIREZ-221EF; (8) BICA DV SSL CA1

G2, Z$AKE 4 4096-bit,

IEF;  (9) BICATimeStamp CAl, Z4AKE A 2048-bit,

&% 4R K B S RSA 2048-bit Y DV SSL ©BRAR S22

20
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2048-bit FYBTEIBIE P .

The cryptographic algorithm of the BICA Global Root CAl certificate is RSA with
the root key size being 4096-bit, and there are 9 subordinate CA certificates, among
which: (1) BJCA EV SSL CAl, the key size being 2048-bit, issuing EV SSL Global
Server Certificates with the key size being RSA 2048-bit; (2) BICA OV SSL CAl, the
key size being 2048-bit, issuing OV SSL Global Server Certificates with the key size
being RSA 2048-bit; (3) BICA IV SSL CAl, the key size being 2048-bit, issuing IV
SSL Global Server Certificates with the key size being RSA 2048-bit; (4) BICA DV
SSL CAl, the key size being 2048-bit, issuing DV SSL Global Server Certificates
with the key size being RSA 2048-bit; (5) BICA EV SSL CA1 G2, the key size being
4096-bit, issuing EV SSL Global Server Certificates with the key size being RSA
2048-bit; (6) BJCA OV SSL CA1 G2, the key size being 4096-bit, issuing OV SSL
Global Server Certificates with the key size being RSA 2048-bit; (7) BICA IV SSL
CA1 G2, the key size being 4096-bit, issuing IV SSL Global Server Certificates with
the key size being RSA 2048-bit; (8) BJCA DV SSL CAl G2, the key size being
4096-bit, issuing DV SSL Global Server Certificates with the key size being RSA
2048-bit; (9) BJCA TimeStamp CAl, the key size being 2048-bit, issuing Timestamp
Certificates with the key size being RSA 2048-bit.

BJCA Global Root CAL RIEPIT 2044 &£ 12 A 12 HEHA,
The BJCA Global Root CA1 Root Certificate will expire on December 12, 2044.
BJCA EV SSL CA1 iEHI57E 2034 4£ 12 B 15 HEIHF, 20254F 6 B 15 Hik,

BAHEEMAIZ CAIEBERIT AIEHS.

The BJCA EV SSL CAL certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BJCA OV SSL CA1 JEBIE7E 2034 £ 12 B 15 B EA, 2025 6 A 15 Hik,

BAFEMIZ CAIEBERITFIES.

The BJCA OV SSL CAI certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BJCA IV SSL CA1 iFH¥E7 2034 4£ 12 B 15 HEIHA, 20254 6 B 15 HiE,

BAHEEMAIZ CAIEBERIT AIEHR.

The BJCA IV SSL CAl certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.
BICA DV SSL CA1 iEH¥7 2034 £F 12 B 15 HEIHA, 20254 6 A 15 HiE,
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BAHEEMAZ CAIEBERIT AIEHR.

The BIJCA DV SSL CA1 certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BJCA EV SSL CA1 G2 iEBIFTE 2040 £ 5 B 25 HEIHA, 2037 £ 5 H 25 H

£, BABFERIZ CAIEBELITAIES.

The BJCA EV SSL CAl G2 certificate will expire on May 25, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 25, 2037.

BJCA OV SSL CA1 G2 JEBITE 2040 FE 5 B 25 HEIH, 203758 25 H

£, BABFERIZ CAIEBERITFIER.

The BIJCA OV SSL CAl G2 certificate will expire on May 25, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 25, 2037.

BJCA IV SSL CA1 G2 iE K 7E 2040 £ 5 B 25 HEIHF, 2037 £ 5 B 25 HiE,

BAFEMZ CAIEBERITFIES.

The BJCA IV SSL CA1l G2 certificate will expire on May 25, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 25, 2037.

BJCA DV SSL CA1 G2 JEHIEF 2040 £ 5 B 25 HEIHA, 2037 FE5 8 25 H

£, BABFERIZ CAIEBERITFIER.

The BICA DV SSL CAl G2 certificate will expire on May 25, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 25, 2037.

BJCA TimeStamp CA1 JEB37 2034 /£ 12 B 15 HEIHA, 20314 12 B 15

BiE, BABERZ CAIEREZLITFAIESR.,

The BJCA TimeStamp CA1 certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from December 15, 2031.

2) BJCA Global Root CA2 (ECC)

RIEH FERIEH TTAIEHEE
Root CA Subordinate CA Entity Certificate Types
BJCA EV SSL CA2 EV SSL
BICA Global Root CA2
BJCA OV SSL CA2 OV SSL

22




:F Y e -
@ S AE B I 7 2 BRUGE K 2 M Tl 30

BJCATV SSL CA2 IV SSL
BICA DV SSL CA2 DV SSL
BJCAEV SSL CA2 G2 EV SSL
BJCA OV SSL CA2 G2 OV SSL
BICA IV SSL CA2 G2 IV SSL
BJCADV SSL CA2 G2 DV SSL

BJCA Global Root CA2 IE B ZIBE L A ECC, REAKEH 384-bit, T
% 8 N CAER, Heh: (1) BICAEVSSLCA2, ZIBKEH 256-bit, &
R BZ5AKE B ECC 256-bit B EV SSL £FRARS2HEH; (2) BICA OV SSL CA2,
ZEAK A 256-bit, BRBEAKE A ECC 256-bit Y OV SSL £ERARERSIET
(3) BICAIVSSLCA2, Z5AKE A 256-bit, Tk HEAKE A ECC 256-bit £ IV
SSL &IRPRSASIEH; (4) BICADV SSL CA2, ZEAKE N 256-bit, FRHZ4
K E A ECC 256-bit #y DV SSL £EkfRE=81UEH; (5) BICAEV SSLCA2G2, %
SR T 2 256-bit, %L B4R E B ECC 256-bit A9 EV SSL £IRARE2EH; (6)
BICA OV SSL CA2 G2, Z5AKE h 256-bit, Fk HEEAKE A ECC 256-bit A OV
SSL &IRBRSGASIE; (7) BICA IV SSLCA2 G2, BEAKE N 256-bit, KL
$AHCE 4 ECC 256-bit f9 IV SSL £IKARF=FIEF, (8) BICA DV SSL CA2 G2,

TR E B 256-bit, & ZH4AKE X ECC 256-bit f§ DV SSL ©ERIRESRIEH.

The cryptographic algorithm of the BICA Global Root CA2 certificate is ECC with
the root key size being 384-bit, and there are 4 subordinate CA certificates, among
which: (1) BJCA EV SSL CA2, the key size being 256-bit, issuing EV SSL Global
Server Certificates with the key size being ECC 256-bit; (2) BICA OV SSL CA2, the
key size being 256-bit, issuing OV SSL Global Server Certificates with the key size
being ECC 256-bit; (3) BICA IV SSL CA2, the key size being 256-bit, issuing IV
SSL Global Server Certificates with the key size being ECC 256-bit; (4) BICA DV
SSL CA2, the key size being 256-bit, issuing DV SSL Global Server Certificates with
the key size being ECC 256-bit; (5) BJCA EV SSL CA2 G2, the key size being
256-bit, issuing EV SSL Global Server Certificates with the key size being ECC
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256-bit; (6) BJCA OV SSL CA2 G2, the key size being 256-bit, issuing OV SSL
Global Server Certificates with the key size being ECC 256-bit; (7) BJCA IV SSL
CA2 G2, the key size being 256-bit, issuing IV SSL Global Server Certificates with
the key size being ECC 256-bit; (8) BICA DV SSL CA2 G2, the key size being
256-bit, issuing DV SSL Global Server Certificates with the key size being ECC
256-bit.

BJCA Global Root CA2 RIEPIT 2044 £ 12 A 12 HEHA,
The BJCA Global Root CA2 Root Certificate will expire on December 12, 2044.
BJCA EV SSL CA2 iEHI57E 2034 ££ 12 B 15 HEIHF, 2025 4F 6 B 15 Hik,

BAHEEMAIZ CAIEBERIT AIES.

The BJCA EV SSL CA2 certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BJCA OV SSL CA2 JEBIE7E 2034 F£ 12 B 15 B EA, 2025 £ 6 A 15 Hik,

BAFEMZ CAIEBERITAIES.

The BICA OV SSL CA2 certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BJCA IV SSL CA2 iF B4 2034 4£ 12 B 15 HEIHA, 20254 6 B 15 HiE,

BAHEEMAIZ CAIEBERIT AIES.

The BJCA IV SSL CA2 certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BJCA DV SSL CA2 iFF¥ 7 2034 4£ 12 B 15 HEHA, 2025 £ 6 B 15 Hik,

BAFEMIZ CAIEBERITAIES.

The BICA DV SSL CA2 certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from June 15, 2025.

BJCA EV SSL CA2 G2 iEHIE1E 2040 £ 5 B 24 HEIH, 2037 FE 5 H 24 H

£, BABFERIZ CAIEBERITFIER.

The BJCA EV SSL CA2 G2 certificate will expire on May 24, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 24, 2037.
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BJCA OV SSL CA2 G2 IEPBH§7E 2040 5 5 B 24 HE|HA, 2037 F5H 24 H

£, BABFERIZ CAIEBERITAIER.

The BICA OV SSL CA2 G2 certificate will expire on May 24, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 24, 2037.

BJCA IV SSL CA2 G2 iE K 7E 2040 £ 5 B 24 HEIHF, 2037 £ 5 B 24 HiE,

BAFEMZ CAIEBERITFIES.

The BJCA IV SSL CA2 G2 certificate will expire on May 24, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 24, 2037.

BJCA DV SSL CA2 G2 JEHIE7E 2040 &£ 5 B 24 HEER, 2037 &5 8 24 H

£, BABFERIZ CAIEBERITFIER.

The BICA DV SSL CA2 G2 certificate will expire on May 24, 2040, and the CA

certificate will not be used to issue subscriber certificates from May 24, 2037.

3) BICA Global Root CA3 (RSA)

HRIEH FERIEF TTFIEHKE
Root CA Subordinate CA Entity Certificate Types
BICA DocSign CA3 IV/OV DocSign
BICA Global Root CA3
BJCA TimeStamp CA3 OV TimeStamp

BJCA Global Root CA3 iEBRIZFRLE L A RSA, RZFAKE A 4096-bit, T
R 2 ADH% CAEFR, Hi: (1) BICA DocSign CA3, B4EAKE H 2048-bit,

b o

$AE A RSA 2048-bit FYXHEZZIUER, (2) BICA TimeStamp CA3, %

$AKE A 4096-bit, A2 E A RSA 2048-bit AR [E)BRIEF .

The cryptographic algorithm of the BICA Global Root CA3 certificate is RSA with
the root key size being 4096-bit, and there is 2 subordinate CA certificate, among
which: (1) BJCA DocSign CA3, the key size being 2048-bit, issuing Document
Signing Certificates with the key size being RSA 2048-bit; (2) BJICA TimeStamp CA3,
the key size being 4096-bit, issuing Timestamp Certificates with the key size being
RSA 2048-bit.

BJCA Global Root CA3 #RIEH¥T 2044 &£ 12 B 12 BE|HA,
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The BJCA Global Root CA3 Root Certificate will expire on December 12, 2044.

BJCA DocSign CA3 JFH357 2034 £ 12 B 15 HE|HA, 2031 % 12 B 15 H

£, BABFERIZ CAIEBELITAIES.

The BJCA DocSign CA3 certificate will expire on December 15, 2034, and the CA

certificate will not be used to issue subscriber certificates from December 15, 2031.

BJCA TimeStamp CA3 IEHBIG7E 2038 £9 B 1 HEIHA, 2035 £ 9 B 1 HiEL,

BAHEEMAIZ CAIEBERIT AIEH.

The BJCA TimeStamp CA3 certificate will expire on September 1, 2038, and the CA

certificate will not be used to issue subscriber certificates from September 1, 2035.

4) BIJCA Global Root CA5 G2 (RSA)

HRIUEH FRERIEF TTFIEHKE
Root CA Subordinate CA Entity Certificate Types
BICA Code Signing CA5 G2 IV/OV Code Signing
BICA Global Root CA5 G2
BJCA EV Code Signing CAS G2 EV Code Signing

BJCA Global Root CA5 G2 IE BHIZBRGE XA RSA, 1REFAKE A 4096-bit,
Ti& 2 MR CAJEH, HA: (1) BICA Code Signing CA5 G2, ZAKEH
4096-bit, Ak Z4AKE A RSA 3072-bit FIRRABZERIEFH; (2) BICAEV Code
Signing CA5 G2, B4AKE 4 4096-bit, FAHEAKE A RSA 3072-bit A9 EV ££

WERILS.

The cryptographic algorithm of the BJCA Global Root CAS5 G2 certificate is RSA
with the root key size being 4096-bit, and there is 2 subordinate CA certificate, among
which: (1) BJCA Code Signing CA5 G2, the key size being 4096-bit, issuing Code
Signing Certificates with the key size being RSA 3072-bit; (2) BJCA EV Code
Signing CA5 G2, the key size being 4096-bit, issuing EV Code Signing Certificates
with the key size being RSA 3072-bit.

BICA Global Root CA5 G2 fRIEB¥F 2039 £ 7 A 8 HE|H.
The BJCA Global Root CAS G2 Root Certificate will expire on July 8, 2039.

BJCA Code Signing CA5 G2 IEH457E 2038 ££ 7 B 8 BEIHA, 20354 7 B 8
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The BJCA Code Signing CAS5 G2 certificate will expire on July 8, 2038, and the CA

certificate will not be used to issue subscriber certificates from July 8, 2035.

BT AE L 7] R BRAE A F 7 DA S5 A

BJCA EV Code Signing CA5 G2 IE 7 2038 &£ 7 B 8 HEHA, 2035 F 7

B8 HE BABEMIZ CAIERZELRITFIES.

The BJCA EV Code Signing CAS5 G2 certificate will expire on July 8, 2038, and the

CA certificate will not be used to issue subscriber certificates from July 8, 2035.

5) BJCA Global Root CA6 G2 (RSA)

RIEH FERIEH TTPIEBER
Root CA Subordinate CA Entity Certificate Types
BJCA Global Root CA6 G2 | BJCA TimeStamp CA6 G2 OV TimeStamp

BJCA Global Root CA6 G2 IEHBHIZRLE LA RSA, REFAKE A 4096-bit,
Ti% 1 4 HRZR CAEF: BICA TimeStamp CA6 G2, A E 4 4096-bit, Xk

B4R E 5 RSA 3072-bit BT a1 BIF R .

The cryptographic algorithm of the BJCA Global Root CA6 G2 certificate is RSA
with the root key size being 4096-bit, and there is 1 subordinate CA certificate: BJCA
TimeStamp CA6 G2, the key size being 4096-bit, issuing Timestamp Certificates with
the key size being RSA 3072-bit.

BICA Global Root CA6 G2 fRIEBHT 2049 £ 7 A 5 HEH.
The BJCA Global Root CA6 G2 Root Certificate will expire on July 5, 2049.

BJCA TimeStamp CA6 G2 IE BT 2039 £ 7 B 8 HEIH, 2036 FE 7 A 8

Big, BABERZ CAIERZELRITAIESR.,

The BJCA TimeStamp CA6 G2 certificate will expire on July 8, 2039, and the CA

certificate will not be used to issue subscriber certificates from July 8, 2036.

6) BJCA Global Root CA7 G2 (RSA)

RIEH FERIEH TTPIEBER
Root CA Subordinate CA Entity Certificate Types
BJCA Global Root CA7 G2 | BICA Code Signing CA7 G2 IV/OV Code Signing
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BICA EV Code Signing CA7 G2 EV Code Signing

BJCA Global Root CA7 G2 IE BHIZBASE XA RSA, 1REFAKE A 4096-bit,
Ti& 2 MR CAJFEH, HAF: (1) BICA Code Signing CA7 G2, ZBAKEH
4096-bit, HAXZ4AKE A RSA 3072-bit FIRRABZERIEFH; (2) BICAEV Code
Signing CA7 G2, B4AKE 4 4096-bit, FAHEAKE A RSA 3072-bit A EV ££

WERILH.

The cryptographic algorithm of the BJCA Global Root CA7 G2 certificate is RSA
with the root key size being 4096-bit, and there is 2 subordinate CA certificate, among
which: (1) BJCA Code Signing CA7 G2, the key size being 4096-bit, issuing Code
Signing Certificates with the key size being RSA 3072-bit; (2) BJCA EV Code
Signing CA7 G2, the key size being 4096-bit, issuing EV Code Signing Certificates
with the key size being RSA 3072-bit.

BIJCA Global Root CA7 G2 #RIEHHT 2039 &£ 7 A 8 HE|H,
The BJCA Global Root CA7 G2 Root Certificate will expire on July 8, 2039.

BJCA Code Signing CA7 G2 iEH457E 2038 ££ 7 B 8 BEIHA, 20354 7 B 8

Big, BABERZ CAIERZELRITAIESR.,

The BJCA Code Signing CA7 G2 certificate will expire on July 8, 2038, and the CA

certificate will not be used to issue subscriber certificates from July 8, 2035.

BJCA EV Code Signing CA7 G2 iEHI57E 2038 £ 7 B 8 HE|HA, 2035 F 7

A8 BE, BABEMRZ CAIEBERITAILES.

The BJCA EV Code Signing CA7 G2 certificate will expire on July 8, 2038, and the

CA certificate will not be used to issue subscriber certificates from July 8, 2035.

1.2 X R ZFRE5#Rr1R Document Name and Identification
AXHEEFRE (EREFINEEDBRASEKINEEREB FIAEY S

Y (ATEFRAR CPS"s A (B FIMENSHMY ) .

The name of this document is Certification Practice Statement of Beijing Certificate
Authority Co., Ltd.'s Global Certification System (hereinafter referred to as "this

CPS" or this Certification Practice Statement).
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HFINEA S R ER OID JFMEREFEM T HNHTRFFRFF (OID) |

AR R EHIUES OID IR
EV SSL £ERARF 2B EX A OID 4 1.2.156.112562.2.2.11 % 2.23.140.1.1
(EV Guidelines E3R) ;
OV SSL £ FK AR &85 iF B9 OID H 1.2.156.112562.2.2.12 K 2.23.140.1.2.2
(Baseline Requirements &Z3K) ;
IV SSL ¢ Bk AR 55 22 iF B A9 OID 4 1.2.156.112562.2.2.13 & 2.23.140.1.2.3
(Baseline Requirements &Z3K) ;
DV SSL & 3K AR &5 28 IE B AY OID A 1.2.156.112562.2.2.14 & 2.23.140.1.2.1
(Baseline Requirements &Z3K) ;
EV R ZIEH A OID A 1.2.156.112562.2.2.15 K 2.23.140.1.3 (Code
Signing Baseline Requirements &3K) ;
OV REZE ZILH Y OID 24 1.2.156.112562.2.2.16 K 2.23.140.1.4.1 (Code
Signing Baseline Requirements &3K) ;
IV REZ%EZIEH A OID 24 1.2.156.112562.2.2.17 & 2.23.140.1.4.1 (Code
Signing Baseline Requirements &3K) ;
OV A% ZIEHE OID 24 1.2.156.112562.2.2.21;
IV XA ZIEHRE OID 40 1.2.156.112562.2.2.22;
A ) BOE B T X% 2 A9 OID Jh: 1.2.156.112562.2.2.23;
REBIEBATRIEEZN OID 4 1.2.156.112562.2.2.24 % 2.23.140.1.4.2
(Code Signing Baseline Requirements E3K)

BJCA has registered object identifiers (OID) with National OID Registration

Management Center and the certificate OIDs involved in this document are specified
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as follows:

The OID of the EV SSL Global Server Certificate 1s 1.2.156.112562.2.2.11 and
2.23.140.1.1 (as per EV Guidelines);

The OID of the OV SSL Global Server Certificate is 1.2.156.112562.2.2.12 and
2.23.140.1.2.2 (as per Baseline Requirements);

The OID of the IV SSL Global Server Certificate is 1.2.156.112562.2.2.13 and
2.23.140.1.2.3 (as per Baseline Requirements);

The OID of the DV SSL Global Server Certificate is 1.2.156.112562.2.2.14 and
2.23.140.1.2.1 (as per Baseline Requirements);

The OID of the EV Code Signing Certificate is 1.2.156.112562.2.2.15 and
2.23.140.1.3 (as per Code Signing Baseline Requirements);

The OID of the OV Code Signing Certificate is 1.2.156.112562.2.2.16 and
2.23.140.1.4.1 (as per Code Signing Baseline Requirements);

The OID of the IV Code Signing Certificate is 1.2.156.112562.2.2.17 and
2.23.140.1.4.1 (as per Code Signing Baseline Requirements);

The OID of the OV Document Signing Certificate is: 1.2.156.112562.2.2.21;
The OID of the IV Document Signing Certificate is: 1.2.156.112562.2.2.22;

The OID of the Timestamp Certificate for document signing is:
1.2.156.112562.2.2.23;

The OID of the Timestamp Certificate for code signing is: 1.2.156.112562.2.2.24 and
2.23.140.1.4.2 (as per Code Signing Baseline Requirements).

A CPS AR BB A, HERIXMRAS FIARABIAETE X, )
FRSCRRAS B
This document is the Chinese -English bilingual edition of BICA CPS. In case any

inconsistency or conflict between the Chinese and English versions, the Chinese
version shall prevail for all purposes.

1.3PKI &5 PKI Participants

1.3.1 BBFINIEARE#H149 Certification Authorities

BAMERSVMEXAAEE RFRIEBHLR. Hik. HIENEENN
BEIANAE, AMERTFRERNNETT EEMABFIER  RHEFIEBRIERS
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A certification authority is an authoritative body that is trusted by users and is
responsible for the creation, issuance, revocation and management of certificates. It
issues digital certificates and provides digital certificate verification services for all
parties involved in electronic transaction activities.

HFANLEABERRERIIMNE=TEFINERSYAE (FARCAE")

FE (PEARAHNERFEEE) . (BFIANERSEENE) FHE.
BJCA is a third-party certification authority ("CA" for short) established in
accordance with the law, and complies with Electronic Signature Law of the People's

Republic of China and Measures for the Administration of Electronic Certification
Services.

1.3.2 JE 4144 Registration Authorities

SEMAAGE A B FINMERSTMFRNEZIEN T B, BFIMERS (HIR:
RAR%Z) FHERAMZIES, HRIZIBPILPRHIE.
As a subordinate authority authorized by the certification authority, the RA includes

the RA system ("RA system" for short) and the local certificate receiving points,
responsible for receiving the certificate application.

HFINMERSIBR T RIE CAYIMMMAEI, KETIEE RAEMIME, £Z
FEE=TT1EE RA MG, FRANGVUEMAENHZA CA HH1E1E,

Besides acting as a CA, BJCA will also act as a RA and no third party will be
entrusted as the RA, i.e. the authorized RA shall be the CA.

1.3.3 7T Subscribers

TTRZMN CAHMBREFIEBEE, TUENA. IMEERE. ITHRE
FHRER CATMEITEAMURFHFILS, FRBENEBITANTE.
A subscriber is an entity that receives digital certificates from a CA and can be an
individual, an organization, or a device. A subscriber usually needs to contract with

the CA to obtain a digital certificate and assume responsibilities as a certificate
subscriber.
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1.3.4 fik# 75 Relying Parties

KBTI —AR—NAMER. FEAR CAVMERNERHEE, KRETTT
MZ. BT UARZ—MTF.

A relying party is an entity that uses and trusts the certificates issued by the CA for an
application. The relying party may or may not be a subscriber.

1.3.5 HAth£& 5 Other Participants

Hth55E450 CAIEBRFZERIRHEBRR SO EMELIE,

Other participants refer to other entities that provide related services for the CA

certificate service system.

1.44uEF N A Certificate Usage

1.4.1 EEMIEH N H Appropriate Certificate Uses

R CAYMELZNBFILBEANAELLERKL. BFTHS. BTHFR
PHBEFE, UZISMALE. BEFER. XBEENEFEN, RRGH
FREKMEESEENTENHNEEEMAELE. FENTERETRE M.

The digital certificates issued by the CA are appropriate for application in the fields of
enterprise informationization, e-government, e-commerce, public services, etc., in
order to achieve identity authentication, electronic signature, crucial data encryption,
etc., and also to ensure the identity legality and authenticity for both parties of Internet
information transmission, as well as the integrity and confidentiality of the
information.

K CAHMMEFIEBE S SSL £XKRFF/ILP. REEZRIEH. HEEIL
B, XEERILES, RAWT:

The digital certificates of this CA include SSL Global Server Certificates, Code
Signing Certificates, Timestamp Certificates and Document Signing Certificates,
specified as follows:

a. SSL £ERARS =L
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a. SSL Global Server Certificates

REAERIEPNRLER. £ HRNEARE, SSLLKRESFHIEREFE:
DV SSL £IRARF AL IV SSL 2FKPRSFFIEH. OV SSL 2IKARFFIEH. EV
SSL £IKARFSARIEH . DV SSL £IKIRSF=IEP R IEMub Z AN EHIN,
ARAEM GBI EENEZ S0, o URIEMSAE R M B PN 2 R &5 =8
Z BN ERESRENBERN, IVSSL £IRRESB/EBE IR PAMIEZE
ENMEHEZREN,. FHEHAEDAMBEEEENELSMEHEITRIE; OV SSL
LIRS FEBER T IIE WS Z AR B, o3 Mubis & B A
EXSO#TRIE, EVSSL £KREBH[IEBURELE EINIRHNSFHRIEE
KE—FY BREITERSSIEE, HBIERTERH S CA/Browser RIxHITTAIIGR
B 3B TERRAE(EV Guidelines)

Based on different security levels and authentication methods of the issued certificates,
the SSL Global Server Certificates include: DV SSL Global Server Certificates, IV
SSL Global Server Certificates, OV SSL Global Server Certificates and EV SSL
Global Server Certificates. The DV SSL Global Server Certificate only verifies the
ownership and control of the website domain name, and does not verify the true
identity of the website domain name owner, which can ensure the high-intensity
encrypted transmission of the website information from the user's browser to the
server; the IV SSL Global Server Certificate is specifically designed to verify the
ownership and control of website domain name and the true identity of the personal
website operator; in addition to verifying the ownership and control of website
domain name, the OV SSL Global Server Certificate also verifies the true identity of
the organization to which the website domain name belongs; the EV SSL Global
Server Certificate is an extended validation server certificate issued after more strict
verification, and its verification procedure conforms to the Extended Validation
standard (EV Guidelines) established by the CA/Browser Forum.

SSL = BKAR 55 2L B 2 A T3 UL L B A AR TR A9 M 45 E L BR 55 75 550 BB W
BWEENED, BNZRKIEBEATITFAX RS WEB IRERZBEILE

BE, SMBERESAERTARMRSHRZENMNE SR, BLEEBERESAHE.
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BEBENBEMERT. BFEE. BFES. UERUMEARREFENA

B, ABEMGEETEREEMMEEERS.

The SSL Global Server Certificate can be used to verify the identity of the network
host server or Internet domain name owner identified in the certificate, and
meanwhile, this kind of certificate can also be used to establish a secure channel
between the subscriber's browser and the WEB server to realize encrypted
transmission of data information between the client and the server so as to prevent
disclosure of data information. It is suitable for application in various fields such as
online banking, e-commerce, e-government, enterprise informationization, public
services, etc., and provides basic trust services for building trusted cyberspace.

b. RWBERILF

b. Code Signing Certificates

REAMERIEBHNLLEFR. £3H7RNEAE, REZZIEBEE: VKD
FTHIER. OVRBEZIUER. EVRBERZIER. IV RIEZZIUEFR T TE XM
FEENDPANELSMHITRIE, OVRBEBZERIEREIFHNFLE L ARED
VM ESSSHHTRIE, BV RBEZIEBUNELEFE NN S NRIEEE
EN—MY RIGIFRERBEZIES, HRIERERS CA/Browser 1RIzH|TTAYIG

0@ BY B IG UEFR A (Code Signing Baseline Requirements)

Based on different security levels and authentication methods of the issued certificates,
the Code Signing Certificates include: IV Code Signing Certificates, OV Code
Signing Certificates and EV Code Signing Certificates. The IV Code Signing
Certificate specifically verifies the true identity of the software developer; the OV
Code Signing Certificate specifically verifies the true identity of the organization that
develops and publishes the software; the EV Code Signing Certificate is an extended
validation Code Signing Certificate issued after more strict identity verification, and
its verification procedure conforms to the Extended Validation standard (Code

Signing Baseline Requirements) established by the CA/Browser Forum.
RAZRILH o BT RIDE R FARRR SRR E T HZ BTN S0, )Y

ERBETHNESR, MRPREBHOZEENZ SN,
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The Code Signing Certificates can be used to verify the identity of the software code
provider or publisher identified in the certificate, as well as the signature in the code
publish to protect the integrity and security of the code.

c. HEEILEP

c. Timestamp Certificates
R EBIEREHE: OV HEEIER.
The Timestamp Certificates include: OV Timestamp Certificates.
OV B EBIE P EREMA T B BRS=F, REBFERNIEE.

The OV Timestamp Certificates are mainly used in the timestamp server and provide

the function of digital signature.

d. MXHEERIES

d. Document Signing Certificates
REMELEBNREFR. £HTAFARE, XHERIEBEHE: IV XY

FTRIEB. OV XHEZ RIS,
Based on different security levels and authentication methods of the issued certificates,

the Document Signing Certificates include: IV Document Signing Certificates and

OV Document Signing Certificates.

XHEEZREBEATHEERRXENAEI M., BN EMNRZA, PDF
XA ZIE B 4E AATL Technical Requirements #8563k, & 58 PDF X84
{# F Adobe Reader = Adobe Acrobat ¥TF Y, 8Bz EHMH B REH
EEEN.

Document Signing Certificates are suitable for applications that need to ensure the
authenticity, integrity and confidentiality of the document. The PDF Document
Signing Certificate complies with the AATL Technical Requirements. When the

signed PDF document is opened with Adobe Reader or Adobe Acrobat, it can

automatically obtain a trusted identity and display whether the signature is valid.
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1.4.2 BRHIAYIE B 7 FA Prohibited Certificate Uses

ERGEFER THOIEBREBEH LI EBABRS, tban EV SSL fR&28

'LT.E:B/\HEJEH%E ):‘E*%i}\ﬁEEI‘J WEB Hﬁ%%%o

The certificates in this trust system are functionally limited based on different types.
For example, the EV SSL server certificates can only be used for strictly certified
WEB servers.

FRIEBHNRAREETT AIEB T AT RIP AT 7R A ETEBY
FRIRH B MEBUR T R A, MRS ENRNETFHERAE, EXEBHE
FBH A CPS [REMN FSEEl, AR CAHIFHIRIF.

The key usage of various certificates is limited in the extensions of subscriber
certificates. However, since the limited validity of the certificate extension depends on
the application software, if the participant does not comply with the relevant
agreement and its application to the certificate is beyond the scope of application
defined by this CPS, it will not be protected by the CA.

R CAYMEABRNBAIEBEIL A REZOEE. ZNSBAERLTEMNE

ATEAR, TRAASRIIEATHEaRE. BEMGESEMERILRTH,

FRIEBATEARETEERRMUBBERBNERF HEERNERERHA
RIS,

Any digital certificate issued by the CA is prohibited from being used in violating
national laws, regulations or damaging national security. Subscribers shall not use the
certificate for phishing attacks, fraudulent websites or other malicious criminal
activities, and shall not use the certificate for releasing a program that contains or is
suspected to contain malware, and the resulting legal consequences shall be borne by
the subscriber.

1.5% B&E 18 Policy Administration

1.5.1 KBS SCRY B IEA 44 Organization Administering the Document

A CEFIMENVSHN) HNEBNBZHFINER DL EREEESR

AN
o

pil
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HHEFINER AL EREEEZ R NFTA CEFIMEL SR B9FITT. &6,

EHEEE.

The administrative organization of this CPS is the Security Policy Administration
Committee of BJCA. The Security Policy Administration Committee of BJCA is

responsible for the creation, issuance, update and other matters of this CPS.

1.5.2 BE£Z& A Contact Person

1.5.2.1 JEH[o] Rt & Certificate Problem Report
UE e @k & X BREER B U T AR
(1) &RHBB{EZE: sslservice@bjca.org.cn; I
(2) B +86 -4009197888.
SSLAEHIT A&l ACME AP 2L BHHIE R, WA CPS 5 4.9.3.1

To

Certificate problem reports and certificate revocation requests shall be submitted in
the following ways:

(1) Send email to: sslservice@bjca.org.cn; or

(2) Call: +86 -4009197888.

SSL certificate subscribers can also submit certificate revocation requests through
ACME API, please refer to section 4.9.3.1 of this CPS.

1.5.2.2CPS [a] @ CPS Problem
HEH X CPS WEIRE., ZiX. £[R)F, #BoJMIEMTHRHTERR.
BXEEBI] BFINERSIZEETEEN)
BREAN =84
RIEHbE: http://www.bjca.cn
B FERFEHBIL . cps@bjca.org.cn

BRERMAE: PEARKMEILR T BEXILHIAAE 68 S 1501 5
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BRIEBIZRAL: 100080
BIESR: +86 10-58045600
{EE 280 +86 10-58045678

For any problems, suggestions, questions, etc. about this CPS, please contact in the
following ways.

Contact Department: Operation Department of BICA

Contact person: Mr. Li

Website address: http://www.bjca.cn

Email address: cps@bjca.org.cn

Address: 1501, No. 68 North Fourth Ring Road West, Haidian District, Beijing, China
Postal code: 100080

Telephone number: +86 10-58045600

Fax number: +86 10-58045678

1.5.3 R ZE CPS & %K B8 B9 4144 Organization Determining CPS

Suitability for the Policy

A CEFINELSHN) ABRFINER T RERBEEZRSTARTIE, R

HFNLE AT R RBEEZRSHELTT.

This CPS is created and approved by the Security Policy Administration Committee
of BJCA.

1.5.4 CPS #itF£ & CPS Approval Procedures

K (BFNELEHNY BHEFINEIATLEREEIEEZRS, AL CPS
RENA, RENATHRE CPSERG, AEFTINIATLZEREEEZRA
SERN CPS EXRHTVID T, #¥FPHFERE, ¥ CPS EHEBIEZEFTIMEA

SRERWEEZRSHT. ERFINLATRERREEZASFMBL/G,
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ABFINER S MM LSS, FRE (B FIMERS EEIE) BIRE,

MXIMATZ BEEN=THZAR T VHEEUHRER.

This CPS is compiled by a team organized by the Security Policy Administration
Committee of BJCA. After the CPS draft is completed by the writing team, the
Security Policy Administration Committee of BJCA conducts a preliminary review of
the CPS draft. After the preliminary review, the reviewed CPS draft is submitted to
the Security Policy Administration Committee of BJCA for approval. Upon approval
of the Security Policy Administration Committee of BICA, it will be published on the
website of BJCA, and According to Measures for the Administration of Electronic
Certification Services, BJCA should put the record to the Ministry of Industry and
Information Technology within 30 days after the publication.

1.5.5 CPS {&17] CPS Revision

CANMRBERBFEN . RAER, HFERURLYFERERFRIE
1T 4 CPS, [ B iF 4R #& CA/Browser 1 Ix & 75 B9 & 3 AR & &9 Baseline
Requirements. NCSSR. EV Guidelines. Code Signing Baseline Requirements #/
AATL Technical Requirements AYZE 5K & BH{&1T A CPS,

The CA will revise this CPS in a timely manner in accordance with national policies
and regulations, technical requirements, standard changes, business development, etc.,
as well as the latest version of Baseline Requirements, NCSSR, EV Guidelines, Code
Signing Baseline Requirements published by the CA/Browser Forum and AATL
Technical Requirements.

CAHAHEXS CPS HITARMI R AIZ T, HARERWMEEZRRNTEX
EH. ACPS ELHBFBIT K. MRLARNF, MWBERAS. EHAMD
(e, AR RIEITIER .. BITER CPS, MMM Z BEN=+HZAME
T FERMAEBER,

The CA will conduct strict version control of the CPS and the Security Policy
Administration Committee will be responsible for related matters. This CPS is

amended at least once a year. If there is no change in content, increase the version

number and update the publish time, effective time and revision history. BJCA should
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submit the revised CPS to the Ministry of Industry and Information Technology for
the record within 30 days after the publication.

1.6 E X F48E Definitions and Acronyms

1.6.1 & X Definitions

ARi& EX
ZERBERZRS | HFIMEATINERSER AN RS R EE EEVH

A0 CPS L AN,

BAMERSHE | RAPEE RFTIEPHEE. MAk. BEMEEN
BIATLAE o

EMANAG SEMALAS (RA) Registration Authority BH T —Iis %
IINREAISEIR: RAFEFNEBERIBA, FERIIELIE
PHE ERERETIREIEEIER, LEITF
BRI RMNIER, BRKHELTTAEMHIED
S BPNIER. B, RAFARELIES (B RA 3R CA

FEBEEES) .

HFILH HEFNERSVMEZNEILEBHEELTENGE

BRATFEARNE T XM

IEBHHTI & —PMEEFINERSVMBEFERNIIR, ERET—
RINEPMEAZBINNTRESR, thiREBERS

UEH SR s XTHEFINMERSVMFEITH—ERN, RPIEBXIH

ERENEREE, SINAEZETRERNERRN,

B FIAIENL SR XTIUEBBFIMERSHMAERELR. B, BIEE#HN
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UE B (B SEHTIE o A9 2 $) 13 72 R BT R A9 Ak 55 SCER Y

=18

FEAR RRFANIEBRIFERZINES, hEARDEEFIE
BEHIF, EF. HEFTE

%R CAVIMIRBL SFERE—RAZATIZR, ARHEX
EBHIFES, FaddE #HEZERIESR.

CA JE$H7I%R —PMEBFINERSVBEFERNTIR, RCELH
ESEEY CA M ARIERMTIR, RPFIZ CA RERIIESR
EZTLM.

AFARARMERE | IFLARAEFNReEMRE, RESHLH.

EUFMATTEINERS

FAA ZARFEESENTS, BTHERFESR, UK
BEHZENTR, RENNHAFBAMBOXERER
TR,

2R PARZHABFEESENESR. ATRIEEXN NN
PEENBFER. AMRTUAT, —RIFRTHEEH
BE. FHRESHMAAXBRD, EEAFESENHA
FIAERRESE] .

FLEBRSIYL | ELIEBREWNIL, TERETT N B b R 468 EIE
BAVRE

WebTrust B FIMER ST E TR RS TR E.

EHRIRS AU — BT PUL AR BRI N SR8 RIS M vk B SC S 898K
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FIUEH, BERS[IEBT U AT P im MR 55w 8 2

BEESRE M SSL InEEE.

DV SSL £ BkARSS2RIE | WAWIER SSLIEH, RIGIUE M uGES 2 B XA fa 5 5

+ SSLIEH.

OV SSL £ BKAR SRR | M IIERY SSLIER, BRERIEMIGHAREN, hE

St WIEMEZERE (H148) NEXSH.

IV SSL £ BkAR 881 | DARIER SSLER, BRERIEMIGHAREN, thE

St WIEMuE2EE (PA) NELSH.

EV SSL £ EIKAR &=/ | 1ESRIIEE! SSLIER, HBEXNMIGHBAAN. MIGE

St EERIEPRIBEENEL SO HITEN™IEHNIGRE
PREWIE, BESKRE—NESHRITRE.

RAGEZIEH AT ER /R THFE RIS,

EV RAD% B IEH BFSRERD/RFHETHFERNIER. IEBMAH
H B ERIEEHTIGRE/Y RE S MWL,

PEEL MR AT CEHTHFERNIES.

B 8 B IE P AT E#ERSE, RERFSENR.

FUE$ — IR T ENERIE BENEZHEED, W
RFC6962 FTE X o

Terms Definitions

Security Policy | The highest policy administration and supervision

Administration organization and CPS approval organization within the

Committee certification service system of BICA.
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Certification Authority

The authority that is trusted by users and is responsible for
the creation, issuance, revocation and management of

certificates.

Registration Authority

The Registration Authority (RA) has one or more of the

following functions: identifying and authenticating
certificate applicants, accepting or declining certificate
applications, voluntarily revoking or suspending certificates
in certain circumstances, handling requests of certificate
revocation or suspension from subscribers, accepting or
declining subscribers' requests of updating their certificate
or key. However, the RA does not issue a certificate (i.e., the

RA represents CA to undertake certain tasks).

Digital Certificate

An electronic document signed by a CA, which contains the
public identity information and public key of the certificate
holder.

Certificate Revocation

List

A list digitally signed by a CA that specifies a list of
certificates that the certification issuer considers to be

invalid, also known as a blacklist service.

Certificate Policy (CP)

A set of rules developed by a CA that indicates the
applicability of a certificate to a particular community or the
rules

of application for different types of security

requirements.

Certification Practice

Statement (CPS)

A statement of the business practice adopted by a CA in the
procedure of issuing, managing, revoking or updating a

certificate (or updating a key in a certificate).

Entry Clerk

Responsible for entering the information submitted by the
certificate applicant and assisting the user in digital

certificate application, renewal, revocation, etc.

Reviewer

According to business needs, the CA sets up one or more
levels of reviewers who are responsible for reviewing the
certificate application information and approving the

certificate issuance after the reviews.

CA Revocation List

A list digitally signed by a certification authority that marks
the list of CA's revoked public key certificates, indicating
that the CA and the issued certificate have been invalidated.
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Public Key | Secure infrastructure that supports public key systems,

Infrastructure providing identity authentication, encryption, integrity and
non-repudiation services.

Private Key A key generated by numerical operation for making a digital
signature, and can be used to decrypt a file or information
encrypted by the corresponding public key according to its
operation mode.

Public Key A key generated by numerical operation to verify the digital
signature generated by its corresponding private key. Public
keys can be disclosed, generally identified in online
databases, repository, or other public directories and
available to anyone who wants to obtain the public key.

Online Certificate | An online certificate-checking protocol that enables

Status Protocol relying-party application software to determine the status of
a given certificate.

WebTrust Current international auditing standard for CAs.

Global Server A digital certificate that allows visitors to verify the true

Certificate

identity of a website through a browser. A server certificate
can be used to establish a highly secure SSL encryption
channel between the client and the server.

DV SSL Global Server
Certificate

Domain validation SSL Certificate, a simple SSL certificate
that only verifies the ownership of website's domain name.

OV SSL Global Server
Certificate

Organization Validation SSL certificate that verifies both the
ownership of website's domain name and the true identity of
the website operator (organization).

IV SSL Global Server
Certificate

Individual validation SSL certificate that verifies both the
ownership of website's domain name and the true identity of

the website operator (individual).

EV SSL Global Server
Certificate

Extended validation SSL certificate requires more strict
extended validation of the ownership of website's domain
name, the authenticity of the website operator and the
certificate applicant, conforming to the rigorous validation
standards which are globally unified.

Code Signing | A certificate used to digitally sign software code/programs.
Certificate
EV  Code Signing

A certificate used to digitally sign software code/programs.
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Certificate Extended identity verification of the certificate applicant is
required before issuing the certificate.

Document Signing | A certificate used to digitally sign a document.

Certificate

Timestamp Certificate

Used for timestamp servers to provide digital signatures.

Precertificate

A signed data structure that can be submitted to a Certificate
Transparency log, as defined by RFC6962.

1.6.2 4585 Acronyms

45 X EFR XX EFR
Acronyms English Full Name Chinese Full Name
CA Certificate Authority B FIANFRREAIM, FB

M
RA Registration Authority SRR RS A
CP Certificate Policy TFRERS
CPS Certification Practice Statement B8 ATV S5 2
SSL Secure Sockets Layer MmEEEHN
TLS Transport Layer Security EHERS
CRL Certificate Revocation List TF BT &
ARL Certificate Authority Revocation List CA SE45%1%
LDAP Lightweight Directory Access Protocol 270 B 375 T M
OCSP Online Certificate Status Protocol TR BARAS MY
PIN Personal Identification Number AN B YRR
PKCS Public KEY Cryptography Standards N RS R RLAT A
PKI Public Key Infrastructure N AR RS
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RFC Request For Comments BN AR
CAA Certification Authority Authorization A AIEAY
CSR Certificate Signing Request SFBIE SRS
DBA Doing Business As 3 Z R

DNS Domain Name System 52 R

ICANN Internet Corporation for Assigned Names BENEZZ 58S E

and Numbers
144
EV Extended Validation ¥ RIS /R I
FIPS Federal Information Processing Standards BE 3R S AN AT
FQDN Fully Qualified Domain Name SA R T
¢gTLD Generic top-level domain BETRE S
SCT Signed Certificate Timestamp T 5 A

ACME Automated Certificate Management B LIF B S TR IS

Environment

API Application Programming Interface NERESEED

2. B %% 5 {= B & I2 Information Publication and
Administration
2.115 B &= Repositories
A CANMMNEEEREITARKBESTREEERS, REEERSEIEE
ARFIUTRE: RIEBMFL CAIEH. CP H CPS IATMBEARA. CRL, EV

IEBLIEHIRUE B FIMNMERA SR ERELTHNESR

The CA's repository provides information services to subscribers and relying parties,
and the information services include, but are not limited to, the following content:

Root CA Certificates and Subordinate CA Certificates, current and historical versions
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of CP and CPS, CRLs, Authentication Data Source for EV Certificates, and
information irregularly issued by BJCA.

2.2I\IEE B By A& %7 Publication of Information

KCANMBMBEENAGIUTESR: RIEBFMFLK CAUEH. CP F CPSIL
FRMBEERARURHEMBBREFTANEIA T AENLZEHNER . HFINLEA S E MK

HE: http://www.bjca.cn, =EFINEA S AGAEEERNENRE, HHEXA

T#H. &

The CA publishes the following information through the official website: root
certificates and subordinate CA certificates, current and historical versions of the CP
and CPS, and other information irregularly published by the BJCA. The official
website of BJCA, http://www.bjca.cn, is the most authoritative channel for
information publication, available for the related parties to download and view.

A CANMBITELRRSE A% CRLFI OCSP 128, iT A RMKE A o] U@t 7E
LZRSFEUEBIRAER. IEBREETERSE.

The CA publishes CRL and OCSP information through the online service, so that
subscribers and the relying parties can obtain the certificate status inquiry and the
certificate revocation inquiry service through the online service.

A CA #1483 “bjca.cn"1EAH CAA BEIEFRF .
The CA uses "bjca.cn” as the CAA query label.
2 3% B9 [E) 88 Z Time or Frequency of Publication

ZX CA #1#989 CPS #2HBAK CPS 5 1.54 HER ML ERTRE, BT INMEAS
ZERBEEZRSTMBILE, EHEFIMNEL TN LM, A CAH
MEDEGEXRH— K CP M CPS, CP 1 CPS Tli@it{s B & 7X24 /NI3E1E.

The CPS of this CA is published on the website of BJCA after approval by the
Security Policy Administration Committee in accordance with the approval procedure
described in Section 1.5.4 of this CPS. The CA publishes CP and CPS at least once a
year. CP and CPS are available through the repository as 7X24 service.

CA Hl#9% 0 CRL RYSIRARIFIE BRIEHIE, 1T IEBAY CRL 4 24 /N\EE

B, TTPIEP CRLABRHE 3 K. 2k CA B9 ARL Afg 12 PR EH AT,
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FERIEH ARL AR 12 DB RREBHHE, MENENEAREEE

70N O

The frequency at which the CA publishes CRL is determined according to the
Certificate Policy. The CRL of the subscriber certificate is published periodically
every 24 hours and is valid for 3 days. The subordinate CA's ARL is published
periodically every 12 months and is valid for 12 months. Information should be

published on website timely if a Root CA Certificate is revoked.
ERIRERT, CANIMT IR BI#HITIEBF CRL IR0,
In special conditions, CA can issue certificates and publish CRLs in advance.

2 412 B e [a) 32 Access Controls on Repositories
WNFAFEAHE CP. CPS Ml CAIUERFAFER, A CAYMATFLAXRETT
B g I Rk T EIR L.

For public information such as published CP, CPS and CA certificates, the CA allows

the public to make inquiries and accesses through the website in a read-only manner.

CANMBENERENIF. FRRERIT. XEEEFIERRRALITR

RN RA EXNEEEFNERHATIEM. MR, EXFEH.

Through network security protection, system security design and security
management system, CA ensures that only authorized personnel can add, delete,

modify, and publish information in its repository.

3. B4 $rR 5 X 51 Identification and Authentication
3.1%5 % Naming

3.1.1 &FREE Types of Names

CA MM & BIEFIEBFF & X 509 #7. RFC5280 #x4 . CA/Browser 1B3x
Baseline Requirements X EV Guidelines F9E K, &EMEANMIIEBIT A ERE
A E, MTPXMN—PE 7% (Distinguished Name, &#R DN) , H3|H

XAX500 frEm BT, BIERBHEENE—IRFIE,
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The digital certificate issued by the CA complies with X.509 standard, RFC5280

standard, CA/Browser Forum Baseline Requirements and EV Guidelines, and
contains the issuing authority and the distinguished name of the certificate subscriber.
Each subscriber corresponds to a Distinguished Name (DN). The DN is the unique
identifier of the certificate holder adopt the X.500 standard naming method.

SFF SSL/TLS BRES=FIEF, FrBE A& IP HhUt&R7RINE £ B2, W
BHAMAR—MHIREFTBERZ P AERZD P #ilh X EV SSL BRSZ-E25IEF,
FrE B2 &SRB EBA 2, BERNE T2 HE 2 e EBEST,

i@ AR DI — M HIAE B A2 FE R,

For SSL/TLS server certificates, all domain names or IP addresses are added to
Subject Alternative Name, whereas the Common Name must be a domain name or IP
address that exists in Subject Alternative Name. For EV SSL server certificates, all
domain names are added to Subject Alternative Name, and the Common Name must
be a domain name that exists in Subject Alternative Name, and the Common Name

and Subject Alternative Name cannot contain wildcards.

EV SSLEHH EV RADE ZIEPBar BN A E R LI K ETZR CP HlE
MIZ CPS #, FF£F4& CA/Browser 13z EV Guidelines #1 Code Signing Baseline
Requirements BYE 3K,

The naming rules and requirements of EV SSL certificates and EV Code Signing
Certificates must be recorded in this CPS created in accordance with the CP and in
accordance with the requirements of the EV Guidelines and Code Signing Baseline
Requirements issued by the CA/Browser Forum.

A CA #1419 Root CA FBE R & A5 M)

B &

BAZ (CN) Root CA & #§

43 (O) BEIJING CERTIFICATE AUTHORITY

Ezx (C) CN

The naming rules of ROOT CA's DN are as follows:
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Attributes Values

commonName (CN) Name of Root CA

organizationName (O) BEIJING CERTIFICATE AUTHORITY
countryName (C) CN

AR CANAMIEIHLR CA TEE 7 Zar BN

B (=]

BH% (CN) 2k CA BFR

4 (0) BEIJING CERTIFICATE AUTHORITY
#HX (L) MR BT (i)

A (S) M EmRESR (TiE)

EZx (C) CN

The naming rules of the subordinate CA's DN are as follows:

Attributes Values

commonName (CN) Name of subordinate CA

organizationName (O) [ BEIJING CERTIFICATE AUTHORITY

localityName (L) The city where the issuer is located (optional)

stateOrProvinceName (S)|The state where the issuer is located (optional)

countryName (C) CN

WEBIT A ERE A B e 2N

B =]

BH# (CN) H&/IP, SHITFARMR, SEHMITIRFIYBR

B ERE (E) VPR B TR (FTik)

HAER] (OU)  [AMBEEMNT—IHEZIAR!
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VT PP a9 BAER,
Hfiid S0 siE BRI T

4 (0) X THREVMNITS, 1T FREVERIR
#X (L) VPR (i)
& (S) RrEEh (i)
Ezx (C) T PATEEZR, 2 CN

The naming rules of

certificate subscriber's DN are as follows:

Attributes

Values

commonName (CN)

Domain name/IP, or name of subscriber, or other identifiable

names
emailAddress (E) |[Email address of the subscriber (optional)

May contain one or more of the following:
organizationalUnitN|The specific department of the organization where the subscribef
ame (OU) is located;

Other text describing the identity or certificate type
organizationName |The name of the organization where the subscriber is located fo
(O) those subscribers with a defined organization

localityName (L)

The city where the issuer is located (optional)

stateOrProvinceNa
me (S) The state where the issuer is located (optional)
countryName (C) [The country where the subscriber is located, such as CN

3.1.2 ST RZFREXALBIE K Need for Names to be Meaningful

TP BYER A (

DN)RIRRIE R EBE—MHNTER, DREFT—ENRERE

X, 5IERHEENREERMEERXIE,
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The subscriber's distinguished name (DN) is an element that identifies the uniqueness

of the certificate's subject. It must be representative and can be associated with unique

attributes of the certificate holder.

EVSSLIE BRI ZRE ST FFRENMEENER. TRVt
EMMER, EARRITANXBEREEIFIAL, TR SNERT
R E=F RO EREZ,

The EV SSL certificate's DN usually includes the domain name owned by the
organization to which the subscriber belongs and the organization identity information
of the subscriber organization, which is identified and authenticated as the key
information of subscriber identity. The organization identity information of the
subscriber organization is subject to strict third-party identity verification.

OV SSLIE PRI B 2B E BT FEAEVMHENEZS AN IP, MXEIT
P Y SHER, EAFRRITPHXEEEHENTINE, 1TAYEAS
VENMEEERITE = =RN BN EZ.

The OV SSL certificate's DN usually includes the domain name owned by the
organization to which the subscriber belongs or public IP address, and the
organization identity information of the subscriber organization, which is identified
and authenticated as the key information of subscriber identity. The organization
identity information of the subscriber organization is subject to strict third-party

identity verification.

IVSSLIEBHME A 2R E B2V FRAENERIAM P, MEITFHNDNAS
MER. EARRATTPNXRERRESNFIANE, ITFHNASHEEFTEIE

=AM SN EZ.

The IV SSL certificate's DN usually includes the domain name owned by the
subscriber or public IP address, and the individual identity information of the
subscriber, being identified and authenticated as the key information of subscriber
identity. The individual identity information of the subscriber is subject to strict

third-party identity verification.
DV SSLIEBHELA BB E XS] A EVAEAE NSRS AN 1P, X

*T-L/\-LTF Eﬁ%%’fm %&1}\“—[__
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The DV SSL certificate’s DN usually only contains the domain name owned by the

organization to which the subscriber belongs or public IP address, being authenticated

as the key information of subscriber identity.
EVREBERILBNIMAIZEEE2ITAVENELIHER, EARRLT

PRXRBERWENFINE ITAVMNLY SNEEFLIE=7TEN 50

HZo

The EV Code Signing Certificate's DN usually includes the organization identity

information of the subscriber organization, being identified and authenticated as the

key information of subscriber identity. The organization identity information of the

subscriber organization is subject to strict third-party identity verification.

BREZEZ[ILRRNZTHNEAZBE TEE P ANELZRIAR
*/]%%/J\ ﬁEjJ*T-L/\-LTFE/JEG%\%{m %&1}\“—[__

The Common Name in the DN of the General Code Signing Certificate usually
contains personal real name or organization name, which is authenticated as the key

information of subscriber identity.

XHEERLEBHANETHNBEAZBETEE N ANELZRIARNEEZ
R, EARRRTT R RS KRS BHOAILE.

The Common Name in the DN of the Document Signing Certificate usually contains
personal real name or organization name, which is authenticated as the key
information of subscriber identity.

OV NEBIERImAZFHHNBERZBETESARYMEIR, EARRITA

The Common Name in the DN of the OV Timestamp Certificate usually contains
organization name, which is authenticated as the key information of subscriber

identity.

31377 F Y E & 3¢ 4 & Anonymity or Pseudonymity of

Subscribers

AR CAHMMNEIINEER T, ITPEBHIBA)REEAERS NG,
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In the global certification system of this CA, subscribers (certificate applicants) shall
not be anonymous or pseudo.

314 BB AEZFRF I A9 N Rules for Interpreting Various

Name Forms

CAHMEX B FIEBFE X509 V3 #rfE, BB RIEINIEST X500 FRAE,
A E A BN BHEBEFINEA S EX . B5lE (DN) MEAREMRKH CN.
OU. O. C &4, Hf CN AkF=MAFA#, OU. O AkRKRRALRLEN
BIR. C ARFTRER.

The digital certificate issued by the CA complies with X.509 V3 standard, and the
DN's format complies with X.500 standard. The naming rules for DN are defined by
BJCA. The specific content of the DN consists of four parts: CN, OU, O and C,
wherein CN is used to indicate the user name, OU and O are used to indicate the

organization unit name, and C is used to represent the country.

3.1.5 ZFRAYME—4 Uniqueness of Names

AR CAHMNEIINEER P, IEBETJBRLIEHE—. BENTE—
R, TUAEFERARERLZKIES, BIEBNYT RIAR. HIEBHIFH
HIARIT A FAERERRRE, BRERBEFILEN, FHRIGEREMM RS
SR T UX AR RN,

In the global certification system of this CA, the certificate's subject name must be
unique. However, for the same subscriber, its subject name can be used to issue
multiple certificates with different extensions. When different subscribers have the
same name during certificate application, the principle is that the first applicant has
the priority to use the name, and the latter applicants add additional identification

information for differentiation.
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3.1.6 BirEYIR ). £ 7A0 £ 8 Recognition, Authentication, and

Role of Trademarks

HEFNEA S EERETT AR RPALEM AN, EEIEBREERLEH
HATERILIIRF R B IEBELPEEERN, TP EEFINEAE
REWAVEMITPIE R XMNER, XFERANZHARIZHEINAREFINEA
S XS B ARAY VA B AT HI BT AR E

BJCA respects the registered trademark rights in any subscriber name, and any
certificate applicant shall not use any name that may infringe intellectual property
rights. When the certificate information contains a trademark, the subscriber shall
provide BJCA with a documentary proof of the ownership of the trademark registrant.
This requirement is not and shall not be considered as a judgment or decision by
BJCA on the attribution of the trademark.

HFINEA SR ATHERIEB PRI TEHA . RFMRF NN, 7F
BRRIEXAMNA M — . W TEBER. RERSFHEREREMN S,
HFRINEA SR BN, 0F XE5EREHE REEE 1 g SBU= £ MR~
ARIEBRIE, ARERRIOHEEFTRE, EREFBES RAMIR=NFL
AOIEBHIAFI

BJCA is not responsible for resolving any disputes concerning intellectual property
rights such as domain names and trademarks in the certificate, and does not warrant
the uniqueness of such rights. For disputes arising from the attribution of trademarks,
service marks, etc., BJCA has no power and no obligation to refuse or query any
certificate application that may lead to intellectual property disputes, and does not
bear the responsibility of arbitration or mediation, but retains the right of revoking any

certificate involving intellectual property disputes.
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3.2%1486 B 1A Initial Identity Validation

3.2.1 1EBRH A FAEA B 77 7£ Method to Prove Possession of Private

Key

IEBRIBEELIERFTE SFEMAPREN NN, ERTEEHE:

PKCS#10. HE SMELMEARRTIE, 3FE CAYREZMNHECIEATIR.

The certificate applicant shall prove the possession of the private key that corresponds
to the registered public key. The proving methods include: PKCS#10, other equivalent
key identification methods, or other proving methods accepted by CA.

3.2.2 {119 B {3 #1517 B9 <& 51| Authentication of Organization and

Domain Identity

P RBHFNMEASDEZEERER TELXMIE BRI RIEBHRIBA, =1H#

BHEMEAXM IEBRIEXM, FREZIEBHRIBNEREFR, RBKIEHEN

Before the subscriber applies for the certificate issued by BJCA under this trust
system, the certificate applicant shall provide valid identity documents and certificate
application documents, accept the relevant provisions of certificate application, and
agree to bear corresponding responsibilities.

CANUEBUEMAISERITFIIEBHIEE, EXNTTPNSMEL M TH

%, FRBRITNAEZERFITFHIBEME.

After accepting the certificate application of the subscriber, the CA or RA shall
authenticated the subscriber's identity and properly keep the subscriber's application

materials in accordance with the agreement of both parties.

3.2.2.1 #1159 5B 51 Authentication of Organization Identity
HIAETT P EBRIUE BT R IFHE XS MEE, BFEERRT: EVRE,

EARRDIE. FVBADENER . H2AGREICIES. RAFLWEICIES. b
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E (#X) tVEERFRVSECIENBUFHI, REIEBHIE,

The organization shall hold the valid identity documents before applying for a
certificate, including but not limited to: business license, legal person code certificate,
institution legal person certificate, social organization registration certificate, private
non-enterprise registration certificate, registration certificate of resident representative
office of foreign (regional) enterprise and the government approval, and submit the
certificate application.

CA AU AEMY PR FIAAGTT P2 L FERN . AIENSSE LT
INHBANER. HEHRETEMNT.

The CA or the authorized RA will confirm the actual existence and legality of this
organization and confirm the applicant's intention. The authentication procedure is
specified as follows.

(1) BIEE =TT EIEE XA IS S LA #H TR ERIN, B

PR EESREER -5

(1) Check and confirm the valid organization identity document through an
authoritative third-party database to ensure that the provided information is consistent

with the verification results.

(2) REAZNEERNEENARRMPBIERETHENGRENREFE
MEMEH, BERFENARSE BBEVENRN. CAYMTBETETERERS
FMEBEIESHEIRNS HIEVMETERSE, NRIARIFTEEMEEMNESXE, o
WILFHIFRFHEDPIAZEERNAEK.

(2) Check the authorization documents authorized by the organization to the
authorized representative to handle the certificate and the valid government-issued
photo ID of the authorized representative to ensure that the authorized representative
is authorized by the organization. The CA can contact the applicant through a
telephone number obtained by Authentication Data Source to confirm the authenticity
of some information of the applicant, such as verifying whether a person in the
application form is an authorized representative.

(3) BEFHIERE. RITITFHMEFAN, SIEBHBAZKIEBIEK,

Eﬁi}\EEi%AEI\JE;% 72X o

57



:F Y e -
@ S AE B I 7 2 BRUGE K 2 M Tl 30

(3) Verity the certificate request with the certificate applicant and confirm the true
intention of the applicant through SMS, bank payment postscript, etc.

(4) R CAYMBMEZNE=ZTIBIFBERFENER UERE=TTH#T

REHERAIFERHIMINESAIL AL

(4) If CA is unable to obtain all the required information from a third party, it may
entrust a third party to conduct an investigation or request the applicant to provide
additional information and supporting materials.

CAYIMRE I AP IE B M RIEATIR, ERIILBHIBTHNEEEIZS

&, XTHRAERANBIBA, CAYIPRKIELEE R,

The CA establishes and maintains certificates high risk applicants list and will check
the list when accepting certificate applications. For applicants in the list, the CA will
reject the application.

3.2.2.2DBA/E \ Z FRAY4 51 Authentication of DBA/Tradename
EIFBET R EADBAS W ZFR, CAVIME RN EMY A EILINT
ARANED—MFIARIEEEERIZDBAS & FZFR.

If the certificate subject contains a DBA or tradename, the CA or the authorized RA
shall verify the applicant’s right to use the DBA or tradename using at least one of the
following ways.

(1) BURHASRMENTIERRIGE S RN . FAESIATHNER .
(2) TJEMEEERIE. (W BMERFHE. 9FBNINAHEEEZEER)
(3) HA CAYVIMIAATENRIUETT.

(1) Valid documents provided by a government agency in the jurisdiction of the

applicant’s legal creation, existence, or recognition.

(2) A reliable data source. (eg: Dun & Bradstreet, Ministry of Commerce Foreign
trade operator registration)

(3) Other DBA/Tradename's authentication methods that the CA determines to be
reliable.

3.2.2.3 E % AL 5! Verification of Country

z

AL P ERFEEERED, CAYMEIRNAEMINGERE LTI
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If the certificate subject contains an option of country, the CA or the authorized RA
shall verify the country using one of the following ways.

(1) BEAEE = A EIREZ MM IEDNSIE R B A IPHb L s B iEE AP
i SRFIAPRERE, FREBIBEANIPHIAFER S B A LFRAEE—2.

(2) BRI EMCCTLD,

(3) BEIMNMRERNER.

(4) BILACPSEE3.2.2.17 H ERIFE R AN AGIE AR {E S 1T AT EE K 197
Ao
(1) Confirm the host country by checking the IP address displayed by the DNS record
of the website or the IP address of the applicant through an authoritative third-party

database, and ensure that the country where the applicant's IP address is located is
consistent with the actual country where the applicant is located.

(2) The ccTLD of the requested domain name.
(3) Information provided by the domain name registrar.

(4) Confirm the country through the information provided by the applicant in Section
3.2.2.1 of this CPS.

3.2.2.4 W Z BB INFIL FI] Verification and Authentication of Domain
Name
S EBRIANEARSSLIE B RIS TR FIAEN S0,

See Global SSL Certificate Policy and Certification Practice Statement.
3.2.2.5IP H 3 FYFEIAFIL B Verification and Authentication of an IP

Address
Z I EBRIANEA R SSLIE B RIS AR FIAUE M SSH N o

See Global SSL Certificate Policy and Certification Practice Statement.
3.2.2.6 BECFFE & I IAFIL R Verification and Authentication of
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Wildcard Domain Names
Z I EBRIANEA R SSLUE B RIS AR FIAUE M SS-H N o

See Global SSL Certificate Policy and Certification Practice Statement.
3.2.2.7 FIBREH AR M Data Source Accuracy

CAHIMREVIE BE IR REE ML EAK, WERFE, 1HHH

https://www.bjca.cn,

The CA publicly discloses Authentication Data Source for EV Certificates on the
official website. If necessary, please visit https://www.bjca.cn.

CAYMEZTFIUBLEIEEEEZE, NEANEEVIER S EEENSHT
RRAK
The CA shall disclose the latest version of Authentication Data Source for EV

Certificates in a timely manner after changing the certificate authentication data
source.

EREEBIRRIEATENEIRREZR, CAYIMXIZRRN TR, A
MR B g e M TR E, 3 SFCA/Browseri ixBaseline Requirementsss
3227 HMBIRENER, FEEBUTHEE:

Prior to use any data source as a reliable data source, the CA shall evaluate the source
for its reliability, accuracy, and resistance to alteration or falsification, comply with

CA/Browser Forum Baseline Requirements section 3.2.2.7 for data source
requirements, taking into account the following factors:

(1) FriRfE 2 MER.
(2) ERRIFENEFIME,
(3) BB IR ENE.
(4) BHEX AR AR AR,
(5) ThE L BRI HERE .

(1) The age of the information provided.
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(2) The frequency of updates to the information source.

(3) The data provider and purpose of the data collection.
(4) The public availability and accessibility of the data.
(5) The relative difficulty in falsifying or altering the data.

XTEERAIT IS, & MG 4 T A B IR IR T 3RS A B R 5 S A
B (8] N#BIL A CPS 55 6.32 TTHAEMIEBR AT, WA CA VI EMZ
AR R . MFIRIEA CPS 28 3.2.2.9 HRSHIBHEEFNMILEE, =ERE
UEEHE B SO RS [B] MBI IE B E 4T 30 Ko

For the issued subscriber certificate, the data and documents may be used by the CA if
the time of obtaining data or documents from data source evaluated as reliable does
not exceed the maximum validity period of the certificate as specified in Section 6.3.2
of this CPS. For mailbox control validation data obtained in accordance with Section
3.2.2.9 of this CPS, the reuse of verification data or files shall not exceed 30 days
before the certificate is issued.

3.2.2.8 INIEH##2A (CAA) Certification Authority Authorization
(CAA)
S I EBRINEAR R SSLIE B SR BE A8 FIAE AL SHN

See Global SSL Certificate Policy and Certification Practice Statement.
3.2.2.9 HREHb HE A9 FHIAFIL B Verification and Authentication of Email

Address
CAML AT AN A E AL 4948 X R 15 B BR A b HE A9 B R0 Al i B A 17 £
. HERFRETZOT,

The CA or the authorized RA shall verify the effectiveness and control rights of the
applicant’s email address. The authentication procedure is specified as follows.

(1) BIEETRNEEBIE, REER—MERZBEVERNTIARL,
HaIA BB A X HRAE A9 IS o Xt BB AR A2 FI AN R (5 i — D E— R BB AL E 247

]]

Hik. BENVER XAIXE EARIEAE TER b, RNEUEETEMTHE.
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(2) HIBEEWREIER I O EIZBEYEHTTHIA.

(3) CAHIMBIREIEE, FEEEPHBIES ZEMNBIERITIEY, &
BRI, ARt £ 5@ .

(1) Send a random value by email, and receive a confirming response using the
random value to confirm the applicant's control over the mailbox. Control over each
Mailbox Address SHALL be confirmed using a unique Random Value. The Random
Value SHALL be sent only to the email address being validated and SHALL not be
shared in any other way.

(2) The applicant must send a confirming response utilizing the Random Value to the
CA.

(3) The CA receives the response and shall make sure the received Random Value is
the same with the sent one.

bR 577 7% B RE BB HUE R B U A M= EIZBEAE T 1R A9 24 /B
A

The random value used in the above validation method is valid for no more than 24
hours from the time of its creation.

3.2.2.10 DV SSL £EkAR 521 BT P B 47£ 71 Authentication of DV
SSL Global Server Certificate Subscriber Identity
S W EBRINEARFRSSUIE B RIE A FIAUEA SHN

See Global SSL Certificate Policy and Certification Practice Statement.
3.2.2.11 IV SSLEBKARE S IE BT 544 51 Authentication of IV SSL

Global Server Certificate Subscriber Identity
Z N EBINIEA R SSLUE B RIS FIE FIAE L S5

See Global SSL Certificate Policy and Certification Practice Statement.
3.2.2.12 OV SSL € EkRE =2 E B 1T P E40L£ 51 Authentication of OV

SSL Global Server Certificate Subscriber Identity

Z I EFRINIEAR FR SSLIE B RIS AR FIAE L S

62



== ] 5

@ BEENE B U A 7 AR LT 0
See Global SSL Certificate Policy and Certification Practice Statement.

3.2.2.13 EV SSL £ KR E L BT P 54L£ 51 Authentication of EV

SSL Global Server Certificate Subscriber Identity
Z N EBINIEAE R SSLUE B RIS FI B FIAE AL S5

See Global SSL Certificate Policy and Certification Practice Statement.
3.2.2.14 T BEAREEFZIEHIT P 544 5 Authentication of General
Code Signing Certificate Subscriber Identity

PMAITA. PIMITPINBEERIFEBERBERIES, o U@ CAYIMEEIR
AOEMANAIRZERIE. 1T RIFERRIBERILBN, NRZMN TR E T
B BRIEEL
If the subscribers of organizations and individuals apply for a General Code Signing
Certificate, they may apply to the CA or an authorized RA. When a subscriber applies

for a General Code Signing Certificate, the following paper or electronic data
materials shall be submitted:

1. IEBHIFER

2. EL—MHMERIEAME (PAITFAAREH)
3. HIBABDASML A

4. PIAEFRTERBANRDGLHE (PATTRARER)

1. Certificate application form

2. At Least One Organization Information Proof (not applicable to individual
subscribers)

3. Applicant's personal identification proof

4. The proof of authorization granted by the organization to the applicant (not
applicable to individual subscribers)

CANMBEIIIT A B MET LR, BREX CSR M #HTLE ., HER
BAENAT,
(1) ZIEBHEBZFEBENAELBIR/ BAVBEZFR, $REAKCPS 5
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3.223 /% 3. 2. 2. 1 THFTEH LR

(2) X+F CSR XHHLFEEBE: CRHANGEEREESHBERTHHIE
EE—E, WCSRBBEEESHBERTNA—I, NMRERIE 2E6F0E
HXHSE, tbal DN W+, WIEEREBHAMLSA.

In addition to the identification of the subscriber, the CA also needs to authenticate the

CSR compliance. The authentication procedure is specified as follows.

(1) If the certificate's distinguished name contains the personal name/organization
name, the identity is authenticated in accordance with Section 3.2.3/3.2.2.1 of this
CPS.

(2) The authentication of the CSR file mainly includes whether the information in the
CSR is consistent with the application information in the application form. If the CSR
application information is inconsistent with the application form, the application form
shall prevail; whether the relevant specifications, such as the order of the DN, are met;
verify that it has a private key.

CA IR BRIFTT PRI RAD T £ 5]

The CA does not identify the code of the applicant subscriber.
RADE R P DB RFEFHRE FIPS 140-2 T2 MERHEN RN L EN

B, NREBFEEARRTEEZILAR USBKey. IEYVIE, TIXBATEFTR

B

1. CAHMAITFERRBEERIEBIRFERE FIPS 140-2 Level 2 R
YR BE R AD4ARE USBKey H1, H CA HLMGHRZLA1T /.

2. ITFECEZENRPFERBAXN, BERBAXNNEX log. EMEHAX
RE RIS, CSR XMHRHA A CA MM .

The Code Signing Certificate must be kept in a secure medium that meets FIPS 140-2
security specifications or a corresponding level. Media includes, but is not limited to,
a smart key USB key, an encryptor, etc., and the available distribution methods
include:

1. The CA generates a Code Signing Certificate for the subscriber and keeps it in the
smart key USBKey that meets the FIPS 140-2 Level 2 security specifications, which
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is mailed to the subscriber by the CA.

2. The subscriber generates a key pair on the security medium, and provides the
relevant log of the key pair, the specific model of the device that generated the key
pair, and the CSR file to the CA for audit.

3.2.2.15 EV REZZEZIEB VT P B43£ 5! Authentication of EV Code
Signing Certificate Subscriber Identity

PATT A FBERIBEY RIBERIED, o @ CAYMS IR A EMALEER
RHIE. EVRIBERIEBHIE, FeeERERSIPHIL. RIFEREEERYLX.
EVEN. HEAFFYEITS, BRIETMFERE O T &M

If the subscriber applying for an EV Code Signing Certificate is an organization, it
may apply to the CA or an authorized RA. EV Code Signing Certificate application
cannot include domain names or IP addresses. Applicant subscribers can only be
organizations such as Government Entity, Business Entity, and Private Organization.
And the applicant organizations need to meet the following conditions:

1. BRVIXRIHBMN TR

(1) EfH ER=BRARGEM AR

(2) EITFBRIBEMEAR DR EA R AR,

(3) FEERAY CAZRIES,

(4) FEEEIBELEZSERZL TSR (NRZHEE) F.

1. Government Entity shall meet the following conditions:
(1) Approved by the superior in accordance with its functions;

(2) The authorized representative of the unit must be specified in the subscriber
application materials;

(3) In a country where CA is allowed to issue a certificate;

(4) Not on any denial list or prohibited list (such as the trade embargo) by the
government.

2. EVEMNNHEIN &M

(1) H#BHBEENMRKINNEIEEAR,
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(2) AEKENEHEL" . . “TH BB 5,

(3) AT HIBHEL A JURH R A AR,

(4) AEEENE WA,

(5) HAWMBINRRMERR AV CA RIS,

(6) MR ARAEETBUFIRLERBREIERE (NMEZHTE) F,

2. Business Entity shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;

(5) The country in which Business Entity and its authorized representative reside
allows the CA to issue a certificate;

(6) Business Entity and its authorized representative are not on any denial list or
prohibited list (such as the trade embargo) by the government..

3. HRBEMARREN T FAM:

(1) H#BHBEENMRKINNEIEEAR,

(2) AELENMMAEL", T30, SH B8R,
(3) AT A HRIBAME AR B A AR,

(4) MBEEEHNE VT

(5) FREEZRAVF CAZEXRILS,

(6) NEMEIBUNELZRRE LIRS (MRAHEE) P

3. Private Organization shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;
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(4) Have a fixed place of business;

(5) In a country where CA is allowed to issue a certificate;

(6) Not on any denial list or prohibited list (such as the trade embargo) by the
government.

4, HIENMNEENAE:

BN BHIFBRMNENAR

HtA BHIBEREEANR

FEN BIBEHUHEZEA

HIERIEA # CASHRIFEEXKT, BERTEEMT EV IEBEAAEL
MIERT, RIFEFTRERBFREA, REKBPIBEHIATIERAIGEAAEN,

IEPHBNMTTEN—PARTHENAE, a0 Z AKTM. XL
AEXIERIFRMVNRASEENOREAN, FIEEVNFMARIEACHNESR
HEXAERIFU CAYMANTNAR (BREARRTIMAE. FMEAARE.
AEERENN) MNEBRBERITAHIEHTESR, STAENHEERAREER,
CAHBEDIEL TG, FFXERBMAIERHITREHE.

CANMBIEBIE. FHEE. AENNBBERIEEEFTRAEHIER

u]

BHITEZEFIA, URIEEMEBRIBERITAHERNES T,

4. The role that the applicant organization shall have:

Certificate Requestor: handling personnel of the application unit
Certificate Approver: the person in charge of the application unit
Contract Signer: Signatory of the application agreement

Applicant Representative: In the case that the CA and the applicant are related parties,
and both parties have applicable guidelines for the use of EV certificates, the
applicant must set an application agent to represent the applicant to accept the
guidelines for the use of certificates.

The certificate applicant organization can authorize one person or multiple people to
fulfil all the roles. Above roles must be employees or authorized agents of the
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applicant. The applicant shall confirm that the information of the application role is
true and accurate, and sign the certificate request and subscriber agreement in the way
approved by CA (including but not limited to the registered official seal, registered
legal person's name seal, role signature, etc.). For the false information of the
application role, the CA has the right to refuse the application and withdraw the issued
certificate.

The CA shall verify and confirm with the application role by phone, SMS, postal
letter with receipt or other equivalent methods to verify the authenticity of its
certificate request and subscriber agreement signature.

5. ITABIBEEV REBEZIERN, NRERIMTRRSE FEELRXBIER
£}

(1) EVIEBHIER

(2) ZD>—FNAE R AR

(3) EMAPERIFANRSOME R

(4) H593%T BIEANRIIRAGIE B

(5) b TFAEIE A {4

5. When a subscriber applies for an EV Code Signing Certificate, the following paper
or electronic data materials shall be submitted:

(1) EV Certificate application form

(2) At Least One Organization Information Proof

(3) At least two types of Certificate Requestor's identification proof

(4) Proof of authorization granted by the organization to the applicant

(5) Proof of company’s existence

EV RIDFZIUEBERIBENLERNTE:

Identification methods for EV Code Signing Certificate Application are as followed:
(1) ITR&MmER

a. WILHFVMHNSHEEN
B EVIE RS ERREEINRIFIAEMREE (NR—H=ERNE) B
fh; BB S0E R ROEMHAE;
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PINE BT SRR E R SRIRHITRIE.

b. XHUMMIERNAR

FRIEM S IMERREFE,

FRIEM S IMER R DA,

FIEVRENAE IR T ST (B R) FEehEMhit
—;

BT HE . SRITHMKE . BUFH B MBS M CA NN AT 5
AYSIE 7T T FRIBVIM M A E I XA IHE R .
c. WIFEIFETMNFEURS

BT EV I BEIE IR E 8 RIENAMIMRE (NGE—it(EANRED)
KWIFHREIEF FESEEHENARENRTRRRERIENAAFLRE.
d. X EVIEBHIBFEEXARNSHEIE

EVIEBHRBEA (MEIEAHRIBEV IEBE, IBRBABTEZEEZEELRAN)
DRAIENE (W) 77 E#TRIE

B ARBENZR T ERIESHES,

BEKITEEBIE (DAERESIEEERERNATBIE) SHIFNMEA
EIWIVEKR, BIARHIBEA. FHA. EBANARSHRIRN.

(1) Subscriber identity authentication
a. Verify the legality of the applicant organization

Query the registration code (such as unified social credit code) of the applicant
organization through Authentication Data Source for EV Certificates; verify the
identity information and registered address of the applicant;

It must be verified directly by a qualified independent source of information.

b. Content of organization verification
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Whether the identity information of the applicant organization exists;

Whether the identity information of the applicant organization is accurate;

Whether the business address provided by the applicant organization is consistent
with the registered address in the registration document (such as business license);

Verify the business address and registered address information of the applicant
organization through property bills, bank statements, government-issued tax bills, or
other verification methods deemed reliable by the CA.

c. Verify operational existence of the applicant organization

Through Authentication Data Source for EV Certificates, query the registration code
of the applicant organization to verify its operational existence or query the bank
capital verification report provided by the applicant organization to verify its
operational existence status.

d. Authentication of EV certificate applicant's principal individua

EV certificate requestor (When individual businesses apply for EV certificate, the
certificate requestor must be the operator himself) must be verified by face-to-face
(video) methods;

Verify identity information through the Ministry of Public Security identity
verification platform;

Contact the personnel department of the application organization by dialing the fixed
line telephone (must be the company phone number obtained from the authentication
data source) to confirm the identity and authorization of Certificate Requestor,

Certificate Approver and Contract Signer.
(2) CSR X443

SITPIZRE CSR AR H#TRIE, 0F CSR FHEERESHIERT
MiEE—3, EEFEHEIE, FRITERSREMA,

(2) CSR file authentication

Verify the content of the CSR file submitted by the subscriber, check whether the
information in the CSR is consistent with the information in the application form,
whether it complies with the relevant specifications, and verify whether it has a
private key.

(3) EV HEBZERIEB D&K=
EV A RIUE B AR FAEHE FIPS 140-2 REMEHEN RN L L

MRH, NEREBHRERRTEEEMAR USBKey. IIBNNE, oXBMD KT
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NEIE:

1. CAHMEAIT FERRBEZIEBIHRFERE FIPS 140-2 Level 2 AT
M RERIEARE USBKey H1, H CA HIMHEREFHRITH .

2. ITPECEZRENRTERFAX, BERTATHERX log. ERFTAX
MR & BAREIS . CSR XXMHR LA CA MAGINHEERIZ.

(3) EV Code Signing Certificate distribution control

The EV Code Signing Certificate must be kept in a secure medium that meets FIPS
140-2 security specifications or a corresponding level. The media include, but are not
limited to, a smart key USBkey, an encryptor, etc., and the available distribution
methods include:

1. The CA generates a Code Signing Certificate for the subscriber and keeps it in the
smart key USBKey that meets the FIPS 140-2 Level 2 security specifications, which
is mailed to the subscriber by the CA.

2. The subscriber generates a key pair on the security medium, and provides the
relevant log of the key pair, the specific model of the device that generated the key
pair, and the CSR file to the CA for audit.

3.2.2.16 R EEHIEBIT A 5 ML 5 Authentication of Timestamp
Certificate Subscriber Identity

MATT AN H R IER B BAE R, T I E CAN IR A ML IG1R 32
. VTP ERIENEBIERR, RIRZN TRR B FEIER S RiEHR
If the subscriber applying for a Timestamp Certificate is an organization, it may apply

to the CA or an authorized RA. When a subscriber applies for a Timestamp Certificate,
the following paper or electronic data materials shall be submitted:

1. IEBEHER

2. E>—MHAE I AR
3. BHIBABDA SR
4. PSR T BHIE AR AL A

1. Certificate application form
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2. At Least One Organization Information Proof

3. Applicant's personal identification proof

4. Proof of authorization granted by the organization to the applicant

CAMAMBRIIIT A S #HTERIS, EEXS CSR EMMHTER., HLERIR
BITEMNT,
(1) $REEA CPS 5 3.2.2.1 THERLITTAIMEH .
(2) 3F CSR XHHLFNEEEE: CSRAMNEBEERESHIBERTHHIE
EE—%, WCRHEFRSHEBERTHA—F, MURBERIE BEFE
HEXHSE, tban DN WIS, WIEEESHEHLA.

In addition to the identification of the subscriber, the CA also needs to authenticate the
CSR compliance. The authentication procedure is specified as follows.

(1) Authentication of organization identity in accordance with the requirements of
Section 3.2.2.1 of this CPS.

(2) The authentication of the CSR file mainly includes whether the information in the
CSR is consistent with the application information in the application form. If the CSR
application information is inconsistent with the application form, the application form
shall prevail; whether the relevant specifications, such as the order of the DN, are met;

verify that it has a private key.
3.2.2.17 XREZEZUEBEITF 5445 Authentication of Document

Signing Certificate Subscriber Identity

PMAITA AT FNBERIEXEERIES, o M@ CA JIMEEIRNAYE
AR BRI, 1T P RIEXEERIEBE, MR TR E F IR H
LR K
If the individuals and organizations apply for Document Signing Certificates, they
may apply to the CA or an authorized RA. When a subscriber applies for a Document

Signing Certificate, the following paper or electronic data materials shall be
submitted:

1. IEBHIFER
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2. EL—MHMERIEAME (DPAITFAARER)
3. HIRABDASML A
4. PIAAEFRTERBANRDLH (PATTRARER)

1. Certificate application form

2. At Least One Organization Information Proof (not applicable to individual
subscribers)

3. Applicant's personal identification proof

4. Proof of authorization granted by the organization to the applicant (not applicable
to individual subscribers)

CAMMBRXSTT P S 7L A5, EESXT CSR ERM#HTER . HEFIR
BITEMNT,

(1) FIEBNBEANZFREENIAELZR/ ARYEEIR, REACSFE
3.2.3 %5/ 3.2.2. 1 THTHHLI,

(2) 3FF CSR XHMLFFERS, CSRAMEERESHIERTHHAIE
FE—8, BREFEHEXMTE, tha DN HINFE, HFRIEEEERHENRA.

In addition to the identification of the subscribe, CA also needs to authenticate the
CSR compliance. The authentication procedure is specified as follows.

(1) If the certificate's distinguished name contains the personal name/organization
name, the identity is authenticated in accordance with Section 3.2.3/3.2.2.1 of this
CPS.

(2) The identification of the CSR file mainly includes whether the information in the
CSR is consistent with the application information in the application form, whether it
conforms to relevant specifications, such as the order of the DN, and whether it has a
private key.

XA BB S FHARFERE FIPS 140-2 R HBHBR R AL LN
R, NREIEERRTFEEBINHARL USBKey, INENE, TXBHSLAR
B

1. CAHMAITFERXEERIEBFHRFERE FIPS 140-2 Level 2 ZEHIE
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HYE BEZADSARL USBKey H7, HR CA HlMBRE 41T F.
2. TFBCHEZENRTERERX, BEMEAXNNEX log. EREAXS
AIREEAES . CSR XMHEMEEAR CA HIHg IR,

The Document Signing Certificate must be kept in a secure medium that meets FIPS
140-2 security specifications or a corresponding level. The media include, but are not
limited to, a smart key USBkey, an encryptor, etc., and the available distribution
methods include:

1. The CA generates a Document Signing Certificate for the subscriber and keeps it in
the smart key USBKey that meets the FIPS 140-2 Level 2 security specifications,
which is mailed to the subscriber by the CA.

2. The subscriber generates a key pair on the security medium, and provides the
relevant log of the key pair, the specific model of the device that generated the key
pair, and the CSR file to the CA for audit.

3.2.3 MPABHHEIXLF Authentication of Individual Identity

PAIT AT P RIBEAEBRTUE BTN TN AB RIS ML, BFRER
BRT: BHNE. PRE. FEIE. BRERREAMBITIE. SUE. PRI
EAKABRIESE, REIEBHIE.

To submit a certificate application, individuals or organizations authorized
representative shall hold valid government-issued photo ID before applying for a
certificate, including but not limited to: ID card, residence booklet, military ID,

Mainland Travel Permit for Hong Kong and Macau Residents, Taiwan Compatriot
Travel Certificate, passport and permanent resident permit for foreigners.

CA MMM HENAEMYUPKFIN DA S M ESEMT M. HERE
TR,

(1) BINEE =TT EIEEXN B LS ML #HITIZERIN, FRATR
HONESESHEER I

(2) BEFHERE. ROTFHEFAX, SPATPELIERBER. &

ZENTRIIEST. WA AR BYEFAANDNATANSNHTHIA
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(3) HHBFERESNMBEEN, FERHINZNMESHEE, UEHIBA

EEBETIZYSHRM A

(4) AEZ. REDRHEMBHBUFELLBERRNETRIBLERN, &
BERILOZDABRITERGHA RN, IR REZFHBRIA . HEN
IERAX e E RIEEXN AN BEAES.

The CA or authorized RA shall confirm the authenticity and validity of the
individual's identity. The authentication procedure is specified as follows.

(1) Check and confirm the wvalid government-issued photo IDs through an
authoritative third-party database to ensure that the provided information is consistent
with the verification results.

(2) Verify the certificate request with an individual subscriber by SMS, postscript of
bank payment, etc. If necessary, the identity of the individual subscriber can be
confirmed by voice call, video call, photo taking, face to face meeting, etc.

(3) When the application information contains organizational information, it is
necessary to confirm whether the organization exists and whether the applicant is a
member of the organization.

(4) When the domain name, device name or email address is used as the certificate
subject content to apply for a certificate, it is also necessary to verify whether the
individual applicant has the right, for example, requesting the domain name
ownership document, the ownership certificate or the applicant's written commitment

to ownership, etc.

CAYIMRE S AP IE B M RIEATIR, ERIILBHRIBENEEIZS

x, XTHRAERNBPIBA, CAYIPRKIELEHHIF,

The CA establishes and maintains certificates high risk applicants list and will check
the list when accepting certificate applications. For applicants in the list, the CA will
reject the application.

3.2.4 SHHBEIERLT 1= B Non-verified Subscriber Information

HEVTFRZEUEXHABTEICERNES, XBERIENITAER. I

PHNEERLAZETEIE, RERWIENEEFFTENILE.
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Non-verified subscriber information refers to the information submitted by the

subscriber beyond the scope of authentication. The information in the certificate must

be verified and non-verified information shall not be included into the certificate.

3.2.5 ¥ZAXHAEIA Validation of Authority

ARRDEARBBHENFT, RRARFIMEFIES, FREHRALIRN
HRFKIZBRANIE CA BFIEBEENRDM . BLRTE CA YA FIES

RIEREMESNAER, WIEARARSHEANNRNFHIA.

In order to ensure that the agent has a specific license to represent the organization to
obtain a digital certificate, an authorization document that the organization authorizes
the agent to represent the organization for the CA digital certificate needs to be
provided. After the organization affixes the official seal of the unit on the digital
certificate application form of the CA, it proves that the organization has confirmed

the authorization of the person in charge.

K CAHMMAITFRIGEIREIRIIDARBIFILER . FRIFBEUSEERIEE
T A GHETIEBEHIENIRI DA, WA SR EIZIEEA R UIMIENE B RIEE
Ko ERFIRIFEFERINBEIERN, NEREFEREASENARNES.
The CA allows an applicant to specify the independent individuals who may request
certificates. If an applicant specifies, in writing, the independent individuals who may
request a certificate, then the CA shall not accept any certificate requests that are

outside this specification. The CA SHALL provide an Applicant with a list of its
authorized certificate requesters upon the Applicant’s verified written request.

3.2.6 HBIE{EAN Criteria for Interoperation or Certification

AR CAHUGE] U S EMB FIMERSVADHTERIE, BRIZETFINMERS
HA98) CP & CPS AT &AL REFINER N A R A S £ FINEFE R I B RIS
TR, FEBFIMNEATEZBHEXIMNL.

The CA can interoperate with other certification authorities, and require that their CP
and CPS shall confirm to the requirements of the CP of global certification system of
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Beijing Certificate Authority Co.,Ltd., and the relevant agreement shall be signed with
BICA.

WMREFEFEEINANHBER, HFNLASE 8T

If national laws and regulations have requirements over the matter, BJCA will strictly

abide by them.
BHERH, R CANNMREREEMZIAEIES.

By now, the CA has not issued any cross-certification certificate.
33 A E M I/ KM R IR 5 £ 5 Identification and

Authentication for Re-key Requests

331 F M EIHPE H M xR 5 £ 5 Identification and

Authentication for Routine Re-key

EITFIEBEERT, ITPBREMLBURIFIEBEMRNES M. & CAHL

M—RERITAFE—MHEBANKREIHNRAY, AN ENBRER.

Prior to the expiration of the subscriber certificate, the subscriber needs to obtain a
new certificate to maintain the continuity of the use of the certificate. The CA
generally requires the subscriber to generate a new key pair to replace the expired key

pair, which is considered as a routine re-key.

NF—RIERTHZPEFRHIE, 1T IURZEBIRFIFIERBNEBES,
WITREA . IEBFIS%E, NHIBENLEHET

(1) FIEBHFEFH CANMELR;

(2) AFRIES LT R AR RIFNE ZEHEITRIE,

(3) BEFERIMEEHITIHER.

For a general re-key request, the subscriber must submit sufficient information to
identify the original certificate, such as the subscriber's DN, certificate serial number,
etc. The identification of the application is based on :

(1) The original certificate exists, and it was issued by the CA;

(2) verifying the signature of the application with the subscriber's public key on the
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original certificate;

(3) Identity authentication based on the original registration information.

BRI SEAERREAN BN XM R EBIET ERE, 1T ERIEER
EHET, AWIMERERZERNMBAXGHEIECS BE, HILERNRE, CA
ARG KIBTRE.

Re-key can cause files or data encrypted using the original key to be unable to be
decrypted. The subscriber must confirm that the encrypted file or data using the

original key has been decrypted before applying for the re-key, and the CA will not be
liable for the losses caused thereby.

332 HWE R B EH BN IEE X 5 Identification and

Authentication for Re-key After Revocation

IERRHEENBAEFFE T AEFRIFILES, WHERERAEHNIRR
545 RAn S nTHIMERRRE, HERSACPS 5 32 AR,

The re-key after the certificate is revoked is equivalent to the subscriber reapplying
the certificate. The identification and authentication of the re-key after revocation is
the same as the procedure of authenticating the initial identity. The requirements are
the same as in Section 3.2 of this CPS.

3435515 K B9 FR IR 5 X 51 Identification and Authentication
for Revocation Requests
BT EHRIBHEEIER, CAYMRBBEINEE=THIEE. FHEE.
B2 EFNEIEE AR R S0 #HT L7,
If the subscriber actively applies for revocation of the certificate, the CA will verify

the identity of subscribers through authoritative third-party database, SMS, domain
name control verification, and other methods.

EETTPARBITA CPS FrMlERI X T A CPS 5 4.9.1.1 TS AR,
7 CA HME RN AT MR IERSETT PHIEBE, THFXNTASHHTE
SillJ8
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If the subscriber fails to perform the obligations specified in this CPS or because of

reasons stated in Section 4.9.1.1 of this CPS, the identity of the subscriber is not
required to be authenticated when the CA or the authorized RA applies to revoke the

subscriber's certificate.

4. IEBE G EAHEARIEE K Certificate Life-cycle Operational
Requirements

4.17F B H1§F Certificate Application

4.1.1 JEFHEBTESEER Who Can Submit a Certificate Application

IEBHFLAE BB AMBETRIDDEARRNARNM(BREERIKR. £

Fl B, HEEAKSE),
The certificate application entities include individuals and organizations with

independent legal personality (including Government Entity, Business Entity,

Private Organization, etc.).

4.1.2 yF i3 2 5 57 fF Enrollment Process and Responsibilities

IEBERIBEARRA CPS Il ENER, BEINHENHNAEL T IR
BEHIE, BEEXNSMERHTE. CAVIMSCEMNEZIEIERERE KIES
MEFIEIEBRIBANSMATES, HFREREZERILS.

The applicant shall submit the certificate application through face-to-face or online
way, including relevant identification materials, in accordance with the requirements
stipulated in this CPS. The CA or the RA accepts the certificate application, identifies

the identity of the certificate applicant according to the identity authentication
specification, and decides whether to issue the certificate.

TR ITRANELSTAY . & CPS BAH3 CP il € MY &
TR, FHAESZ. ERAEEMER, WITREESEA CPS 5 3.2 THEK
HTIEBEHIERE, NES CA VISR EMYI AT 505 BHNFRE.

EXRMEZ, EMAIE, ITRFERERIPEMREMNIEBERANT .
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Subscriber: The subscriber shall know in advance the responsibilities and obligations
stipulated in the subscriber agreement, this CPS and the relevant CP, and confirm
acceptance. To formally request for registration, the subscriber needs to refer to the
requirements of Section 3.2 of this CPS for certificate application operations, and
should cooperate with CA or an authorized RA to complete the collection, recording,
and review of identity information. After successful registration, the subscriber is
responsible for protecting the security of the obtained certificate private key.

RIE (REARAMERTERE) HAE, IEBHIBEAKRE CA VAR

AEX. TEMEMNER, HFEHMIE % CAVMIEFERKBITIENR
BRr, RKBHENAEERRENLFREE.

According to Electronic Signature Law of the People's Republic of China, if the
certificate applicant fails to provide true, complete and accurate information to CA, or
has other faults, and causes losses to CA or relying party of the electronic signature,
the certificate applicant shall bear the corresponding legal responsibility and

indemnification obligations.

CAHAE: CAHIMRAR. BIZRSBACPS F 32 HTREL24THHNEX

\\

WITPRERHERHTRE. IEX, BHik. BERAR. HZARDIEARR
Kirs#t/s, CAYIMETITAERIES.

CA: CA entry clerks and reviewer collect, record, and review the identity information
of subscribers in accordance with the requirements of Sections 3.2 and 5.2.4 of this

CPS. After verification and approval by two trusted persons (entry clerk and reviewer),
the CA issues a certificate to the subscriber.

4.21F B E1E4LIE Certificate Application Processing
4213 712 531 5 £ 5 I 88 Performing Identification and
Authentication Functions
CA A RN A E MY EITT FROIE BRI, %8B CPS Frfll € /Y
%"ﬁ}%ﬂ]uuﬁix—f EE 'LEJAE’] %’ﬁ 1/\%']5%73] o /\ﬁgﬁ"]éﬂ /JIL3F£1$J|_| ZIK CPS

327,

After receiving the certificate application of the subscriber, the CA or the authorized
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RA identifies and authenticates the identity of the applicant according to the identity
authentication procedure stipulated in this CPS. The specific identification procedure
is detailed in Section 3.2 of this CPS.

CAHMENBEANERRSHRIEBEANBY RIMFNE—

dNSName i CAA iCxKieE, FIRERA CPS 5 32.2.8 MMteEITAMERHAE
EEMEZIERRIF. EERREF[IEBELRR, & CAYIMRIEA CPS % 3.2
TIRGHVEIRESE AR (B R EBId A CPS 28 6.3.2 THAE RS =L P&
KEFEH, BIZESRKELL, W CAVIETEBIZBERSUERX M, WITH
SHHMRA 5L,

The CA will perform a CAA record check for each dNSName in the certificate
Subject Alternative Name extension of a Global Server Certificate to be issued, and
determine whether to approve the certificate application according to the inspection
method and result in Section 3.2.2.8 of this CPS. Prior to the issuance of a Global
Server Certificate, if the time of obtaining data or certification by the CA under
Section 3.2 of this CPS does not exceed the maximum validity period of the server
certificate as specified in Section 6.3.2 of this CPS, and the information has not
changed, the CA can reuse the data or supporting documents to identify and
authenticate the subscriber identity.

ARBERILSE. XEERIEBELRF, & CAYMIRIEAR CPS 5 3.2 Tk
BHBURSIE RS AIRT B ANBIT A CPS 8 6.3.2 THAEMRBERIER. X
MEZIEBRAEY, BZEEREETML, N CA YT ERMIZEIESILH
Xt TR ESRHTIRAS L5,

Before the Code Signing Certificate and Document Signing Certificate are issued, if
the time of obtaining data or certificate by the CA according to Section 3.2 of this
CPS does not exceed the maximum validity period of Code Signing Certificate and
Document Signing Certificate as stipulated in Section 6.3.2 of this CPS, and the
information has not changed, the CA can reuse the data or the certification file to

identify and authenticate the subscriber identity.
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4.2.2 JF B B iFH A FIFE 248 Approval and Rejection of Certificate

Applications

CA A AGEMYLIRIEAR CPS R EN S L FIRBEIHEBRIBEA
S#H MRS LG, REFELHNERREMAESIEEIEBRIE.

After the CA or the authorized RA identifies and authenticates the identity of the
certificate applicant according to the identity authentication procedure stipulated in
this CPS, it decides to approve or reject the certificate application according to the

identification result.

WMRIEBHIBFABIEA CPS Il EN FMEFIRIEELILER A E1E, CA
P SIRNASEMY G HEIE R RIE, AIEBRIBBATEFMEEFIER.
If the certificate applicant passes the identity authentication procedure specified in
this CPS and the verification result is qualified, the CA or the authorized RA will

approve the certificate application and create and issue a digital certificate for the
certificate applicant.

MREETHER, CANMBRIELIERHIF:

1) R4EA CPS % 32 WHIHE, FRETARAFINERAELFNITFER,

2) TT P RREARIBE SR IRHLAT BB B ME AR

3) ITA RN E N ZIT AN B XN BTEXR;

4 PR EHENRBIRBIE X FHER PR,

5) BIEAIEBEEH ICANN ZEHHHFTNREZ;

6) CA HLAGIA AHUEIZ IR SR FINEA T TR EN. FEUHHER
x.

The CA rejects the certificate application if:

1) According to the provisions of Section 3.2 of this CPS, not all necessary subscriber
information can be identified and authenticated;

2) The subscriber cannot provide the required identity documents;
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3) The subscriber objected or could not accept the relevant content and requirements
of the subscriber agreement;

4) The subscriber fails to or cannot pay corresponding fees as required;

5) The certificate applied for contains a new top-level domain name under
consideration by ICANN;

6) The CA believes that the approval of the application will bring disputes, legal
disputes or losses to BJCA.

XTHRERIEBEHE, CAYMBHBEBENERLRIBERR, RNEMEIFA
RIGRE CEREEERIBRSL).

For the rejected certificate applications, the CA will inform the applicant of the failure

of the certificate application and reasons (except where prohibited by law).

CAHMIRERNEIKEA. Iins] BAXKE. NRMNELEESHK
FUMEE=TRHNEBE, FAHEEATFREFTHENER, EIMEFIE
PR RIBASIR AEIILEBHBENSE®ZIIK, S TIRPEIANEHE
A, CAHIMPEIELEHERIE. NTEEAMILE, SEHPREIIRTUERZ, —
BEIIERFEALRAETIRS, CAVMENAEIZIL BERIUE G H 2T
AR,

The CA establishes and maintains certificates high risk applicants list according to the
list published by the anti-phishing Alliance, antivirus vendors or related Union,
government agencies responsible for network security services, or information
disclosed in public reports by media, and will check the list when accepting certificate
applications. For applicants in the list, the CA will reject the application. For issued
certificates, they will be reviewed periodically according to the list. Once the
certificate holder is found in the list, the CA has the right to revoke the certificate or

take appropriate mechanism to deal with it.

XNTERER . BRBUFER . T IS ERBI) s S BUF B EME R
AHMBEHEATERNNANE, CAYVMBETIELEARFRILS. ki, WRIEP
RIEHEXAR (BFERIBEA. BHA. EBAN. BIERIEAT) JEEEEM.
ERSHTBFRNERRS, CAYMELEREHRSSMNIIPHIFEER.
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For those organizations is prohibited engaging in commercial activities or public

activities by laws and regulations, national government departments, industry
regulators, the CA has the right to refuse issuing an certificate. In addition, if the
person (including Certificate Requestor, Certificate Approver, Contract Signer,
Applicant Representative, etc.) applying for the certificate is subject to relevant laws
and regulations, national or local government restrictions, the CA may refuse to

accept the certificate application in which the person is involved.

4234 38 uF B B 15 B9 B (8 Time To Process Certificate

Applications

CA MM IRN A EMAADE L SIS R RRBINERRIBEEE, —B
EMVAEE T PRERIBEXRER, BET 1M IEERZE, FE3-51T
EREREZSIEREL.

The CA or the authorized RA will make reasonable efforts to confirm the certificate
application information as soon as possible. Once the RA has received all necessary
relevant information, it will start processing in the next working day, and complete the

audit and certificate issuance in 3-5 working days.

CA VIS FAN A E M9 8E &5 78 L34 B [8] HAFR A AL IR UE B R IEBUR TIEP
FIFAREHES. ¥, AR THEXGEEMNEE RN T CANERE
Whether the CA or the authorized RA can process the certificate application within
the above time limit depends on whether the applicant has submitted the relevant

information in a true, complete and accurate manner and whether it has responded to
the management requirements of the CA in a timely manner.

4.3UF %% Certificate Issuance
431 IEBFXFEMIAEIE FINMERSZYIAEEIFT A RA and
CA Actions During Certificate Issuance

R CA BIEBEX AR CAMRNNTEARBRBETERES, £1R
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CABITIEBFRBERE.

Certificate issuance by the Root CA Certificate shall require a trusted person
authorized by the CA to deliberately issue a direct command in order for the Root CA
Certificate to perform a certificate signing operation.

EITFIEBNERIED, CATMHNIARDTINEBHIBFERINGE
B, A NTTERHIENER, FBITRIERA RGRBERIEBHIBREE CA
MIEBEX RS . RAXHMIEBERBRELFEIMNMHNENHLISEL
REERE, FHFRIFREZIEFRR CA Y4,

During the issuance process of the subscriber certificate, the entry clerk of the CA is
responsible for entering the information submitted by the applicant, and the reviewer
is responsible for the approval of the application, and the request for certificate is sent
to the CA certificate issuance system by operating the RA system. The certificate
issuance request information issued by the RA requires the identity authentication and
information security measures of the RA, and ensures that the request is sent to the
right CA.

CAHMERBIERELIERE, HENERPELERNER N, EACEITER
RIFZE, BEXRIER. T SSLEKRSHIEBNEXR, ERIFSCT HiEx
BXTUE BT linting TERNFEEHREENALER, MUBLEZER
T & Baseline Requirements ZRMIEH . IEBHFLZRER FIANERSIAS

RA&TEIEHHUE TIEBBRIE,

After obtaining the certificate issuance request, the CA shall determine its validity,
and issue the certificate after approving the application. For the issue of SSL Global
Server Certificate, before applying for SCT data, the CA performs pre-issuance linting
tools. If an error or warning is found, the issuance is held up for manual review to
prevent the issuance of certificates that violate Baseline Requirements. The issuance
of the certificate means that the CA has approved the certificate application

completely and formally.

85



@ HFA T ] 2R 2 UL 25 4
432 BFINMERRES A MFEMYLAITTT 2 #9184 Notifications

to the Subscriber by the CA of Issuance of Certificate

CA LS MM EFME LT FIE BN ERERMRBUEBAT K, o
BISEXE. BFHAE. METEH, s CATMINAEMZR LTI EmMT
Fo
The CA shall inform the subscriber through the face-to-face, e-mail, network

download, or other means that the CA considers safe and feasible through the RA of
the issuance of the subscriber certificate and the way to obtain.

4 AYF F 152 Certificate Acceptance

441 ¥ Y 3E 2 F B B9 7 4 Conduct Constituting Certificate

Acceptance

ERERTHE, ITHABE CAVMEBEN T RNREGESR, EITFREM
TER—MTAE, CANMIAATTFEZTIES:

1) ITATHEERE TIES;

2) A CANMEITAHATT, REITTATEIER, FIEIERRIIMETR
RIXLBVT P,

3) AR CANMEIEBREBUBAAESIT AR, EAEMRERITFRKRT
LIS

After the certificate is issued, the subscriber obtains the certificate through the method
announced by the CA. After the subscriber has any of the following actions, the CA
considers that the subscriber has accepted the certificate:

1) The subscriber has downloaded or installed the certificate;

2) The CA, with the permission of the subscriber, downloads the certificate in place of
the subscriber and sends the certificate to the subscriber by email;

3) After the CA sends the certificate acquisition notice to the subscriber, the
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subscriber does not refuse within the agreed time.

442 8 FIANIE BR 55 H1 48 XFIE B B9 & 77 Publication of the

Certificate By the CA

HELHRBRESBIEBEXRZH, CAYIMIRIE Google B CT KA
(https://github.com/chromium/ct-policy) , BFIEBIRZERDTF 3 MNEIEA
CT lRE#H. CAHMMAEZRLRILERE, KEBEXGITFHAILEBHNE.
Prior to the issuance of a Global Server Certificate, the CA submitted the
pre-certificate to no less than three qualified CT servers based on Google's CT policy

(https://github.com/chromium/ct-policy). After issuing the certificate, the CA sends
the certificate to the subscriber as the publication of the certificate.

443 8 FIANE AR 55 ¥ 49 X H fib SE 4K /9 18 45 Notification of

Certificate Issuance By the CA to Other Entities

CAHMAN H A TESE, ASKATUERFEELBTEN.

The CA does not notify other entities, and other entities can make their own queries
on the repository.

4 5Z4AXTFOIE H B91E A Key Pair and Certificate Usage

45177 P #A $8 #03F B B9 {5 B Subscriber Private Key and

Certificate Usage

TTAERIZ TIERRIBEFEST CAVMAELZNIERE, HUAELRE
BFS CANM. W71 H KAIF X S HIE .
The actions of submitting a certificate application and accepting the certificate issued

by the CA shall be deemed the subscriber has agreed to abide by the terms and rights
of the CA and the relying party.

R REAERIERE. & CPS URITRFIMUIEE R FSE Bl R AT
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AMER, FEAEBRESEEsEZE, TR IS IEERIZIE B XN N A,

The subscriber shall only use the private key and certificate within the application
scope specified by applicable law, this CPS, and subscriber agreement, and stop using
the private key corresponding to the certificate after the certificate expires or is
revoked.

SFF SSUTLS IEB, ITFRE RERMXSRIEREIEBS H A 52 3T

AR5 AR HEREIL B

For SSL/TLS certificates, the subscriber has the responsibility and obligation to
ensure that the certificate is only deployed on the server corresponding to the Subject

Alternative Name listed in the certificate.

4.5.2 W ¥ 75/~ $A AL B B9 1 B Relying Party Public Key and

Certificate Usage

KT RAREA S SN B RARETHES, FESIEBERE - (nE
HRARYTRE) . BT RENTNIEBTARRE, JUBEEENTNIERT
BNTNGN, ABETRAARIENTETERNESME. ARIIBTERNES
PERS, KRBT RCEFRFHE R E R EIREAR .

The relying party shall only rely on the certificate within the appropriate application
scope and be consistent with the certificate requirements (such as key usage
extensions, etc.). After the relying party obtains the certificate and public key of the
other party, it can check the identity of the other party by checking the certificate, and
verify the authenticity of its electronic signature through the public key. When
verifying the authenticity of an electronic signature, the relying party shall know
exactly the data being signed.

T RIBE BB, B

a) F CAHMANEBRILIEBHHER, FINZILBERBITPREER CA
PMELRR, FRIEBHRNBTLIEHEN.

b) #IIEBIENH, WINZEBEEIHZA,

c) WIiT&EH CRL 3 OCSP, HINZIEBEBEH T,
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The relying party shall verify the validity of the certificate, including:

a) Verify the signature in the certificate using the certificate of the CA, confirm that
the certificate is issued by the CA that the relying party trusts, and the content of the
certificate has not been tampered with.

b) Verify the validity of the certificate and confirm that the certificate is valid.
c¢) Confirm that the certificate has not been revoked by querying the CRL or OCSP.
ERIFEFERN, KB NAERMETABIEERE R EARREIE

B, ENEREERIEARAERRTHERNEEE.

When verifying an electronic signature, the relying party shall know exactly what data
has been signed. In the public key cryptography standard, the standard signature
information format is used to accurately represent the signed data.

4. 67F B F ¥ Certificate Renewal

4.6.1 WIEBEFHAEF Circumstance for Certificate Renewal

IEBEHEAEANZIERLPIT AN AAHEMEFAERAERT, MITFAE
A —SKFNEH. A CAYMEEIT AL E ML B RAE#RS, EIA CPS 5

4775,

The Certificate renewal refers to the issuance of a new certificate to a subscriber
without changing the subscriber's public key or any other information in the
certificate. The CA recommends subscribers to use the certificate re-key service

preferentially. For details, see Section 4.7 of this CPS.

VTABEILBEEART 30 REITIERBER. WEBIHE, 1TADNERRIE
FEB .
Subscribers are required to renew their certificate 30 days prior to the expiration of

the certificate. After the certificate expires, the subscriber must re-apply for a new
certificate.

CAHMZHF A SSL £IARFG=FIEH . NEBIEBRAIEBEFRRS

The CA supports certificate renewal services for SSL Global Server Certificates and
Timestamp Certificates.
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4.6.2 1E§RIEBEHAISS{A Who May Request Renewal

BRI BEFHTEHEBITA.

Certificate subscribers may request renewal.

463 B F ¥ 15 5k B9 4k I8 Processing Certificate Renewal

Requests

IEBEMFRNLELIESEFIBRIE. £5]. EXIER. NHIBHRIE

ERNMET AT ILATTE:

1 ITRANRIEBHFEFEHEAR CAYMELR;

2. IEBEFIERAETFTHRA;

3. ETERIMEEHTENER,

4. & CAHMARIEZA CPS 2 3.2 IR BHIEUESIE A R B [B) i

A CPS % 6.32 THAEMURIEBMRAENHEZESRLELL, N
CAH eI E IZEIRSOEAX M, MITFR SH#HTIRA S5 L£5].

The processing of certificate renewal requests includes application verification,
authentication, and certificate issuance. The verification and authentication of the
application must be based on the following aspects:

1. The original certificate of the subscriber exists, and it was issued by the CA;
2. The certificate renewal request is within the license period;
3. Identity authentication is based on the original registration information

4. If the time of obtaining data or certification by the CA in accordance with Section
3.2 of this CPS does not exceed the maximum validity period of such certificate as
specified in Section 6.3.2 of this CPS and the information has not changed, the CA
may reuse the data or supporting documents to identify and authenticate the identity
of the subscriber.

M FBIE R L 5Bt fE CA ¥ A T ES AIER.

After the above verification and authentication are passed, the CA can approve the
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issuance of the certificate.

AIEBEHN, TATMARENRANERERETER, CAYBKER

XHAANERMAH. EFERRESNAAGERATERM. SEEME—1

AYBRIERNLEH

When the certificate is renewed, the subscriber can sign the renewal request with the
original private key, and the CA will verify and authenticate the correctness, legality
and uniqueness of the user's signature and the public key and the user information

contained in the renewal request.

VP ] PUEFEFRERA CPS 56 3.2 T BRHTIE R EFHIFHRE, EFiR
R SMIERAMEL CAHIMEAETER TEB e X AR aIE B HiERL 51T 1E
AP EH AN EFILEFER.

The subscriber may also choose to perform the certificate renewal application
operation in accordance with the requirements of Section 3.2 of this CPS, and
re-submit the identity certification materials. The CA may, in any case, use the
authentication method of the initial certificate application as the authentication

processing method when the certificate is renewed.

4.6.4 MAHTIE B 1T 2 #9185 Notification of New Certificate
Issuance To Subscriber
[EZA CPS 5 4.3.2 15,
The same as Section 4.3.2 of this CPS.
4.6.5 M pY3E S EHIUE B AIFT4 Conduct Constituting Acceptance
of A Renewal Certificate
EA CPS 5 44175,

The same as Section 4.4.1 of this CPS.
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4.6.6 B FIANUE R & A48 X & #ruk F B9 & 77 Publication of the

Renewal Certificate By the CA

B CPS 26 4.4.2 %5,

The same as Section 4.4.2 of this CPS.

467 B FINER S YL X H ftb LA gy 18 & Notification of

Certificate Issuance By the CA to Other Entities

B CPS % 44375,

The same as Section 4.4.3 of this CPS.
A TUE B ZEAFEF Certificate Re-key

471 EBZHAEFAIER Circumstance for Certificate Re-key

IERZAEIMEIEIT P ERHRAFRBEAFRPAEZLIILS, CAYIIGR
HHEBEHE, BALIENEH,
The certificate re-key means that the subscriber generates a new key and requests to

issue a new certificate for the new public key. When the CA provides the certificate
renewal, the key must be renewed at the same time.

& CANUIIRIEZAR CPS 55 3.2 IS ERIRIX 1S A9 BRI BA S AHRY AT 8] 18
AR CPS % 6.32 THRAEMIRIEBHIRAEIHEIZEEREEZL, N CA
AT UEAXLLFERIENER. L, ITAERIFIREAERTNLTEHR
RIRZEBEAERFMEL, RZMENRBIRIEBNBENE ST, WiEHF7!
S ITRIAEE, UERARIEBNERAMNEBEZAEIERETERE
CA WS

If the time of obtaining data or certification documents by CA from the source
specified in Section 3.2 of this CPS does not exceed the maximum validity period of
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such certificate as specified in Section 6.3.2 of this CPS and the information has not
changed, the CA may reuse these previous validations. In this case, the subscriber
does not need to submit the required materials for the certificate application again
when applying for the certificate re-key. The subscriber shall only submit the
corresponding information for assisting in identifying the original certificate, such as
the certificate serial number, the subscriber's DN, etc., and sign the certificate re-key
request using the private key corresponding to the original certificate for CA's

verification.

IEBRAEFEIRERRT AT ER

a) HITFIERRIR R AR,

b) HITFIEBAPMEMBEHIE RS,

) HITFIERHMREHIEPEPALR SN,
d) HE U SERAERNEL.

Certificate re-keys include, but are not limited to, the following circumstances:
a) when the subscriber certificate is about to expire;

b) when the subscriber certificate private key is compromised and the certificate is
revoked;

c¢) when the subscriber confirms or suspects that its certificate key is unsafe;

d) other circumstances that may result in a re-key.
CAHMZFF A SSL £HRIRF=HILBRAEB R AT RS .

The CA supports the provision of certificate re-key services for SSL Global Server
Certificates.

4.7.2 1EKIUEBAFAEF ALK Who May Request Certification of

a new public key

FRIEBAPEHHOTMDERITA.

Certificate subscriber may request certificate re-key.
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473 E B4R FEHIF K AALIE Processing Certificate Re-keying

Requests
B CPS 8 3.3 1,
The same as Section 3.3 of this CPS.
AT7.4 MAHIE BT P 8918 & Notification of New Certificate
Issuance to Subscriber
BZK CPS 55 4.3.2 15,
The same as Section 4.3.2 of this CPS.
ATS M IES Z A E I B B 17 8 Conduct Constituting
Acceptance of A Re-keyed Certificate
B CPS 5 44175,
The same as Section 4.4.1 of this CPS.
4.7.6 BFINEARSAX 2 A EFIE B HIAZ A Publication of the
Re-keyed Certificate By the CA
BZK CPS 25 44275,
The same as Section 4.4.2 of this CPS.
477 B FIANUE AR &5 A 49 XF H fth 5C K 79 18 & Notification of
Certificate Issuance By the CA to Other Entities
BZA CPS 5 4.4.3 15,
The same as Section 4.4.3 of this CPS.
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4.81F B2 F Certificate Modification

4.8.1 IFH T FE ST Circumstance for Certificate Modification

T FIREVIME R R ENE, HE CAYSIREIEBEE. IEBEE
AL B RIGATHBARE. FMH—2.

If the registration information provided by the subscriber changes, a certificate
modification must be submitted to the CA. The procedures and conditions required
for the certificate modification application are the same as the certificate application.

4821 K UE B T F Y 3L £ Who May Request Certificate
Modification
HRIEBEENLEAIERITS,
Certificate subscriber may request certificate modification.
483 IF B T F 15 3k B 4 I8 Processing Certificate Modification
Requests
EREFiRBYLRRIFIEBA IS IEHTIE.

The certificate modification is processed according to the registration procedures of
the initial certificate application.

4.8.4 WA FIE BB IFIT - 8918 2 Notification of New Certificate

Issuance to Subscriber

B4 CPS %5 432 %,

The same as Section 4.3.2 of this CPS.
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485 MBIESZ T EIEFAI{TH Conduct Constituting Acceptance

of Modified Certificate

BA CPS 2 4.4.1 %5,

The same as Section 4.4.1 of this CPS.

4.8.6 B FINIE AR 5 #1448 3+ 2 5 U F #Y & 75 Publication of the

Modified Certificate By the CA

B CPS 5 44275,
The same as Section 4.4.2 of this CPS.
4.8.7 B FIANUE AR 55 A 49 XF H fth 5C K 79 18 & Notification of
Certificate Issuance by the CA to Other Entities
BZK CPS 5 443 15,

The same as Section 4.4.3 of this CPS.
4 9F B FIFEAS Certificate Revocation and Suspension

4.9.1 FHFEE ST Circumstances for Revocation

49.1.1 #EE1T A IEBAEYERE Reasons for Revoking A Subscriber
Certificate

WMRBIMTINEA—FHSIER, CAYERTE 24 /N REIBIZIT AL

1 ITAMBEE R RIEREH TS,
2. WTAIANAFRIMIEBIBERRERN, BEREERRNITA,

3. CAHUMMBILRILA, STTRIEBHRNARNEANMASHE,
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4. CAHMIAMEHI T LI RIEIT A RAMEETTE, 1ZTETE T A0

RAEZSHITELIT A, BIE{ERR T Baseline Requirements 5
6.1.1.3(5)THREMNTTE,

5. CAMMIRBIESRE, IERHAEEMNEEN P It EFNEIEEARH
EIES

6. CANMEZEBAFENEMTREMEFARBITAAHFEEERERF
B3 F R A 1E 5

The CA shall revoke the subscriber's certificate within 24 hours if one or more of the
following occurs:

1. The subscriber requests in writing that the CA revoke the certificate;

2. The subscriber notifies the CA that the original certificate request was not
authorized and does not retroactively grant authorization;

3. The CA obtains evidence that the subscriber’'s private key corresponding to the
public key in the certificate suffered a key compromise;
4. The CA is made aware of a demonstrated or proven method that can easily compute

the Subscriber’s Private Key based on the Public Key in the Certificate, including but
not limited to those identified in Section 6.1.1.3(5) of Baseline Requirements;

5. The CA obtains evidence that the validation of domain authorization or control for
any Fully- Qualified Domain Name or IP address in the Certificate should not be

relied upon,;

6. The CA receives notice or otherwise becomes aware of any circumstance indicating
that use of the email address in the certificate is no longer legally permitted.

MREM TIMEET—F ZFER, CAYIMETRE 24 /N Z2WEEIER, B
DAIRFE 5 RZNHSEIER:
1. WIEBAFFRFE Mozilla Root Store Policy 5 CA/Browser 13z Baseline

Requirements H128 6.1.5 1 6.1.6 THIEK;
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N

CAHIMELE 7 IE BHE ARV,

CA ISR FI] PR BT P ERFRPAEN —MH L MEE X
SHFRME

CA AIAFZR AR E AT IZIT LB £ MR FODN 3¢ 1P #bilk, 4A,
ERES PR EREEE R M AL BE R NRA . HREMASRIEBEA
Z BRI R IF A SR SN E & I Siis B FMA RS TH B E

CA #H93k F] P RBRFIEBEWATRIEFIEM AN TR R,
CAHMZKAIL PR EANEERETERTK,

CAMLMZAATT FIE B AYE & AR E 1 Baseline Requirements 5§ CA #1194
oy CP/CPS FIAEXER;

CAHMBESRMITAIEBFEE T TERBIERNES,

CA #1454k #E Baseline Requirements i & IE P AIANFI R0 . AR S A%

%1, BRIEHGkE4EI CRU/OCSP 2 8,

10. HH I CA #1449 CP/CPS E RIS IE BEVIEF,

11. CAHIMZRAE B3 7 EW IR TT PRI J10%, SiE 8 HWILER

BA T A AR SA R BN TT 7R f7 FE R G,

12. & CA IR RE 4 18 FINERS, BARZHEEM CA MIMHFT

PSR B IR AE,

BATAHEIINEETE=TTHEMEKE. FEREEVHNEARES, 5 CA

PMPEE RN EEVMEIL AT PEEMAER T RRS,

14. CAHMBETIEBRS FABANSE, 1THRIAREL,

1575 TBUEAALE N HAET
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The CA should revoke the certificate within 24 hours and must revoke the certificate
within 5 days if one or more of the following occurs:

1. The certificate no longer complies with the requirements of Mozilla Root Store
Policy or Sections 6.1.5 and 6.1.6 of the Baseline Requirements of the CA/Browser
Forum;

2. The CA obtains evidence that the certificate was misused;

3. The CA is made aware that a subscriber has violated one or more of its material
obligations under the subscriber agreement or terms of use;

4. The CA is made aware of any circumstance indicating that use of a Fully-Qualified
Domain Name or IP address in the Certificate is no longer legally permitted (e.g. a

court or arbitrator has revoked a Domain Name Registrant’s right to use the Domain

Name, a relevant licensing or services agreement between the Domain Name
Registrant and the Applicant has terminated, or the Domain Name Registrant has
failed to renew the Domain Name);

5. The CA is made aware that a wildcard certificate has been used to authenticate a
fraudulently misleading subordinate Fully-Qualified domain name;

6. The CA is made aware of a material change in the information contained in the
certificate;

7. The CA is made aware that the certificate was not issued in accordance with these
Baseline Requirements or the CA 's Certificate Policy or Certification Practice
Statement;

8. The CA determines or is made aware that any of the information appearing in the
certificate is inaccurate;

9. The CA's right to issue certificates under Baseline Requirements expires or is
revoked or terminated, unless the CA has made arrangements to continue maintaining
the CRL/OCSP Repository;

10. Revocation is required by the CA’s Certificate Policy and/or Certification Practice
Statement;

11. The CA is made aware of a demonstrated or proven method that exposes the
Subscriber’s Private Key to compromise or if there is clear evidence that the specific
method used to generate the Private Key was flawed;

12. The CA ceases operations for any reasons and has not made arrangements for
another CA to provide revocation support for the certificate;

13. Subscribers are included in the blacklist of any third-party phishing website
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alliance, credit regulator, or the regulatory body of the country where the CA is
located prohibits conducting services at the place where the subscriber operates;

14. After the CA fulfills the obligation of urging certificate service fee, the subscriber
still fails to pay;

15. Other circumstances as stipulated by laws and administrative regulations.

4912 #EEH LK CA EBAYJE A Reasons for Revoking A Subordinate
CA Certificate

REB TR —MRSMER, CAYME 7 RAFHEPR CAILH:

=

CA NI BEF R B IEREE PR CAIES;

2. CAHUZINAHR CAIEBIFERARERN, BEREEBHENITH;

3. CAYIMBIHRIERSIEBHNRAAXNMAFER CA NMPAEME, HA
154 Baseline Requirements £ 6.1.5 #16.1.6 T EK;

4. CAMMSHEIEIRIERIEBHUKA,

5. CAHAERFIE P I F & R IEHE Baseline Requirements 3¢ CA HlA & f kY
CP/CPS FYAEREK;

6. CAHSHE TIERTELBEFERIEFTRSHENESR

7. CAMMEF LR CA RHEAIREFIEIEE, FFRZHEHEM CA HIASIR A
HIEPA

8. CA #L#4k & Baseline Requirements M A UE B A9 FIZIER . B EH 4
Z1b, BT ELHRARE 4P CRL/OCSP ERFEZSN

9. HHI CAHIH CP/CPS B RIFHIE P HIEF

The CA shall revoke a subordinate CA certificate within 7 days if one or more of the
following occurs:

1. The Subordinate CA requests revocation in writing;

2. The Subordinate CA notifies the Issuing CA that the original certificate request was
not authorized and does not retroactively grant authorization;
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3. The CA obtains evidence that the subordinate CA's private key corresponding to the

Public Key in the Certificate suffered a Key Compromise or no longer complies with
the requirements of Sections 6.1.5 and 6.1.6 of Baseline Requirements;

4. The CA obtains evidence that the certificate was misused;

5. The CA is made aware that the Certificate was not issued in accordance with or that
Subordinate CA has not complied with the Baseline Requirements or the applicable
Certificate Policy or Certification Practice Statement;

6. The CA determines that any of the information appearing in the certificate is
inaccurate or misleading;

7. The CA or subordinate CA ceases operations for any reason and has not made
arrangements for another CA to provide revocation support for the certificate;

8. The CA's or subordinate CA ' s right to issue certificates under Baseline

Requirements expires or is revoked or terminated, unless the CA has made
arrangements to continue maintaining the CRL/OCSP repository;

9. Revocation is required by the CA’s Certificate Policy and/or Certification Practice

Statement.

4.9.2 1EKIUE BHEEEAYER Who Can Request Revocation

REARIERL, 1TH. CAYME. EMVAM T ULERIFIEBRIBEK.

Depending on the circumstances, the subscriber, CA, or the RA can initiate
revocation.

SN, TR AR®TT . R R AN m A E AR = T IR IR RRR
EH CA M BRIFREHIE PN EIERE .
In addition, subscribers, relying parties, application software suppliers and other third

parties may submit certificate problem reports informing the CA of reasonable cause
to revoke the certificate.

4.9.3 #EE1E K A9 2 Procedure for Revocation Request

4931 1T P EENIR B S H1E A Subscriber Makes An Application for

Revocation on One’s Own Initiative
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1. JIEBRENERIE AR CA SR A EMA IR ZGEBREERIER),

IS RE,

2. CAHLMS AN A E MR IBA CPS 58 3.4 Y ERXHT AR IS
Bk ; ANEIEE I N AT AL TR

3. CANUMSHATHISEIRIE, TTPIEBHEEEE, STMVIR B BIE, mBH4F

BAT PIE BHRBE R B NIES, BRERKINTH, ENLE

IERT, CANMAXHEEAIER RIS Mub#iTA S,

4. CAHAIR M 7X24 /B IE BRSHRIERR S, 1T BN T AR AR
1
(1) RBRZ: sslservice@bjca.org.cn; =X
(2) ZkH: +86 -4009197888.

= SSLIEHIT Fidid ACME APl 12 IEBHEHIE K, CA A% @ ILI UE

BI1T
ZEHNOEBBEBERNBFERSFHIHTER, MEIEEE NHTHEEL
#,

1.The applicant for the certificate revocation submits the Certificate Revocation
Application Form to the CA or the authorized RA and indicates the reason for
revocation;

2.The CA or the authorized RA shall authenticate the revocation request submitted by
the subscriber in accordance with the requirements of Section 3.4 of this CPS and
perform revocation operation if the request passes the authentication;

3.After the CA performs the revocation operation, and the subscriber's certificate is
revoked, the RA shall notify the subscriber of certificate revocation and reasons for
the revocation via telephone or email; in the case of failing to contact with the
subscriber, the CA will announce the revoked certificate through the website if
necessary;

4.The CA provides a 7X24 hours service for certificate revocation application, and
subscribers can apply for revocation through the following ways:

(1) Send email to: sslservice@bjca.org.cn; or
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(2) Call: +86 -4009197888.

If an SSL certificate subscriber submits a certificate revocation request through

ACME API, the CA will authenticate it by verifying domain control rights, digital
signatures of certificate revocation requests, and other methods; If the authentication

is successful, it will be revoked.

CAHMIE|RIFfE 24 /N AL IEHSERIE.

The CA shall process the revocation request within 24 hours of receiving the
application.

4.9.3.2 1T PR HHEIEEIEE A Subscriber is Forced to Revoke A
Certificate
1. HCANMBERSNIERBHELIARCPS £ 4911 THEFEOTAIES
HWERFHSHR B R, CA YRR A AR B IEHHIE S,
2. HIEBHGEE, CAYVMBEBEESNAN, BREMY4. BIE%, BM&x
ZATPIEBESRE R ERHNIER, ERERZITAN, ALENS
ST, CA AT HISH AVIE PR B Wb 1T A
3. CA MMM 7X24 /NS AR (B IR S MR RTE
4. BRBITIMEENAM . NBRERERS . BRESVMEFE=TTKINILES
OJREfFTEIRE, MEFIEA. RARMSMEL IR, IEBEA T
RRBWEEE, TJRENBE TR T @RS
(1) &RHB{EZE: sslservice@bjca.org.cn; B
(2) Bre#: +86 -4009197888,
1. When the CA has sufficient reason to believe that situations that will cause the

enforced revocation of subscriber certificates in Section 4.9.1.1 of this CPS occur, the
CA will apply for the revocation of the certificate through the internal process;

2. After the certificate is revoked, and the CA will notify the subscriber of certificate
revocation and the revocation reason through appropriate means, including email,
telephone, etc. In the case of failing to contact with the subscriber, the CA will
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announce the revoked certificate through the website if necessary;

3. The CA provides a 7X24 hours certificate problem report and processing flow;

4. When a relying party such as a judicial organization, application software provider,
anti-virus agency, etc., finds that the certificate may have problems, such as certificate
misuse, the occurrence or suspected occurrence of private key disclosure, certificate is
used for suspicious code signature, etc., a timely problem report can be done in the
following ways:

(1) Send email to: sslservice@bjca.org.cn; or
(2) Call: +86 -4009197888.

CANMMWEIIREE, 7 24 /NTRIZIEBaBR SN BT HTEE, FET
IMTHRAR A E R ERHIEIES:
(1) Frige Rl BmA R,
(2) AERZ[a)BAY IR B
(3) lEIEIR &AL IFAILIA,
(4) TTRXA CA #1449 CP/CPS F0iT P EAB XA SE A B IR IE .,
(5) BATEEREMABIE.

After receiving the report, the CA shall investigate the content of the certificate report
within 24 hours and decide whether to revoke the certificate based on the following
criteria:

(1) The nature of the reported problem,;
(2) the occurrence number and frequency of the problem,;
(3) The entity of the problem report or complaint;

(4) The subscriber's compliance with the relevant specifications of the CP/CPS and
subscriber agreement of the CA;

(5) The compliance with current laws and regulations.

4.9.3.3 B FINERRS VA A S1EF AYFsE Revocation of electronic
certification service organization certificate

NFEHFINEASIMRIEBA AL CAIEF, FFINERSRIEA CPS A9F1L
EREREHIHILES.
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For BJCA's Root CA certificates and Subordinate CA certificates, revocation will be

determined according to this CPS.

4.9.4 #5515 K FaPR Ef Revocation Request Grace Period

MR EIAAMEFEM, BEEIE KO INE LM BB B M FEHREE 8 /NI A
fe . HAEEEIRE HEEEIE R AT 48 /NIT TR H
In the event of a private key compromise, etc., the revocation request must be filed

within 8 hours of the discovery of a compromise or a suspected compromise.
Revocation requests for other reasons must be filed within 48 hours.

495 B FINERRS AL IR B35 15 K AYBS BR Time within which

CA Must Process the Revocation Request

CA MR HIEIE KR LRI IR, BE S a8k & S0E BHEIE KR

AXRMFELHER . CAYMLIERSHIERNBEL KD 24 /N,

The CA shall process the request immediately after receiving the request for
revocation, and investigate the facts and circumstances related to the certificate
problem report or the certificate revocation request. The cycle of revocation request

processing for a CA is 24 hours.

A9G6 MK ¥ 7 16 B UE B L §H B9 E 3k Revocation Checking

Requirement for Relying Parties

CA % 24 /NIFER—K CRL, FR&HA CRL ZME B XRFHRIEE
MAE, HIEKEERTH,

The CA shall issue a CRL every 24 hours and publish the latest CRL to the location
specified by the directory server for the requester's query and download.

CRL 94T

a) HRZA=(version)
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b) F R EEIRIRFF (signature)

c) MA&FZZFR(ssure)

d) AKE#Hi(this update)

e) TRE#H(next update)

f) FAPIEBFS]S /15 B #(user certificate/revocation date)
g) & E % (signature algorithm)

h) % & (signature value)

The structure of the CRL is as follows:

a) version number (version)

b) signature algorithm identifier (signature)

c) issuer name (issure)

d) update for this time (this update)

e) update for next time (next update)

f) user certificate serial number / revocation date (user certificate / revocation date)
g) signature algorithm (signature algorithm)

h) signature (signature value)

FEEEMERIESR, MRBT7 220 A X T MM e 2 —# TP UL B Y9

a) CRL &18): FFIEH P #rIZAY CRL bk, 181 CRL {5 B EZE 18I TE CRL
BlAH, FHTIEBRENRE.

b) FEZIEFIRZSEIR(OCSP): CA MR Get F Post FF1 773 A OCSP
FRS, ERERELTERE, BRESGIERE.

Before trusting and using a certificate, the relying party must use one of the following
two functions to perform a status query of the dependent certificate:

a) CRL query: use the CRL address identified in the certificate to query and download
the CRL locally through the CRL repository to check the certificate status.
106



:F Y e -
@ S AE B I 7 2 BRUGE K 2 M Tl 30

b) Online Certificate Status Protocol (OCSP): The CA provides OCSP query services
in both Get and Post modes. After the query results are signed, they are returned to the
requester.

AR KRBT ERIE CRLN T EMMTEN, BRER CAYMEAHIHE

FHM.

Note: The relying party shall verify the reliability and integrity of the CRL and ensure
that it is issued and signed by the CA.

4.9.7 CRL & %3 CRL Issuance Frequency

CA #l#0] X AL s AR A& 6 CRL,

The CA can publish CRLs in real time or on a regular basis.

&% CRL RYSURARYEIE BRIEHE, 1T FIEB—MRA 24 /M EER L CRL,
FEITA CRLIBRHEAN 3 Ko R CAIER—M AT 12 NBEH AT CRL,
FEBER CRLABRE N 12 1M EREEPR CAIEBE, BE 24 /\HAE
#1 CRL.

The frequency of issuing CRLs is determined according to the Certificate Policy. The
subscriber certificate CRLs are generally updated and reissued every 24 hours and are
valid for 3 days (the value of the nextUpdate field exceeds the value of the thisUpdate
field by 3 days). The subordinate CA certificate CRLs are generally updated and
reissued every 12 months and are valid for 12 months (the value of the nextUpdate

field exceeds the value of the thisUpdate field by 12 months). After the subordinate
CA certificate is revoked, the CRL will be updated within 24 hours.

4.9.8 CRL &% B9 K /5 BF 8] Maximum Latency for CRLs

CRL X REKTwm/ERT 8] 4 24 /AT,

The maximum latency for CRL release is 24 hours.
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499 LIRS IE M ] B On-line Revocation/Status Checking

Availability

CA MM ETT P K IR EELIEBIRESEIERS (OCSP) , OCSP g &7
74 RFC6960 RYE K, B A EZHEIE BRSEIRTSH) CA H149F0 OCSP 0 & #5313

G

The CA provides the Online Certificate Status Protocol (OCSP) service to subscribers
and relying parties. The OCSP response complies with RFC6960 and will be signed
by the CA and OCSP responders that verify their certificate revocation status.

OCSP i N #8fF A B IE BARSHBANIE B E EAETWREMIEEHBE—
CAZ%, FHEBE RFC6960 AT E X AYZEE A id-pkix-ocsp-nocheck BYY BN,

The certificate of signing certificate server used by the OCSP responder is issued by
the same CA as the certificate being queried, and contains an extension of type
id-pkix-ocsp-nocheck defined by RFC6960.

4910 £ % WK 75 & 18 E >k On-line Revocation Checking

Requirements

CA HLHR 4t Get 1 Post BFH 7 TLAY OCSP ZEIFARSS -

The CA provides OCSP query services in both Get and Post methods.
XNFITPIER, CAYMEDSG 4 XREHF—K OCSPF2. OCSP NI &

KBNH A 10 K, ITFELBEEMIES, ZRIE T OCSP,

For the status of subscriber certificates, the CA shall update information provided via
the OCSP at least every four days. OCSP responses must have a maximum expiration
time of 10 days. For certificates that have been revoked, update the OCSP
immediately.

ST HE CAUER, CAHIMEDE 12 MAEHF —X OCSP ZE., TR
CAEBIE 24 N R EH

For the status of subordinate CA certificates, the CA shall update information
provided via the OCSP at least every 12 months and within 24 hours after revoking a
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subordinate CA certificate.

I EARERXNEBRELIEBIRESEGIER, OCSP Mg AR [E “good” Ik

AN

70N O

If the OCSP responder receives a request for status of a certificate that has not been
issued, then the responder shall not respond with a “good” status.

4911 B 1E E W H b & 5 £ =, Other Forms of Revocation

Advertisements Available

WEBHEEEE BT BUBIT CRL 8(E OCSP BRE3K15 . CA HIHMENIRAIE B
FENHMEARER.

Certificate revocation information can be obtained through CRL or OCSP services.
The CA does not provide other forms of certificate revocation information.

4912 A M EFFHIZE K Special Requirements Related to Key

Compromise

BRA< CPS 5 4.9.1 TRMEMEIRS, HITFARINHE oI AHE S

SEERN, NEEEE CA AR EIEBREHEIEK.

Except as provided in Section 4.9.1 of this CPS, when a subscriber discovers or has
sufficient evidence to prove that its key has been compromised, it shall voluntarily
and timely submit a request for certificate revocation to the CA.

HEEXTEUMFMITE, @I A CPS 5 4.9.32 TTHMER CA Hl45
RAIEBEBIRE, ERIUTIERHN—FRIEARAME:
1. RIXHMPAZRIF BT A ARIERE XXM

2. RRXEEMEMRNTHT XM, SIRRRAANITE.

When Parties discover that the private key is compromised, it can submit a certificate
problem report to the CA according to section 4.9.3.2 of this CPS, and use one of the
following methods to demonstrate private key compromise:

1. Submission of a signed file by the Private Key and verifiable by the Public Key;

2. Submission of binaries that contain a compromised Private Key, including the
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method to extract the Private Key.

EFNATIERMAMENTTEERA, CAVIKER CPS,

If the new method of demonstrate private key compromise is accepted, the CA will
update the CPS.

4.9.13 JEBIEFL YT Circumstances for Suspension

REH,

Not applicable.

4.9.14 1FKIUEBIERAISEIR Who Can Request Suspension

REH,

Not applicable.

4.9.15 FEACIE K HY7FE Procedure for Suspension Request

Not applicable.

4.9.16 1EEIHEAFRPRHI Limits on Suspension Period

REH.

Not applicable.
410 JFEPEIRTSPRE Certificate Status Services

4.10.1 #{E4FHE Operational Characteristics

WEFIRZS T PUEBIT CA MR fEAY CRL. OCSP fRE-ZE18.

The status of the certificate can be queried through the CRL and OCSP services
provided by the CA.

T HGEAIES, CAHMARMBEREAE CRL FEIRSHIC %
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For a certificate that has been revoked, the CA does not delete its revocation record in
the CRL.

CA H A HB& OCSP AR552E I AYIISHIC X .

The CA does not delete the revocation record in the OCSP server.

4.10.2 BRSSOl M Service Availability

CAMAFER M 7X24 /N ENEBRESE 8RS, EE RN R [ R8T 10 7.
RIEEMBATIERLT, 1THAREBENRSIERRESERRS.
The CA provides a 7X24 hours certificate status query service with a query response

time of no more than 10 seconds. That means, the subscriber can obtain the certificate
status query service in real time when the network allows.

4.10.3 TJIE4F{E Optional Features

RIBEREFNER, BIEREZMMEXERE CAYMET INRBMRS,
LIEMIEBHEBIERN, CA VA BMIZIRS HIEKRSE .
According to the requester's requirement, after the requester pays the relevant fee, the

CA can provide the notification service. When the designated certificate is revoked,
the CA will notify the requester of the service.

411 7TM%Z55R End of Subscription
VTSR EE SIEPEIAHIIEBREE, ZEBHNRS B4

The end of subscription means that the service time of the certificate ends when the
certificate expires or the certificate is revoked.

VMERBEE X TRMIER:

a) IEBENHH, ITPABEERKIEBEARIESAFERHBLBN, 17
PO A& IETT I,

b) AIEBERHA, IEBHHEGERE, BITHER.

The end of subscription includes the following two situations:

a) When the validity of the certificate expires, and the subscriber no longer extends
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the period of use of the certificate or no longer re-applies the certificate, the
subscriber can terminate the subscription;

b) After the certificate is revoked within the validity period of the certificate, the
subscription is terminated.

412 EAFEE K E Key Escrow and Recovery
4121 ZERIEE R E BUSK K& 74 Key Escrow and Recovery
Policy and Practices

KCAMEKRINMEER EZAREMHREN S, AT RIEITAEZRHANE
SHME—M, BIOTFECERBRRAFHRTEN, ERAEZKEHTRE.

This CA's global certification system does not provide key escrow and recovery
services. In order to ensure the security and uniqueness of the subscriber's signature
private key, it is recommended that the subscriber generates a key and makes backup
so0 as to recover it if the key is lost.

4122 TR BANHESKE RN KRB 5174 Session Key

Encapsulation and Recovery Policy and Practices

REH.

Not applicable.
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5. INEN A& E. BIEFEEIEH Certification Authority

Management Operational, and Physical Controls

5.1%38 3= % Physical Controls

5.1.1 A E 574 Site Location and Construction

a) CA WAL B IRIZB T IR ESL

1)

GB/T 25056-2018 {(ERLZERKA IERINMERFZB R HAEX
ZERARIE)

GB 50174-2017: (& MRITHSE)

GB/T 2887-2011: (itEH 7B AIME)

GB/T 9361-2011: (itENZHLEEK)

GB 6650-1986: (ITEAAGE AN AR A KD

GB 50116-2013: (KR BFREFRFRITHE)

GB 50034-1992:  { Tk 1\ BB BB RITHRE)

GB 5054-95: ({KEHACH % B R &BIRITHISE)

GBJ 19-87: (XRBEBNS5z=SIATEITHE)

10) GB 50057-2010: (YT RITIE)

11) GBJ 79-85: ( TV B ISR HISE)

a) The construction of the CA's facility buildings and computer rooms is implemented
in accordance with the following standards:

1) GB/T 25056-2018 Information Security Techniques--Specifications of Cryptograph
and Related Security Technology for Certificate Authentication System

2) GB 50174-2017: Code for Design of Data Centers

3) GB/T 2887-2011: General Specification for Computer Field
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4) GB/T 9361-2011: Safety Requirements for Computer Field

5) GB 6650-1986: Specification for Raised Floor of Computer Room

6) GB 50116-2013: Code for Design of Automatic Fire Alarm System

7) GB 50034-1992: Industrial Enterprise Lighting Design Standard

8) GB 5054-95: Code for Design of Low Voltage Distribution Devices and Circuits
9) GBJ 19-87: Design Code for Heating, Ventilation and Air Conditioning

10) GB 50057-2010: Design Code for Protection of Structures Against Lightning

11) GBJ 79-85: Specifications for the Design of Earthing of Industrial Enterprises
Communication System

b) CAWERITR RIARNEEEE:

CA BRI NBERFID ARNER, EAKE,

ANEREIEESFR: AA. DA, SR IR BERIE. RE
A,

MK EIE BED AR AHXE. DMZ X (FFEEX) . BIEXE
Mz X,

He, NAZIMIRBARAHEXE, NRFSLAEMNTF DMZ X, SUKEM
TRIEX, EERENTREK,

b) Security management of hierarchical access in CA's computer rooms:

The functional area of the CA's computer rooms is divided into six layers and four
areas.

The six layers from the outside to the inside are: entrance, office area, sensitive, data
center, shielded room, security cabinet.

The four areas from the outside to the inside are: public arca, DMZ area
(demilitarized area), operation area and security area.

Among them, the area outside the entrance is a public area; the entrance and office
layers are located in the DMZ area; the sensitive layer is located in the operation area;
and the other layers are located in the security area.
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5.1.2 #3858 4= % Physical Access

ATRIERRGNTE, XMT —ENRE. 2§, BEFR. NIENRE
NERBLEK, EMEIREHN. IFBERENEMRNIRERGRE AR
NEYERE.

In order to ensure the security of the system, certain isolation, control and monitoring
methods have been adopted. All doors in the computer rooms are strong enough to
prevent illegal entry. The physical security of computer rooms is protected by using
access control and intrusion alarm systems.

PIRisiE i H e TN T E:
1) NERG: RFHSENNHE. TEARBEAIVIRAFEEE
QEEA AL, HHEENARELEMNESR
2) MERG: HREMEAEEBA. FEBFROAT. KEEARX
NEFEBEABEMEABRERSE, RERAGPHIELRELE.

$

3) BERE SNENMMERARERFESEANERERXREER
g5, WREXBFREXEITT 24 /NERERTRR. FIERGER
FERBADF 12408, MUEEH.

Physical access control includes the following aspects:

1) Access control system: Control the entry and exit of each door. The staff member
needs to use the identification card combined with fingerprint authentication to enter
and exit. There shall be time record and information prompt for each door.

2) Alarm system: The alarm system shall be triggered when any illegal intrusion
occurs, for example, the door is opened by abnormal means, or the door is closed for a
long time, etc. The alarm system clearly indicates the location of the alarm.

3) Monitoring system: In conjunction with the access control and physical intrusion
alarm system, there is also a video monitoring system for 24 hours continuous
recording of the security area and operation area. All video materials must be kept for
at least 12 months for queries.

NEMPERARERFEES UPS, FHRHED 8 /NITARaI TS,
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The access control and physical intrusion alarm system is equipped with a UPS and
provides at least 8 hours of uninterrupted power supply.

5.1.3 8 1 5231 Power and Air Conditioning

PFERRHEERGEINEX Nz L. B, Gz, Bl #PFHREERS,
BRI RS AT EVIR R AR & A E, tTEVIR R iR &9 T
B, HECERGMHEMBIRECEE. SIN%E. SRERIEE. HHHE. RAHE
BITE. NR2KT. RBLES. TEVRETAEEEMERFEEER TR
5.

The power supply system of the computer rooms includes power, lighting, monitoring,
communication, maintenance and other power systems. According to the nature of the
load, it is divided into computer equipment load and auxiliary equipment load. The
computer equipment and power equipment are separately powered. The power supply
and distribution system consists of power distribution cabinets, power cables,
trunkings and sockets, grounding lightning protection, lighting boxes and lamps,
emergency lights, lighting tubes, etc. The special power distribution cabinets and
auxiliary equipment power distribution cabinets for computer equipment are set
independently.

fEAARERTEIRE (UPS) RRILHBMNTREMEMTEMN. XANERE, H8
BEERIUARS, INBEUIR, SRARFLEER.

An uninterruptible power supply (UPS) is used to ensure the stability and reliability of
the power supply. With dual power supply, it can be automatically switched to
maintain the normal operation of the system when the single power supply is broken
down.

REFEVERRERZIT SRR, TVEMERTEE, HRETEZTATH
. TPRGEAPRATE, FXARTT AN . HAKNSREEETIAE.
BRER. IR,

According to the requirements of the computer room environment and design
specifications, air conditioning systems are installed in both the main computer room
and the basic working rooms. The air conditioning system uses central air
conditioning and uses a separate air conditioner as a backup. Its components include
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precision air conditioning, ventilation ducts, and fresh air systems.

CAHEMEBERSZREGREEENAE, MESENMERGNREMH’

TRE,

The requirements for the CA rooms refer to the regulations for the management of
telecommunication facilities, and the security of the physical system is checked every
year.

5.1.4 7K 2BBA3a Water Exposures

MBEALSK, RKAR, TBREXHAETANDKEE, FXRLERHEE
Bt TRSUKERR, EARERRK. HRSKMZIERKFAR.
No water seepage or water leakage is allowed in the computer room. The main
devices are equipped with special waterproof sockets, and necessary measures are

taken to prevent rain or water pipe damage resulting in leakage of the ceiling, water
seepage on the floor and water leakage of the air conditioner.

CAHBMAGH DRI, EBBILEKRM.

The system in the CA's computer room is fully protected against water erosion.
BRIVERL ETKRS, =iEEMT 8B KAAEE, BRI R SGR 4
(7X24 1N\BS) SEESAS
At present, there is no water supply and drainage system in the computer room. The

air conditioning room has been strictly waterproofed and the water leakage detection
system provides real-time detection for 7X24 hours.

5.1.5 KR [FH3F Fire Prevention and Protection

KR

1) 8EX WE=F) . oEgRXE (MEN. 5. XF)  HERDHN

S

KFRLFFF & GBIAS (S ER AEFRITHAIE) FEN %Kitk

48

%

2) CAMIBERENREXNRIRELE. AVlER. SYEXEA. AR T,
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RPIE. TEZREERRZRYMMEEBAIRER. BRERVE

3) BRXESEBXEEMIMNSAERKEE, FHRLEAL (HFC-227¢ca) %
SEESEKARG, EHEENHNRERKE, FEURXREBELFRERTE
BIKBUR K KRB, CANERNRTRNRESRY T T RS, ZiE
K. TMIRKES ™ £ RBEIRA R AH

4) KREAKRE. BIKKRGEATRBRBETHNX S EE, FBEER
ERBEREHE. RRAEAEMNETAEHRENERERER A
HFEFNTFHRMMLEE

5 KREMIKEHEHXIFA, HEREMTORKIRRAET 1 /06, ST
i KARPRAASE T 15 5.

6) TEIFBRXKBEXNAAXER, MEERAEO, EaHAXTEEH
517, SEBAIIFAREER, EAaR O MNEREENIABHNEE, BE
AR ONASNERERSEININ, BEEMIMNRERS,

7) BRYOFERREHTINERE HFRIEZZEOMERTA. CAYE
REUE SN EEFRRREEZRBRAST, Z2EANTREEABA

RIERFTH.

Fire prevention:

1) In the sensitive area (the third physical layer), highly sensitive area (the fourth, fifth
and sixth physical layers), the fire resistance of the buildings must comply with the
secondary fire rating specified in GBJ45 Specifications for the Design of Highrise
Civil Buildings - Fire Prevention.

2) A fire alarm device is installed in the CA computer room. Smoke and temperature
detectors are installed in computer rooms, in various physical areas, under the raised
floors, in the suspended ceilings, in the main air-conditioning ducts, and in the
vicinity of flammable materials.

3) Separate gas fire extinguishers are installed in sensitive areas and high-sensitivity
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areas. Clean gas fire extinguishing systems such as heptafluoropropane (HFC-227ea)
are used, and the corresponding gas fire extinguishers are available. Non-sensitive
areas can be equipped with water sprinklers according to actual conditions. In
addition to extinguishing the flammable substances such as paper media in the CA's
computer rooms, it is forbidden to use water, dry powder or foam, etc., which are
prone to secondary damage.

4) Automatic fire alarm and automatic fire extinguishing system can avoid areas or
equipment that may cause electromagnetic interference, with fire control rooms being
set at the same time. There is also an uninterrupted special fire power supply and DC
backup power supply, with both automatic and manual triggering devices.

5) In the areas equipped with automatic fire extinguishing facilities, the fire resistance
limit of the partition walls and doors shall not be less than 1 hour, and the fire
resistance limit of the ceilings shall not be less than 15 minutes.

6) Emergency exits shall be provided in the office areas of non-sensitive areas and
sensitive areas. Fire exit doors shall be provided for emergency exits, and fire doors
shall meet safety requirements. There must be no door opening device outside the
emergency exit door, and the emergency exit door must be linked with the access
control alarm device, with an independent alarm device being installed.

7) Emergency exits have monitoring equipment for real-time monitoring, and the
emergency exit doors shall be readily available. The CA computer room adopts
appropriate management measures to ensure that the emergency exit door cannot be
opened arbitrarily by internal personnel under non-emergency conditions.

KKBZEGXAES, F31, ZERBm=FI

1) BaA BIFKRERGSE RKERANG, XHEAERES, UKTE
HBAERIR (g0 =IFERR. RABIES) . FEEEX () . BRI,
BRKEFING, 2N, INZHSERRES, FAXHBEE:ES,
RGN BN BRI, B

2) FAN: ARXMWAMBAFIMEIZT BRIE,

3) ERREs BirXIMNEE RS BHRARERNER.

The fire extinguishing system adopts electric, manual and emergency start modes:

1) Electric mode: After the first fire alarm is confirmed in the protection zone alarm
system, an acousto-optic warning signal is sent out to cut off the non-fire power
supplies (such as air conditioning power supply, lighting power supply, etc.). Air
(smoke) supply and exhaust systems and the fire damper are closed. After the second
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fire alarm is confirmed, the gas release signal is simultaneously sent out with the
start-up electric signal after the delay, and the corresponding pipe network is started
for gas fire extinguishing.

2) Manual mode: The personnel can directly open the cylinder or fire extinguishing
bottle.

3) Emergency start: An emergency start button is provided outside the protection zone
for emergency use.

CAERE SE W KERI A, SKHEER K KR 2R .

The CA's computer room, with the coordination of the professional fire department,
can implement emergency response measures such as fire extinguishing.

5.1.6 /" EifFfif Media Storage

CAHEMFHEN REREER. RE. %, &, TEM#. BifET
Y. Bk, Bk, BEAEIE.

The storage medium of the CA's computer room includes hard disks, floppy disks,
magnetic tapes, optical disks, etc. Special personnel shall be assigned to be
responsible for the anti-magnetic and anti-static interference, fire prevention and
water prevention.

5.1.7 E#¥4L18 Waste Disposal

5 CAHEFENBREESZAEABETEIFEIRE RN, KIKX
LEEIEHITIHR. KNI ABHRELAVESER . WRFREFERET, &
ZREEBRHENFEXE, HMUNRUATRERUHTHENEAERLE.
ZERFEERLERRETIEFRENTTEESEB A FHTHIEER.

When the sensitive data or keys archived in the CA's computer room shall be
destroyed when they are no longer needed or the archival period is due. Paper media,
optical disks or floppy disks must be shredded or burnt. If the data is saved on a
magnetic disk, multiple rewriting shall be done to cover the storage area of the disk,
and other media shall be destroyed according to the unrecoverable principle. The
cryptographic devices shall be initialized first and then be physically destroyed
according to the method provided by the manufacturer before the disposal.
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5.1.8 FH &4y Off-site Backup

CAMME T BHFERENR 0, MFENE FNEEIELN ZRE R
REMFIL, BTERENREENIARE.
The CA has established a disaster recovery backup center in the same city. The
electronic certification data of the computer room is transmitted to the disaster

recovery backup center in real time for emergency recovery of the disaster recovery
backup system.

5.2 2 3= % Procedural Controls

5.2.1 TJ{= A Trusted Roles

B FINERSAUE  SEMAAE ., KRBT FERP SRR EwBHERE
RIEEXNIIEAR, BME2UEHE, LIATEARBE.
Staff members associated with key and certificate lifecycle management operations in

organizations such as CAs, RAs, and relying parties belong to trusted roles which
must be served by trusted personnel.

JEAeEE:

AFEERANTHEFIIBRSERERBUNNRGHTHEERE, #

TRGHNRELE, FAUREFSEZRRSFILEBN TRBFEERILS.

ZEEERN CARONYE, WE. RENTEEENTE. FEMUT

ZEEEFEMRERE, EESRUREEENNTER.

il

i

pali

3) ®it
HITEEARES . BE. FALEHITRE, TEHFIRESHTIUER
EIE%,JLE’J%/\¥§4LEP, J\ \%/\%?\—JL ’]52_-3/_ ? 1/EEIL,\-LE§O
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ZIAEERNTEE CA ONEPARXRE, #1T CAROBANE

B & RE. HRFRIE.

PV FEERAXNEMYUGIRIERSITEE, FXPEMIAN SHITE
SES

6) TAWHKAAR
TAWHRARANRX CAL RA RGMEBEEEERGHITA LS. Wik5
E, FFAERITPREIEBMEFHERIRALS.

Trusted roles include:

1) System administrator

The system administrator is responsible for daily management of the digital certificate
service system in the system of the unit, performing daily monitoring of the system,
and issuing server certificates and subordinate operator certificates as needed.

2) Security administrator

The security administrator is fully responsible for the security of the physical,
network, and system of the CA center. It also formulates security administration
systems and operational procedures to monitor the implementation of security
administration in each position.

3) Audit administrator

The audit administrator controls, manages and uses the security audit system. The
security audit system is distributed among various subsystems of the certificate
management system and is responsible for the running and operation log records of
each subsystem.

4) Key administrator

The key administrator is responsible for managing the key-related devices of the CA
center and performing operations such as generating, backing up, restoring, and
destroying keys.

5) Certificate service administrator

The certificate service administrator manages RA's operators and RA's service.
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6) Technical professionals

technical professionals develop, optimize, test and verify CA and RA's system and
operation management system, and provide relevant technical support for certificate

deployment for certificate subscribers.

522 FI{F % F E 19 A 2L Number of Individuals Required per

Task

CAHMMFIE T TENEERE, NXBESNRFTTKIETHES, T8
BB, ELERMANLNTEARHARTN. BEH, IBFMMEREHIR
B, BESANIFARTHINHBETH, MEBELXRFESEN. BH, =

iz, EXBFIULS, FEL2MAFEBLSEENTEAR.

The CA has developed a sound management policy for strict control over the
responsibilities of key tasks. Sensitive operations are completed by at least two or
more trusted individuals together. Specifically, the operation of the key and the
encryption device requires three of five trusted individuals to complete together; for
backstage operations of the certificate issuing system, such as to modify, add or delete,
or audit and issue the digital certificate, at least two trusted individuals responsible for
certificate service management are required.

5.2.3 0 A NIE 55 X 5 Identification and Authentication for

Trusted Roles

FrE CAHMMEIRAR, REMBEZACHNARFTEHER. FAIE
FELANERELSOR, #AREFEZEANEZRIENEHITSHER.
CA MR 7 SE B I R E B MR 1EfT A
All CA's incumbents are identified according to their roles. Access to the computer
room requires access card and fingerprint identification; entering the system requires

a two-factor verification mechanism for identity authentication. The CA will record
all its operations independently and completely.
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524 EEEF DI AE Roles Requiring Separation of Duties

ARIERGZE, BREUEHEIBENEN, CATMHTREIENAE,
BRERRTIEBVERIE. ITASMER. ITRSHEH R IEH CRL
¥R RBETIRE%P. CARPERE. REH|TE,

In order to ensure system security and follow the principle of separation of trusted
roles, the roles that the CA implement duty separation include, but are not limited to,
certificate service acceptance, subscriber identity authentication, subscriber identity

authentication approval, certificate or CRL issuance, system engineering and
maintenance, CA key management, security audits, etc.

5.3 A a3z %] Personnel Controls

53.1 B . KB Eid %k E K Qualifications, Experience and

Clearance Requirements

AR TEHEFNMEADEERENN. HTRETEACHHMERA
BRAR DREEN—ENRESBIE CAVMEXRNZIIIFEZETE LR,
BARBERENFEEHTEFTNE. CAVMBEBRZLEITEHENAREZDBAR
R, TEHEIENRBEE. TEW CAMETHEEHRIRTE. TR
VEKRFRIEK. TEELCRF.

All employees sign a confidentiality agreement with BJCA. For those who act as
trusted roles or other important roles, they must have certain qualifications or be
trained and assessed by the CA before they get into jobs. The specific requirements
are stipulated in the personnel management system. The CA requires that individuals
acting in a trusted role must at least have loyalty, trustworthiness, and enthusiasm for
work, with no other part-time work that affects the operation of the CA, no major
industry error records, no illegal records, etc.

5.3.2 = E &2 & Background Check Procedures

CANMER RNBUFEITRIBAEYMEEE, A CAYMEEERTH
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EI—
B=IEAE,

The background check procedures for trusted employees of the CA shall be completed
by the CA cooperating with relevant government departments and investigation
organizations.

A8 BRI TRER TRREAANTHER LRI ABEREN K
BRIAE.

A==

All current trusted employees and trusted employees who apply for transfer-in shall
agree in writing to accept a background check.

BFRAED A EXEENEEBAE

Background check is divided into basic check and comprehensive check.

EXREEENIEER, RIEE, HE HXRATENEE.

The basic check includes check on work experience, career recommendation,
education, and social relations.

THAERESERAAEN BN BIENILRILRK, HEXEZNERLETT
EIEE.

The comprehensive check includes check on criminal records, social relations and
social security in addition to basic check items.

BERFEHE:
1) AZBIARTHEEARMNARET UL REOTHE BH. &S
FHEWVIER. ZAOEB. FRIERSFMEFHEAXEIGER.
2) ANEEVBERIE. FR. MK, EF. SEANERBOMENESS 4E#
TEE.
3) AARIIBERGEZ. BEUR. EREFRETANEEE,
4) Zx&t%, AEHBNMAASIIKEES (UERAFER)  REEASH
HERETLER.

The check procedure includes:
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1) The personnel department is responsible for confirming the personal data of the
applicants. The following materials shall be provided: relevant valid proof such as
resume, graduation certificate and degree certificate of highest education,
qualification certificates, ID card, etc.

2) The personnel department identifies the authenticity of the provided materials by
telephone, letter, network, interview, etc.

3) The employing department examines the applicants through on-site assessment,
daily observation, and scenario testing, etc.

4) After the assessment, the personnel department and the employing department
jointly fill out the Trusted Employee Check Form and report to the supervisor for
approval before granting the job.

5.3.3 $Zj)l

E5K Training Requirements and Procedures

CAHMIZE AN RIZRERNMMBE AR, SI1F: PKI &/
R, CP/CPS. EEWIEEERE BN . CA/Browser IBInfx#HT & Y Baseline
Requirements, RFEHLESH . RERGTITS%HY. REee. NAK
HEETT%ER . CAMNIZITERE. CANRHERE. BRMMERRZZMN 5K

B%F, W} EVSSLIERBH BV RIBEZHEEAR, | EV IEBHERITRE.

The CA shall arrange different training for operators based on their positions and roles.
The training includes: basic knowledge of PKI, CP/CPS, common threats to the
information verification process, Baseline Requirements newly published by
CA/Browser Forum, system hardware installation and maintenance, system software
operation and maintenance, system security, application software operation and
maintenance, operational management of the CA, internal management of the CA ,
policies and regulations, and system backup and recovery, etc. Operators responsible
for EV SSL certificates and EV code signing shall receive training on EV

certificate-related standards.

MTEEAR, HCAMBXMRASKE SEELBRLE—KIFHCA
MALRBNNEEZ . RANHEL . REDEEHFSHRGNIN, EFEXIEX
A RHETEINFEZ.

For operators, the relevant knowledge and skills of CA shall be summarized at least
126



:F Y e -
@ S AE B I 7 2 BRUGE K 2 M Tl 30

once a year, and the training and assessment will be organized by the CA. Advances
in technology, system function updates, or the addition of new systems require
training and assessment of relevant personnel.

CA HA9¥ B T & ZINEYIE R ARIC R FHER, XT% % SSU/TLS fREa%

IEBMRBERILBNRERMEZRR, ERBTDIBI 1L 2] Baseline
Requirements A EEKAYMEFIZIN THEAT AR AR 7K. CA MM EE D AR
—REFWNEZZ, WEREF BB NEZRAL.

The CA shall record and archive the employee's training. For operators and reviewers
who issue SSL/TLS Server Certificates and Code Signing Certificates, they must be
trained and possess the skills required for the job specified in the Baseline

Requirements. The CA shall organize training and assessment at least once a year to
ensure that the personnel have sufficient capacity to perform their duties.

5.3.4 Bzl

JEIHAFNE >k Retraining Frequency and Requirements

NFRLEUEHEIEHMEEZEABNAR, SFEDEX CAYIMARNE
W—X, PURIERRFEF R 3R TR F B K E .
For those who act as trusted or other important roles, they shall be trained at least

once a year by the CA to ensure that they maintain the skill level that enables them to
perform such duties satisfactorily.

INERIGAE, REERN, EXNEEARETHRIN, DNENFHEL.

When the Certification Policy is adjusted and the system is updated, all personnel

shall be retrained to adapt to new changes.

535 T £ = fir & # B 8 0 il & Job Rotation Frequency and

Sequence

XNTEERAE, CAYMERELSNRAATIERR., RRHNEFN
R, P SSHRAEERME.

For alternative roles, the CA will implement job rotation according to the business
arrangement. The frequency and sequence of rotations depend on the specifics of the

business.
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5.3.6 XFZiN1T HHI4b 5T Sanctions for Unauthorized Actions

Y CANM R THMREE, SHEBECHT T RIENORE, Flank AR E6E
PERBE A CA RGeS TR E, CA VMBI R ZRIXZ R T#1T TIER

. BEEIZ R TRARBR T A TG, HRBEMAERNZ R THTHEELE
SIFREER OB Se b IBE . WIETEMN, EERERFE.
When a CA employee is suspected or has performed an unauthorized operation, such
as abusing rights or exceeding the authority to use the CA system or performing an
unauthorized operation, the CA will immediately isolate the employee from work, and
then evaluate the employee's unauthorized action, and according to the assessment
results, punish the employee accordingly and take corresponding preventive measures.

For serious circumstances, the corresponding responsibilities shall be investigated
according to law.

5.3.7 Jh37 529 ABYZE K Independent Contractors Controls

MABT CAHMBITHEANR, BESX CAHMITAIEBER L FEXRMA

REMIFANE, CAHIMNGE—ERUNT:

-~

1) AREERE,
2) EMFEZATVREANR,;

3) BEEHEXVENITHERE;
4) hIER CA HAMNKBIEIIFBEZIINER, 1A% 533 BRIFTEEE K,

For independent contractors who are not members of the CA but are engaged in the
work related to the issuance of the CA's subscriber certificates, the CA's unified
requirements are specified as follows:

1) Filing of personnel files;
2) Personnel dispatched from regular labor companies;
3) Work experience with relevant business;

4) accepting the pre-job training and retraining requirements of the CA to meet the
skill requirements specified by Section 5.3.3.
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5.3.8 1244 R T A4S Documentation Supplied to Personnel

AEBRRIERIETT, CAYIMEEER TRMHESEME TR AIHI XS,

In order to realize proper system operation, the CA will provide its employees with

the documentation necessary to complete their work.

AHE 1T HEFREF Audit Logging Procedures

5.4.1 it % E 4R BY Types of Events Recorded

CA WA T E A TICK:

The CA shall record the following events:
1) CARPEwRMNEESEN 81,

- BRETEINEESY, flmE. &0 FE RE. FIEHN.
- BRORELGEARNEESM, flaEik. €A, FER.
XEL R BABTERTHNTF TIEX.

1) CA key lifecycle management events, including,

- Key lifecycle management events, such as generation, backup, storage, recovery and
archival.

- Cryptographic device lifecycle management events, such as reception, usage, and
destroying.

These records are all manual records done by the key administrator.

2) CAINTRILBAGEAPMNEEREN, |11,

- IERAERIE. HUOE. . HEE.

- BUNERIBANE BERE.
XEEFRARINER G R Z A SHHREARNFT TICRKAM.

2) CA and subscriber certificate lifecycles management events, including,
- Certificate application, approval, renewal, revocation, etc.

- Successful or unsuccessful certificate operations.
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These records consist of system logs of the certification system and manual records of
operators.

3) REHESEM, B,

- R REMKMA.
- REMRAVEIE. MBR. TE. MEBEN
XEEFHINMERGN ARG A SHFREARNF TICRAMN.

3) System operation events, including,
- System startup and shutdown.
- Creation, deletion, change and password modification of system permissions.

These records consist of system logs of the certification system and manual records of
operators.

4) RGeesH 81,

PRINELA RN 8] CA RGH97A T

XtF CA RGNS R IEFANF [8) R i () A

Rgp, WEEMEMRE.

B KEIE KR EE M.
XELRHRZN B HSHREARNF TICFRAR.

4) System security events, including,

- Successful or unsuccessful CA system access attempts.

- Unauthorized access and access attempts to the CA system network.

- System crashes, hardware failures and other anomalies.

- Security events logged by the firewall.

These records consist of auto logs of the system and manual records of operators.

5) CAHMipth A TIEICK, W,
- &F§*XAJ'E¢H:_F.H:II o
- FERNARFHEFREEA,
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- IR R AT IRE,

XL RHRZN B HSHREARNFTICRAR.

5) Work records of the CA site, for example,

- Entry and exit of authorized personnel.

- Entry and exit of non-authorized personnel and accompanying persons.
- Maintenance of site facilities.

These records consist of auto logs of the system and manual records of operators.

B ER—REFBOTESR:
1) FR4EN BT 8,
2) iLENFIIS
3) ILFRMKE,

4) IEFRHIKIE;
5) ILRFMHAIIAE;
6) HEMNEHHBARES.

Log records generally include the following elements:
1) the date and time when the event occurred;

2) the serial number of the record;

3) the type of the record;

4) the source of the record;

5) the entity of the recorded event;

6) Other event description.

5.4.2 4618 B E R E HB Frequency of Processing Logs

CAHIMESR CA NHRFEMBSREN RS, SHIRENHREHIEARE
7. CAYIMBR#ITRESIRGLIE, RESRKEKBEEECERENS A

131



:F Y e -
@ S AE B I 7 2 BRUGE K 2 M Tl 30

HITRIERGRE DT,

CA has built a log collection and analysis system for the CA application system,
which collects application logs in real time and archives them. The CA conducts a log
tracking process every month to check for violations of policies and other major
events, and conducts monthly system log analysis.

5.4.3 E1THERRFEABR Retention Period for Audit Logs

CA R4 H SEZEVPRETE, EEEITIHTRE AN,

The CA system audit logs shall be retained for at least ten years and be available to
qualified auditors upon request.

5.4.4 Bt HEHBRIP Protection of Audit Logs

CANURMMART e R E B SHITHENERE. BELTEHENRPIR
FPEAERBENNER THIAR . FIE. BSmMREFRE. FitESHEE
A EH# TR B
Only authorized personnel of the CA can perform corresponding operations on the
audit logs. The logs are in a strict protection state and are strictly prohibit

unauthorized access, reading, modification, and deletion. Post separation applies to
the generation and access of the audit logs.

5.4.5 Bt HEEMEF Audit Log Backup Procedures

CARZGHITASHEMXALIEES S&MER, RI\VICFKOMRFER,
RBXN. 58, SAFRBHTEN.
The CA system audit log backup adopts the database self-backup procedures, and

according to the nature and requirements of the record, it is backed up according to
real-time, daily, weekly and other strategies.

5.4.6 BHiTWWE & % Audit Log Accumulation System

Eﬁ— H ILJ\LBZE ?\/JL/J/&
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1) EFFMERE,

2) ERFRRL,

3) EPIIEREL,

4) WISTEIEER S,

5 WMEXReFHMBEFITNRS.

The audit log accumulation system involves:
1) Certificate registration system;

2) Certificate issuance system;

3) Certificate acceptance system;

4) Website and database system;

5) Other systems that require auditing, such as network security system.

CAHMMERTEIT TEBEN ERAFHITHSMEK.

The CA uses audit tools to meet the requirements for auditing the above systems.

547 S S E 14 LA 818 & Notification to the Event-Causing

Subject

CAMMAREHEI R, BWICRIGENITA, EERTFIICERIEH
WiE#E, CA YRR REEN XN RIETRAFT . REBEFENTHRRETEY]

X EE C LTRSS . B EERRI VB

When the CA detects the attack phenomenon, it will record the attacker's actions, and
trace the attacker within the scope permitted by law. The CA reserves the right to take
corresponding countermeasures. According to the actions of the attacker, measures
such as cutting off the services that have been opened to the attacker and submitting

them to the judicial department may be taken.
CAHMBETREREN SREMHNLFHTRSE .
The CA has the right to decide whether to notify the event-causing subject.
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5.4.8 BE55 M1 # Vulnerability Assessments

CAYIMNARGEZEH T RFERE. §EHTRSENAENREHE M
WHEFIIR A R ERFISMEBED . IEPEIRMEIE@IRAING . AR R X 1X L MBS Ay
BRE5EFEAETEFNRITE, MBERRSETHNE. & CA YRR
FRERFREERATEN, Ni#HfTREFAE. AR CA RFENEXFEL,
CAVMIRTE 4 RNTERAE.

The CA conducts vulnerability assessments on the system, such as a vulnerability
scan on a quarterly basis, a penetration testing on a yearly basis, and conducts risk
assessments, such as identifying internal and external threats, certificate data and
management risks, and whether policies and procedures for responding to these risks
are complete so as to reduce the risk of system operation. Vulnerability scanning shall
be performed when there is a major change in the CA's technical architecture or

operating system. When a major vulnerability in the CA system is found, it shall be
handled by the CA within 4 days.

5.5iC 3 I34%4 Records Archival

5.5.1 341k A9 BY Types of Records Archived

RRIER OSBRI B R I BFNEBAGETIR . SIEBRAEXY
B8, SHEMHE

The types of records archived include all certificate application information,
certificate and certificate revocation lists, information related to certificate application,
identity authentication materials, etc.

5.5.2 JAR4IE F 1R 77 HAFR Retention Period for Archive

P AL KA RFHAMEBRIUE+F,

All archived records shall be retained for ten years after the certificate expires.

134



=T ] 3
@ HFA M UE A 7 AR UE S 2 f T UE M 25 900
5.5.3 I3RS HHY{RIP Protection of Archive

FHARREYERERENRIE BEEEEANRIL. RELTRNM
TEARERBBENZE2TR T 8E1E. CATMRIPEXNBRNES, &%
HIEE, MUERE. EETRE N FHRER,

The protection of archive is warranted by both physical security measures and
cryptographic techniques. Only authorized personnel can queries according to a
specific secure method. The CA protects related file content from threats from harsh

environments such as temperature, humidity and strong magnetic forces.

5.5.4 AR HHE M FERFE Archive Backup Procedures

FTE M EBIRER 7 RFE CA ZVENEHEE, RESMRER
. FHNBEE—RXPYEIZERSNIR, SHRAFREEERE.
REEENNITEARSLEREENBERLT, TENERHTIREURIE, CAM
MELZEYH ERIEZENERERAFOHTHER . ERFRIE.

All archived files and databases are saved in a off-site location in addition to the
repository in the CA host room. Archived databases are generally physically or
logically isolated, with no external information interaction. The file can only be read

by authorized staff or under their supervision. The CA warrants that the deletion and
modification of files and their backups are prohibited on the security mechanism.

5.5.5 it 3% i8] 8 ZE 3k Requirements for Time-stamping of Records

P iC R ERE A SR I B AT A Y B AR IR AR AR (8] RS~ 4
LK, FTRAERT B N Y (8 &L .

All records must be identified by a specific time-stamping to indicate the archiving

time. The records generated by the system are stamped with time-stamping in

standard time.
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5.5.6 34U EE & St Archive Collection System

CANME B FUMNBFINEAREENERRS.

The CA has an electronic storage system for electronic certification archive
information.

5.5.7 3k F ML 131415 2 A9FE F Procedures to Obtain and Verify

Archive Information

M NADBIRREFEEIENADMER, FEATHERZESNER,
BENXAMENFHITILR . CAYMEESRIIASERNTEL.
Two copies of the archive information are separately kept by two people and need to

be compared in order to ensure the accuracy of the archive information. The CA will
verify the integrity of the archive information annually.

5.6 B8 FINEAR M1 2 $A E & Key Changeover
B FIAEIR S A4 2548 T 45 CAARTE B BIEAANE FATERR S4B 247
B, BTSSR,

The CA’s key changeover refers to the measures taken when the CA root certificate
and CA certificate expires and the key needs to be replaced.

1) CAREARMBY=E, BN 25 F, BREIEAN:
FEABNRARNFNAAREESFTZEMIED,
FERFTNMAXN BN R BREEFZENIES,
FERFTNMANFN A AREEFRENIESR.

B E 3KIEBIARIZmAERNERN, EFBIEBZEEREE.

1) The CA root key is generated by the encryptor and is valid for 25 years. The
changeover methods are:
Generate a certificate for the new public key and information signature using the old

private key;
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Generate a certificate for the old public key and information signature using the new

private key;

Generate a certificate for the new public key and information signature using the new
private key.

Through the above three methods, the purpose of key changeover can be achieved and
the new and old certificates trust each other.

2) BFINMERSVAIEBEIEZA], CATMMKERBMUTARES:
CA HUAGRETE CAIEBEIEARTAY 60 RNBELEEXFNTRIED (FLEEXR
BER")
FEEFESANT, FRHA CAIES,
EFLEERAE ZE, CAYVMKER AT CABFAZELTRIEDR.
HAE BN ALY R CA LRI, LB CRLIFLH, REEE—H
By CAIER, BITIEBEM LDAP AR TEAIBY AR

2) Before the CA certificate expires, the CA will adopt the following methods for
changeover:

The CA will stop issuing new subordinate certificates within 60 days before the
expiration of the CA certificate ("Issuance Stop Date") ;

Generate a new key pair and issue a new CA certificate;

After the “Issuance Stop Date”, the CA will issue a subordinate certificate with the
new CA key.

When the key is replaced, the current CA certificate is directly revoked, issued to the
CRL and published, and then a new CA certificate is issued, which is sent to the
certificate application system through the certificate library and LDAP.

3) CANMPHASERIBNLERALELRM CRL, EFIHNMAERNK/GEIE
BEIFAMNIE.

3) The CA will continue to use the CRL issued by the old private key until the last
certificate issued by the old private key expires.
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5.7MEESRMMRE Compromise and Disaster Recovery

5.7.1 = & #0035 = 4 I 12 /¥ Incident and Compromise Handling

Procedures

5711 EH4mNEREREITX Incident Response and Disaster
Recovery Plans

SWIEES, CAYMEET TEMNNALEMBNRERE T, K&
MEERT, CAVMEMITNRAES R, FIeREHLIELRE.

For the failure event, the CA has developed a comprehensive Incident Response Plan
and a Disaster Recovery Plan. When a failure occurs, the CA will execute the
corresponding handling procedures and record the process.

CAMMBENR. HENERNFLEMBEMRERE T, MRIEEN

{63

The CA annually tests, reviews, and updates the Incident Response Plan and Disaster

Recovery Plan to ensure effectiveness.

5.7.1.2 KIMARIEBRSHITH] Mass Revocation Plans

K CANMEIZE T €| BTN AIRIEBRFEITY, it EgE#RTNR
BAFFETE, ZITUERARHEX . TRIEESHMNER, HERFRE. —X
By KIARIEBHEEIE N . &R CAYARAFIITL, ESRMHAE=

FEITAR#ITEIT.

The CA has established a comprehensive and feasible mass revocation plan, which
undergoes annual testing and drills and is continuously improved. The plan includes
clearly defined, operable, and comprehensive procedures to ensure a rapid, consistent,
and reliable response to mass revocation situations. The CA does not disclose this

plan publicly, but will provide it to third-party auditors for auditing.
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572 1TERIE. EE4F1/3 4B IR Recovery Procedures if

Computing Resources, Software and/or Data Are Corrupted

CANIIERI DG, REBEMNETERAR. TEVIRERFFERERMLERE
ARG WA, BIRERENFUARIEA RN TR AERRE, CA YRR
RRMERE T LR E .

When the CA is attacked, the communication network resources are damaged, the
computer equipment system cannot provide normal services, the software is destroyed,
the database is falsified, or disaster is caused by force majeure, the CA will implement
recovery according to the disaster recovery plan.

5.7.3 LK FA B 1 = 4b I8 72 5% Recovery Procedures After Key

Compromise

CANMNSFHRTRREFERNIREFNES.

The CA shall perform a drill for the root key compromise emergency procedures once
a year.

Y CARIEBHIEER, CAHABEITA,

The CA shall notify the subscriber when the CA’s Root CA Certificate is revoked.
% CA MR SRR SR EIER AT, CA HIARYE CA R¥EME T HIMERR

MR SBRITERE.

When the CA's private key is compromised or needs to be revoked, the CA shall
operate in accordance with the disaster recovery steps specified in the CA Disaster

Recovery Plan.

L CA AR CA S 2k CA KIS IMES FIEBBIEERR, K@i

477 T8 R AR 8 75 & N R 4 Y 7 40 Mozilla/Microsoft/Apple/Google/360

=
=~J o

When the private key of Root CA Certificate or Subordinate CA Certificate is

compromised or certificate is revoked, the CA will notify the relying party and
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application software supplier including Mozilla/Microsoft/Apple/Google/360, etc.

through email immediately.

5.7.4 R ¥ 5 09 M 55 3% 22 14 88 /7 Business Continuity Capabilities

After A Disaster

HIEBRGMNZOW SRS, IEBERRFMILBE A RER AT AE
I NRUEIEE, LR EERRBIREXARENI T KRBRIEBRSEH
S o EMEMT A,

For the core business system of the certificate system, the certificate issuance system
and the certificate interface system adopt the hot standby mode; for the core database,
the certificate management system database adopts the disk array mode to ensure the
high reliability and availability of the certificate system.

REBRBHEEATRAOMRAER, CAYMEITRAZERFHRNEZEH]

TRE. BEENZEEkER CA RMERE T,

After a natural disaster or other force majeure disaster occurs, the CA can use an
off-site hot standby station to recover operations. Specific security measures are

implemented in accordance with the CA Disaster Recovery Plan.
588 F IAUE BR 55 #1149 B £ M 1 49 B9 £ (E CA or RA

Termination
E&fER, CAYVIMEELITERN, BREBEAXEIENENSBELIE
S, FIRBESAEEIMNE R ITHEENEBNER,

Due to various circumstances, when a CA needs to terminate its operation, it will
terminate the operation in accordance with the procedures stipulated by relevant laws,
and file the archives and certificates in accordance with the requirements of relevant
laws and regulations.

CAMMERIERSNTHE, BSREREMEXRFNRME XL,
BIRERRT CA B LIENMIIT P E,

The CA shall notify the parties concerned, including but not limited to the issuing
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authorities authorized by the CA and subscribers, on the business undertaking and
other related matters 90 days before the termination of the service.

CAHAMR BN THEELE L 5

1) ¥ CAZ LW ER,
2) {FIEINEROAB LS,
3) AIEMNE TR,

4) ARIRFNFAY B S

5) BB ENREM

!

6) 43 CA RGNS EIE R SRE

o

7) BHMS CA & IEIZERRAIKAE.

The CA adopts the following measures to terminate the business:

1) Draft a CA business termination statement;

2) Stop all business of the Certification Center;

3) Process the encryption key;

4) Process and archive sensitive documentation;

5) Clear the host hardware;

6) Deal with CA system business administrators and business operators;

7) Notify the entities associated with the CA's termination of operations.

RIE CA Y S IMAEEZITRE E A I EMAEL 55

The business of the RA is terminated in accordance with the operating agreement
signed by the CA and the RA.

5.9%#E %% Data Security
HIEL LS4 CA/Browser i3z & %1 89 EV Guidelines #1 Code Signing
Baseline Requirements A& K.,

The data security meet the requirements of the EV Guidelines and Code Signing
Baseline Requirements published by the CA/Browser Forum.
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6. INIE R B K &2 £ 32 # Technical Security Controls of

Certification System

6.1 AT B9 4 A AL 2% Key Pair Generation and Installation

6.1.1 ZREAXT Y4 Y Key Pair Generation

6.1.1.1CA ZEAXT 4 i CA Key Pair Generation
CA RGH RA RGN E PN ZEMBIAEI~4£, HPEMBNNERR
EYE FIPS 140-2 Level 3 REFABMAEXIME. A4 CA BAXTE, CA HlA8%
Bz ZAEETE, FUITHRENFREREESIT, EEHFERNS N BAE

R, XAk

A, BHAEERRME USBKey X & AT TIEH .

H

The key pair of the CA system and the RA system is generated inside the encryptor,
and the generation of the key in the encryptor shall comply with the relevant
provisions of the FIPS 140-2 Level 3 security specifications. When generating a CA
key pair, the CA performs a detailed operational flow control plan according to the
management system of encryptor key, selects and authorizes five key administrators,
and using the method of choosing three out of five, the key administrators control the
key with the USBKey.

CAZSRENEEREASE = THITARMIE T #T, FREERIERE

A third-party auditor shall witness the CA key generation process and issue a witness

report.

6.1.1.2 1T B4R X4 A Subscriber Key Pair Generation
5T SRS BT BN S BIT S, {TANBANEITABCERIFRE
NTFRBERIER. XEEZIES, K CAYMAVFITFET USBKey. fil
T ZEBARFNEMRLHR (0 FE ATLEAGEER) £HE%A
Xfo FHITFIEFER CAYIMRHETE CA YR USBKey FAERL, T4 BLAIHA

PALRAYFACS L, USBKey FF4& FIPS 140-2 Level 2 SR R AR ENIE;, BT
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FPIRFEEBCHNZENRFYEREZRXN, ZENRNTTE FIPS 140-2 Level 2 &

M ESHEN R L EHE, TTPERFEXERSER, NEEE CAYMERREX
AGRBMEXEH.

URIBERIFRARENTES NS, FRBALTREERE. BRI
FERSERHRIBILE, CAYMKRIELIZAIT. BRITFIMIEMERYA,

AR IIT ARASRRE TR

For Global Server Certificates and Timestamp Certificates, the subscriber key pair is
generated and maintained by the subscriber.

For the Code Signing Certificate and the Document Signing Certificate, the CA
allows the subscriber to generate key pairs via USBKey, cryptography server, or other
security methods controlled by the signer (eg: complies with the AATL Technical
Requirements). If the subscriber chooses CA to represent it for the generation in the
USBkey provided by the CA, the generated private key shall be encrypted, and the
USBKey complies with the FIPS 140-2 Level 2 security specifications or a
corresponding level; if the subscriber chooses to generate a key pair on its own secure
media, the secure media shall comply with FIPS 140-2 Level 2 and above security
specifications or a corresponding level. Subscribers shall consult with the CA for
system compatibility and acceptance before selecting these devices.

Subscribers have the responsibility and obligation to protect the security of private
keys and bear the legal liabilities arising therefrom. If a subscriber uses a weak key to
apply for a certificate, the CA will reject the application. No other organization than

the subscriber shall archive the subscriber's private key.

6.1.2 FAFAIEIXLS1T P Private Key Delivery to Subscriber

# CANAAIT P 7 USBKey MIBRARUFASARY, H CA #1439%F USBKey BRZ 45

TR, ZERITFPBITERE, FEEBRPEERITA.

If the CA generates the private key inside the USBKey on behalf of the subscriber, the
CA will mail the USBKey to the subscriber; If the private key is generated by the

subscriber itself, it is not necessary to transmit the private key to the subscriber.
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6.1.3 A EA1EIXAUE B & 1144 Public Key Delivery to Certificate

Issuer

ITAREETARITEMYLA, B PKCSHI0 BRI BERIBEREEFTHTH
FEERNXHE, MBFXANTRNEAPRIGA CATMERILER, 4FE
B MBEENRBERATEEREML (SSL) SHMZEMETR.
The subscriber submits the public key in electronic text by sending the certificate
signature request information in PKCS#10 format or other digitally signed file
package by itself or through RA to the CA to issue a certificate. Secure Sockets Layer

(SSL) or other secure encryption methods will be used when it needs to be transmitted
over the network.

6.1.4 B FINMERS VMR A ZIELMAKHB T7 CA Public Key

Delivery to Relying Parties

A CAVIMMAAEEEAR CAVMBEZEANIRIEBMPLER CAIEFRF, &
O UM EFEIAEA S EMN ML http://www.bjca.cn, TEHARIEBFIFZ% CA

e, MMmSE] CA A,

The public key of the CA is included in the Root CA Certificate and the Subordinate
CA Certificate issued by the CA. The relying party can download the Root CA
Certificate and the Subordinate CA Certificate from the official website of BJCA to
obtain the public key of the CA: http://www.bjca.cn.

1.5 4RI E Algorithm Type and Key Sizes

RSA B LR CA BEAKE H 4096 i, BT E %A sha256RSA; ECC &k
B9HR CA 4R E 4 384 i (NIST P-384) |, & E £ 4 sha384ECDSA,
The key length of Root CA Certificate of RSA algorithm is 4096 bits, and the

signature algorithm is sha256RSA; the key length of Root CA Certificate of ECC
algorithm is 384 bits(NIST P-384), and the signature algorithm is sha384ECDSA.
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RSA B XM R CA ZEAKEH 2048 s £, ERE %K sha256RSA F

sha384RSA; ECC BIAMIF LR CA BAKK N 256 fir (NIST P-256) , ZHEX
/9 sha256ECDSA #1 sha384ECDSA,

The key length of Subordinate CA Certificate of RSA algorithm is 2048 bits or more,
and the signature algorithm is sha256RSA and sha384RSA; the key length of

Subordinate CA Certificate of ECC algorithm is 256 bits(NIST P-256), and the
signature algorithm is sha256ECDSA and sha384ECDSA.

RSA BUAMITT P BEAKE N 2048 frs ) b, FHE LN sha256RSA;
ECC EAMITPIEBHPAKE SN 256 iz (NIST P-256) , B E X H
sha256ECDSA,

The key length of Subscriber Certificate of RSA algorithm is 2048 bits or more, and
the signature algorithm is sha256RSA; the key length of Subscriber Certificate of

ECC algorithm is 256 bits(NIST P-256), and the signature algorithm is
sha256ECDSA.

CA #1434 certlint. x509lint #0 zlint 3 4™ linting TE#&NFRE ALK
ZEAKERTS CA/Browser 115 & %Y Baseline Requirements B9 E K,
The CA use three linting tools(certlint, x5091int and zlint) to ensure that the algorithm

type and key size meets the requirements of the Baseline Requirements published by
the CA/Browser Forum.

6.1.6 N4 S 8 & B A1 R ¥ & Public Key Parameters

Generation and Quality Checking

T RE A BRI P, RSB S FIPS 140-2 Level 2 REM
BEMNBREER, T CAYE, AASEHBEFE FIPS 140-2 Level 3 2
FEEINEE R, FHBMIX AR & A A RASEFIAR R . X4 R A A5 E R
EREIE, XERENBENHIN. BESHERIEBNREFREK,

For subscribers using the hardware cryptographic modules, the public key parameters

are generated by an encryption device that complies with the FIPS 140-2 Level 2
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security specifications; for the CA, the public key parameters are generated by an
encryption device that complies with the FIPS 140-2 Level 3 security specifications
and comply with generating specifications and standards for these devices. For the
quality checking standard of the generated public key parameters, the built-in
protocols and algorithms of these devices have reached sufficient security level
requirements.

CA #1831 A certlint. x509lint F zlint 3 4™ linting T E#&MHR A FAS I
& CA/Browser 121z & 17 B Baseline Requirements FYE 3K ,
The CA use three linting tools(certlint, x509lint and zlint) to ensure that the public

key parameters meets the requirements of the Baseline Requirements published by the
CA/Browser Forum.

6.1.7 &4$A1# 3 B B9 Key Usage Purposes

R CA ZHAXATEZNTIES:
1) AR CA BCEXMIRCA BERIEH,
2) W% CAKIEH;
3) OCSP My IS IEIEH,

The Root CA Certificate key is only used to sign the following certificates:
1) Self-signed Root CA Certificates issued for the root CA itself;
2) Certificates for Subordinate CA Certificates;

3) Certificates for OCSP response verification.

TANEATUATRHEZERS, BIWSMINE. EEMBEMNHER. A9
MEMENEENTEN.
The subscriber's key can be used to provide security services, such as identity

authentication, information encryption and decryption, non-repudiation and
information integrity.
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6.2FASHRIP F 2 AD AR R T F2#= 1| Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1 HHERNFREFTES Cryptographic Module Standards and

Controls

CA AR AR ZARARREITINE, A FIPS 140-2 Level 3 21K,

The cryptographic modules used by the CA are certified and comply with FIPS 140-2
Level 3 security specifications.

6.2.2 FA$A %2 A2 4] (m 1% n) Private Key (n out of m) Multi-person

Control

CAIEBMMBIER. HUE. EF. BH. ENHNREFREXRAZ AR
HALH, BIRELS iE 3 T, BRPFNEEDIRDBE 5 NEER USBKey, R
BHBPIARUEEZFFTHNERT, BwANEER USBKey FHIA PIN 23, 7
BEX AR IT EIRBRAE.

The generation, activation, renewal, revocation, backup and recovery of the private
key of the CA certificate adopts a multi-person control mechanism, that is, adopting
the method of choosing 3 out of 5 to distribute the management authority of the
private key to five administrators. Only when 3 or more of them are present and

permit, insert the administrator's USBKey and enter the PIN code can perform the

above operations on the private key.

6.2.3 FAHIEE Private Key Escrow

CAHMEIARPIAT CA RIBARVFITE, ITANIEBNENAHARBECK

fote

Bo

The root private key and CA private key of the CA are not allowed to be escrowed,

and the private key corresponding to the subscriber's certificate is retained by
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subscriber itself.

6.2.4 FAFAE Y Private Key Backup

CA AR MUNENE A RFEMFEN T HFEFREREXE, &6
MPIREXBZAES, NH3 AU EBRAEE R G ITEHITRERE,
TAPARMERRFFEA CPS 5 522 TMER, HERSYEREHHIT,

The CA private key backup is stored in an encrypted form on an external storage
medium and stored in a secure area. The recovery of the backup private key is
controlled by multiple people. Only when 3 or more key administrators are present
can perform recovery operations. Private key backup process shall comply with the

requirements of Section 5.2.2 of this CPS and be performed in a secure physical
environment.

CA MR EMITFHEA.

The CA does not backup the subscriber's key.

6.2.5 FA%A Y Private Key Archival

CA #ASHIZHAE, CA MK XS CA FASAIAMREFZED+E., 3T CA FASHIARY
RENARNAMBREFENTIFEN R HERNELEXE,

After the CA's private keys expires, the CA shall archive and retain the CA's private
keys for no less than ten years. The way to archive the CA's private keys is to encrypt

and store them in an external storage medium in a secure area.

CA HAARITT FIEP M AFHITIEE.
The CA does not archive the private key of the subscriber's certificate.

6.2.6 FASAS AN . S BaLEIE Private Key Transfer into or from A

Cryptographic Module

CA FASHARE (P BIDIER P =4 . AT BEZMIERS CA PR, NEMER
R SHOMARXBEXEAFHES AES.
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The CA private key is generated in the hardware cryptographic module. When a CA
private key needs to be backed up or transfered, the private key exported from a
cryptographic module shall be encrypted and controlled by multiple people.

VPRIPARRFMBHBRRIRP G, CAPIERRHITARAAMNESE

mRR P SFHTTE,
The subscriber's private key is not allowed to be exported from a hardware

cryptographic module, and the CA does not provide a method for the subscriber’s
private key to be exported from a hardware cryptographic module.

627 FA 58 &£ % Y 12 Bk 89 77 fif Private Key Storage on

Cryptographic Module

FPAMFEXH A, ERGEBERPINERE. 1TPRAFEESHIES
5 USBKey EZ 2N, # A USBKey ELENHRFTE FIPS 140-2 Level 2 &
2% CA RZIRAS FIPS 140-2 Level 3 MR A ADIELE, X LR &K

BN, BEEFHELIEBNLEFREKR.

The private key is encrypted and stored on a hardware cryptographic module. The
subscriber's private key is stored in file certificate or the USBKey medium. The used
USBKey conforms to the FIPS 140-2 Level 2 security specifications. The CA system
uses the cryptographic module that complies with the FIPS 140-2 Level 3 security
specifications. The built-in protocols and algorithms of these devices have all met

sufficient security level requirements.
6.2.8 BUATAERRY /57L& Activating Private Keys

CA TSR M REM Z R, BUEF ERA CPS 5 6.22 HEAMEER
FMNEERPREIN, BERERANRNEER LA USBKey B%, BalEH
BIEREF, #THCENANERE FE=ZEERNLEN®ES.

The CA private key is stored on a hardware cryptographic module. The activation

needs to be implemented by the administrator authority of the encryption device
according to Section 6.2.2 of this CPS. The administrator who has the private key
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activation authority uses the USBKey to log in, starts the key management procedure,
and activates the private key. This operation requires more than three administrators to
be present at the same time.

VPR ARGTARGERERT, (TRERABDRRO<S (3 PIN 18) RiFFHA

o UTPRRPARTERIEAS (L PIND) FFREWACEMER.

The subscriber's private key is stored on a cryptographic module, and the subscriber
uses the cryptographic module password (or PIN) to protect the private key. The
subscriber's private key requires a verification password (or PIN) before activation

and use.

6.2.9 fEBR ARSI F7 7% Deactivating Private Keys

T CA#A, EEMBRALARMARSHRNEEREAZEECHNENH
USBKey &%, BIRAEEREF, HTBBRLARBRSHNERE FTE=RE
BRI ERNEG.

For the CA private key, the administrator who has the authority to deactivate private
keys uses the USBKey with his or her identity to log in, starts the key management

procedure, and performs the operation of deactivating the private key, which requires
more than three administrators to be present at the same time.

NFITRRA, TTRBRMAHCERSHEBTRE. 4RSEFXE. R
ZOFEN ARG ERAHFNEBEIRE.
For the subscriber's private key, the subscriber shall deactivate the private key at its

discretion. The private key enters an inactive state when the service procedure is shut
down, the system is logged off, or the system is powered off.

6.2.10 $HZFAFARI T 7% Destroying Private Keys

L CA AP BEHAL F5iBIL A CPS 28 6.2.5 TTHY 7 3R3# 17 CA FA%H
A1, Hibp CA PR HLEHER. & CARPABBPERE, EHHEEK
FRNRNEER, BaIBHEERR #TEREBANEE SE3ZIULE

EEARNED.
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When the CA private key lifecycle ends, the CA private key will be archived using the
method described in Section 6.2.5 of this CPS, and other CA private key backups will
be safely destroyed. After the CA private key archive period ends, the administrator
with the authority to destroy the key starts the key management procedure and
destroys the key. Three or more administrators need to be present at the same time.

6.2.11 ZALAEIREE S Cryptographic Module Capabilities

CA MM FE AR EIELE, 5 FIPS 140-2 Level 3 & #4%, X#FA CPS
713 HHRHNEEENK.,

The cryptographic module used by the CA complies with FIPS 140-2 Level 3 security
specifications and supports the algorithm requirements in Section 7.1.3 of this CPS.

6.3% 1 X B I Ay H fb 77 @ Other Aspects of Key Pair

Management

6.3.1 /A$A13+Y Public Key Archival

CAAUIXIEBARAITIAN, IEBEEIEET TG REEN

The CA archives certificates' public keys, and certificates are stored in the database
and backed up off-site.

6.3.2 W B EHA A0 2% 48 XF 1 A HR R Certificate Operational

Periods and Key Pair Usage Periods

CAER A ZHIMEN NV E RN B AR - TTFIEBNEN
FAME X N AR BB SR RIF— 5. BERER T, MTERKILE, AWIEE
IEBEIHRNERNER, ARTUAEIEBE IR IAIMER .

The validity period of the CA certificate is the same as the validity period of its
corresponding key pair. The validity period of the subscriber certificate is consistent
with the validity period of its corresponding key pair. In special cases, for signing
certificates, the public key can be used beyond the validity period of the certificate to
verify the information signed within the validity period of the certificate.
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XF CAHIMER CA LR, BRHRKAEE 25 F.

The CA's Root CA Certificates have a Validity period no greater than 25 years.
XiF CA FERIES, BRHAKRKAELE 15 F.,

The CA's Subordinate CA Certificates have a validity period no greater than 15 years.
XtF SSL 2EKERSRHL T, BRNHRKAED 397 K. # 2020 £ 8 A 31

HZRIERM SSL ERMEHILER, BRUIHRKABI 2 F.

The SSL Global Server Certificates have a validity period no greater than 397 days.
The SSL Global Server Certificates issued before August 31, 2020 are valid for a
maximum of 2 years.

XTRIBERIES, BHRKAEBE 3 F.

The Code Signing Certificates have a validity period no greater than 3 years.
XTEEBIES, BHHRKA BT 10 £,

The Timestamp Certificates have a validity period no greater than 10 years.

XNFXHEERILS, FRIRKAEBE 3 F.

The Document Signing Certificates have a validity period no greater than 3 years.

6.4 38 E 2138 Activation Data

6.4.1 M SH E B By 7= & 1 & EE Activation Data Generation and

Installation

ATRPBFNZ S, IEPITAFENLREEEHRELTRIELZETE, M
MR MAHR. Wi, wAEEER. ®EN. SHEFWIFERNAE.

In order to protect the security of the private key, the certificate subscriber shall
ensure that the activation data is secure and reliable, thereby preventing the private
key from being disclosed, stolen, illegally used, tampered with, or published with
illegal authorization.

CA FASAEY =B IEAR CPS 5 6.2.2 A ER, EHEFTER. HEME
A
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The CA private key is generated in accordance with the requirements in Section 6.2.2
of this CPS and is strictly created, distributed, and used.

URARANAESIE S8R/RATTRIEBNAS (MEBESEAREMY) |

USBKey EXN<%E, HOAAELTEUEMNIRE TS L. XEFEEE, #B
BN LZEUENTR, MBEEYEBER. BETBEFHTRXAT . M¥TE—
RUEERBEUREEE, CAYMBIAFR BITHITIER.

The activation data of the subscriber's private key, including the password (provided
in the form of mail, etc.) used to download the certificate, the USBKey login
password, etc., must be randomly generated in a secure and reliable environment.
These activation data are delivered to subscribers using secure and reliable manners,

such as offline face-to-face delivery, post courier delivery, etc. For non-disposable
activation data, the CA recommends that users modify it themselves.

MFRITAIEBRPNAERIRERAS, XEOSHIU
1) ED 8 uFHEEF,

2) ELEE—NFEHN—IEF,

3) FEESREBERNFN,

4) REEFRIERM B FHER,

5 FEBEEAAREEFNBRKNTFFITE,

If the activation data for the subscriber certificate's private key is a password, the
password shall:

1) contain at least 8 characters or numbers;

2) contain at least one character and one number;

3) cannot contain many of the same characters;

4) cannot be the same as the operator's name;

5) cannot contain longer substrings in the username information.

6.4.2 B EEHERIIRIF Activation Data Protection

CA RSARBUEEIE, CA VIS RRI NI AEEED B ehAREN T
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BAREE.

The activation data of the CA private key is split by the CA in a reliable manner and
delivered to different trusted personnel for management.

WRIEBITAEA DS PINBERPASE, ITANZESREFEOLSH PIN
B FREBEVSHEANFEBRNHTEE, BHEMESTR.
If a certificate subscriber uses a password or PIN value to protect the private key, the

subscriber shall keep its password or PIN value properly and make changes at any
time to prevent disclosure or theft as needed by the business application.

6.4.3 BUEEIRRE M 77 Other Aspects of Activation Data

TP RRNECREIRRT RN, FERIPAASEERRIETRTE
K. fwigi. B, M. SERRNER, RAFESIESHRAFEN AR
EINERBED RGP,

When the activation data of the subscriber's private key is transmitted, it is necessary
to protect the data from being lost, stolen, modified, disclosed, or unauthorized use

during transmission. The activation data and the storage medium of a private key shall
be distributed by different transmission channels to the subscriber.

VPIEBRANAEEIERITABCHITRE . TE. EAFENIIFETT
HRAUAEIE, HRRMUALTEBREIRRER. FEN I EEREHENKREITA
TASARYACEER .

The activation data of the subscriber certificate private key is retained and changed by
the subscriber. The subscriber shall destroy the activation data on its own when it is

not needed and ensure that the activation data of the subscriber's private key cannot be
directly or indirectly recovered by the residual information or the storage medium.
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6.51TE &£ $2%] Computer Security Controls

6.5.1 45 5 M IT E ¥ & £ K E K Specific Computer Security

Technical Requirements

CARZGHEEREEEMNAEREXANE, TERERANEHIERETE:
RBEROSMRARNFMARBRES . ZEUENRERSE. ZEHAEEE.

imEst. ARIBRESNEESE,

The information security management of the CA system complies with relevant
national regulations. The main security technologies and control measures include:
strict identification and personnel access control, secure and trusted operating system,
multi-layer firewall settings, anti-virus software, and decentralized management of

personnel responsibility.

SHFAIE RS (81 CA R%. RA RF) UEBREPIRMTEARTT
FARRI R A RIS, AENRENXAAAZ. O UERBFIELTRERER
A strict two-factor authentication mechanism is implemented for each trusted person
who has the business operation authority of the system (including the CA system and

the RA system), i.e. to use the login mode of two factors, user name, password and
digital certificate simultaneously for the access.

W EEHFR, #R CARANEEXHNREGERETENR
g, AEREREFRNEIAE .

Through strict security controls, the system of CA software and data files is ensured to
be a secure and trusted system without unauthorized access.

BRIOCEFUNSHMAGYIENE, £ RGSHMERGEHRER. £AN
KIERR IE MR N FOSMNINAR & = RGN EE, BREAEI &~ REER .. EFEIZ
R ITEEN, Mg %2 MK TR E RN E R S0 £ 5 MAERIR B )
E5h.
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The core system must be physically separated from other systems, and the production
system is logically isolated from other systems. Firewalls are used to prevent the
intrusion of production system networks from intranets and extranets, and restrict
access to production systems. When off-site management is required, access shall be
made through the security gateway and a two-factor authentication specification shall
be used to identify the accessor.

6.5.2 TTEH Z £ 14 Computer Security Rating

CARGERITRLEMMNKZRE. TP, RERAFHBELERRICY

AR~ do

The network equipment, host computers, system softwares, etc., used by the CA

system are all products that have passed the formal acceptance test.

6.6 4 fin B ¥ R 3=l Life Cycle Technical Controls

6.6.1 R A& ¥#=H] System Development Controls

CA WA R AR TN FF & 3 A2 5847 I T SR
1) FIERSABMNIRTEREFE, FERIEANRRRBRENT
2) HELSNEHRERIEREEFIE,
3) AREFRDIEFLIMRHTTENKNRIE, BRIEHETENE,
4) TERBRHITEINEL D,
5 B=NRIEMEE,
6) ZEMNBEoTAE IR,

The software design and development process of the CA follows the following
principles:

1) Develop an application system for updates and modifications within the company
and require staff to strictly follow the process;

2) Develop a procurement process and management system within the company;

3) The development procedures shall apply to be deployed in the production
environment after the rigorous testing in the development environment;
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4) Perform an effective online backup before changing the deployment;

5) Third party verification and checking;
6) Security risk analysis and reliability design.

6.6.2 &2 EIBIZH| Security Management Controls

CA ARG A AR MRS, PTAEMNRGHEE TS UHEIER A gEd
TREMEN. BENRFNEIFRIERERS. NERENRZGEEZE. B
W HSRERIGERGNEIE T E BN EERE.

The CA system adopts strict control measures, and all systems are rigorously tested
and verified before they can be installed and used. The security of operating system,
network settings and system configuration are ensured through system maintenance.
The system and data integrity and normal operation of the hardware are checked
through log checking.

6.6.3 4y EAM L £ = Life Cycle Security Controls

EMRGMRITEIEI, RGNREMRERERRIEN. TEREEXE
RIVEHFTARRIT, ERNEENBER ST aEXIE ERTETIRE
a2 2 REMUFHR T BERENTE, ARGXEBTIE, ROEERT
ARKR. RGEN. BRARESTLEEBTHER, BENRGTEU%. £CAR
FEfTHE, BRMTRERRESENR, FERERRGZLEHER.

System security is always the key point from the design to the implementation of the
entire system. The system is strictly designed according to relevant national standards.
The algorithms and cryptographic devices used are in compliance with relevant
standards. The standard-based enhanced secure communication protocol ensures the
security of communication data. In terms of system security operation, security
operation measures, such as personnel authority, system backup, key recovery, etc.,
are fully considered so that the whole system is secure and reliable. During the
operation of the CA system, vulnerability scanning and penetration testing are
periodically performed, and system security weaknesses are eliminated in time.
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6.7 M L& 2 432 ) Network Security Controls

CA HIMRAS R AERNMEIRFIRS, FALBEENHEEFEA,

INERG RS RIFGIES. EMEBFHEXARETIE, HAPBIME
HATERIE.

ATHENZRE, INERFREDET A AR, RE&HIT. B
SeRE, FERNEHBARE. AMREN. ZE&HIT. mEPERFNRE,

DUR B BE ORISR B P28 R MBS

CAHABIM A L 212 H 155 CA/B Forum NCSSR,
The CA adopts the protection of multi-level firewall and network control systems and
implements perfect access control technology.

Authentication system only opens the relevant operation functions with the certificate
application , querying the certificate to operate by network for users.

In order to ensure network security, CA's authentication system installs firewall,
intrusion detection, security auditing, virus protection system, and update the version
of firewall, intrusion detection, security audits, virus protection system , as much as
possible to reduce the risk from the network.

CA's network security control complies with CA/B Forum NCSSR.
6.8 B [8) & Time-stamping
i (8] B AR e (A9 BT (8] BAR S5 FE RO S _E P48 1 E BRAm A B 8] B
(RFC3161) , XAIENREBIER. NEBNE MR N ERREDEX, HE
R A E R ORI FER (A
The time-stamping service provided by the time-stamping system strictly follows the
international standard timestamp protocol (RFC3161) in technical implementation,

adopts standard time-stamping request, response and coding forms, and the time
source adopts the standard time provided by the National Time Service Center.
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7. BB, IEBHFEIRMELIE BRESH I Certificate,
CRL, and OCSP Profiles

7.1 B &k Certificate Profile

A CANMERMIERIEMERFFE X509 V3 K=, EIRTEHE RFC5280 7
fo IEPEMHNERBABTSZIN TR,
The detailed format of the certificate issued by this CA conforms to the X.509 V3

format and complies with the RFC5280 standard. Please refer to the following table
for the basic domain content of the certificate structure.

UE B R A
] (EERESEE
FRA X509 IEBAIBTUARA, B2 V3.
FF51= 1BIT CSPRNG £ A TFH 80 frIEF5 M A9 —ARIRFF o

ERE% FRILPHEANZEREL (WARCPSHE 7137)

%K% DN FERXENIHE, B& CN. O, C,

A AE | ETEFBRARE (UTC) MR EIRY.

AL A | ETHERBANE (UTC) FItREERDL,

BRHRMIZE S A CPS ERIRS

F & DN IEPBFAEYSNEMNImAE (WACPSE7147) .
CAMRIEBImA®, B& CN. O, C,

CA FRIEBEAE, BE& CN. O, C.

TR DVIERBEHIE, B& CN,

TR IVIEBEAIE, B2 CN. G. SN L. S, C,

TR OV IEHEAI%, B& CN. O, L. S. C,
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1T EV SSLIEREFE, B8 CN. O. streetAddress,
postalCode. L. S. C. serialNumber. businessCategory.
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1).
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2).
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3), X _EJE
BEFHZ 5 CA/Browser 3z EV Guidelines FEE 7.1.42 THE
KRREF—HEFEEE 7142 THEZISINIETTEM.

A EV REBEZEZIEBEmAIE, 88 CN. OU. O,
businessCategory. streetAddress. L. S. C. serialNumber.
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1).
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2).
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3), X _EJE
P HZ 5 CA/Browser £tz Code Signing Baseline
Requirements 1% 7.142 TIIEXRREFE—BREAEBRE 7.14.2

TREZSIMNIEBEM

NER 1RIEB RFC5280 4L, {FRA CPS &£ 7.13 PIEENEE, B4
KE#HEA CPS 5 6.1.5 BTIEEMNEKR
Basic domain of the certificate structure
Domain Value or value limit
Version The format version of X.509 certificate with a value of V3.

Serial Number

An 80-bit non-sequence unique identifier greater than zero
generated by CSPRNG.

Signature The signature algorithm used to issue certificates (see Section 7.1.3
Algorithm of this CPS).

Issuer's DN Issuer's distinguished name, including CN, O, and C.

Effective start | Based on Coordinated Universal Time (UTC), synchronized with
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date Beijing time.

Effective end | Based on Coordinated Universal Time (UTC), synchronized with
date Beijing time;

The validity period is set in accordance with the limits set by this
CPS.

Subject DN DN of the certificate holder or entity (see Section 7.1.4 of this CPS).
DN of CA’s Root CA Certificate, including CN, O, C.

DN of CA’s Subordinate CA Certificat, including CN, O, C.

DN of subscriber DV certificate, including CN.

DN of subscriber IV certificate, including CN, G, SN, L, S, C.

DN of subscriber OV certificate, including CN, O, L, S, C.

DN of subscriber EV SSL Certificate, including CN, O,
streetAddress, postalCode, L, S, C, serialNumber, businessCategory,
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3), The
above certificate Subject Distinguished Name are consistent with
the requirements of Section 7.1.4.2 of the CA/Browser Forum EV
Guidelines and do not include any Subject attributes except as
specified in Section 7.1.4.2.

DN of subscriber EV Code Signing Certificate, including CN, OU,
O, businessCategory, streetAddress, L, S, C, serialNumber,
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3), The
above certificate Subject Distinguished Name are consistent with
the requirements of Section 7.1.4.2 of the CA/Browser Forum Code
Signing Baseline Requirements and do not include any Subject
attributes except as specified in Section 7.1.4.2.

Public key According to RFC5280 encoding, using the algorithm specified in
Section 7.1.3 of this CPS, the key size satisfies the requirements
specified in Section 6.1.5 of this CPS.

7.1.1 kA5 Version Number(s)

CAMMER LB A X509 V3 IRAE . RAGESAIEBRASE —1=
3.

The certificate issued by the CA conforms to the X.509 V3 version format. The
version information is indicated in the column of certificate version format.
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7.1.2 WEBY FEIN Certificate Content and Extensions

R CA H1A81E F X.509 V3 Mt BERETAEFOET B, IE B RIUEE RFC

5280 ¥R, FFFE EV Guidelines NEK ., IEBABMY BIMSE N TRIE.

The CA uses the X.509 V3 certificate standard items and standard extensions. The
certificate extensions comply with the RFC5280 standard and comply with the
requirements of the EV Guidelines. Please refer to the following table for the
certificate content and extensions.

RSA £r=iE+
B RIESB HRIEH TTRIER FEH
RRAR[X.509 V3 X.509 V3 X.509 V3 X.509 V3
8 sha256RSA 5,
sha256RSA sha256RSA sha256RSA
Bk sha384RSA
= , 2048bits RSA = 2048bits RSA = ,
4096bits RSA . . 2048bits RSA
KE 4096bits RSA 3072bits RSA
iﬁi:ggig;ﬁij UE—1 XS0EFRAT [SF— XS0ETAT |E—4 X008 2 AT
& . Bt ZMNEVAMEE, B—Lt [ ZMAMEVAEE, B—tt |Z/MAESE, A—tt
T ey BFHRRE—FTNRER FFHERE—IRRER FFHFREE—IRRER
. HH X5008F HH X5008F FH X50083F,
7 [X500&F.
| ME—X5008F
-1} BT ST LHE—NX5008FAT [HE—NX5008FHF (HE— X500&8FAF
% A TR EMERFEEN, A— | ZMERFEEN, B— |ZMEBFEEN, B—
R IR S AR B LA 4F B SR M —RIRIE PSR ER SR M —ARIRIE PR 4T &R SR —ARiRIE
F BIHEEMNX5008F. | BIHEEHNX5008F. | BHFEER X5008F,
ZH X500%F,
z\z__l; % A CAHMIEER CRL (A CAHIMIEER CRL |HA CA HIMFFEER CRL
- i i R,
BEMEER OCSP MR B &MAERI OCSP MK |B&MAEHRI OCSP KL
_ Hbilf. (accessMethod = |HidiE, (accessMethod = [H#idlE, (accessMethod =
?’i’fﬂ 1.3.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1) 1.3.6.1.55.7.48.1)
;[; & BEMEAFIEBNHEN BamAEERNARL E2MAkEF LR
it (accessMethod = Ht, (accessMethod = 1E, (accessMethod =
136.1557.482) 136.1557.482) 136.1557.482)
BEMEEFIEEM policy (BEMAREFIEERN policy |[BRMEAEIEEM policy
. Identifier 1 CA/Browser |Identifier #1 CA/Browser |Identifier 1 CA/Browser
gﬂl:: v Wiz IREE Y Policy Wiz IREE Y Policy Wiz RERY Policy

Identifier, B&M%&E CA

(9 CPS K Anithilt .

Identifier, B&M%EE CA

(9 CPS Kttt .

Identifier, B&M%EE CA

8y CPS & Faithilt .
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13
we AR AR INER AT [ IR MER AT
;);ﬁa T MPEIAER. DocSign |MBEMAR. Docsign | & & & 4 W iF
ol PRIBEMEYE.  TAEpEwml.  |(13615573D
sk CAIEBRERRST [CAIERHEARTIY R TTAIEBNERRFY R TTPIERHNEARTIY R
s PRI EERER MAPNEERERGEE S AN EERENEARET TN EERENE ARES
" g CA. CA. & (End-Entity). & (End-Entity).
FHA FRIEINMERN AT E IEIREIMEMAFEFA BREIMENAFZHA BHEMENATHAR
B[R TafMAE. |TRAMARE. FIF AL, FEFAE.
A TR KEY R (OID:
== 1.36.14.1.11129.243) ,
|72 ¥ ¥ .
SE IAHBRARAE X509 V3%
& ST ERIEZTOE S
RSA Digital Certificate
Domain |Root certificate Subordinate certificate Subscriber certificate Precertificate
Version [X.509 V3 X.509 V3 X.509 V3 X.509 V3
Signature sha256RSA or
sha256RSA sha256RSA sha256RSA
Algorithm sha384RSA
2048bits RSA or 4096bits [2048bits RSA or 3072bits
Key Size [4096bits RSA 2048bits RSA
RSA RSA
'When the same
X.500 name is
'When the same X.500 When the same X.500 When the same X.500

Issuer’s Key

used for multiple

CAs, a one-bit

name is used for multiple

CAs, a one-bit string is

name is used for multiple

CAs, a one-bit string is

name is used for multiple

CAs, a one-bit string is

identifier string is used to
) ) ) used to uniquely identify [used to uniquely identify [used to uniquely identify
uniquely identify
the issuer's X.500 name. |the issuer's X.500 name. [the issuer's X.500 name.
the issuer's X.500
name.
'When the same
X.500 name is 'When the same X.500 When the same X.500 When the same X.500

Subject Key]

used for multiple
certificate holders,

a one-bit string is

name is used for multiple
certificate holders, a

one-bit string is used to

name is used for multiple
certificate holders, a

one-bit string is used to

name is used for multiple
certificate holders, a

one-bit string is used to

Identifier ) ) ) ) ) ) ) ) ) )
used to uniquely  [uniquely identify the uniquely identify the uniquely identify the
identify the certificate holder's X.500 |certificate holder's X.500 |certificate holder's X.500
certificate holder's [name. name. name.
X.500 name.
CRL . . . . . . . . . . . .
A CRL distribution point |A CRL distribution point |A CRL distribution point
Distribution N/A ) ) )
Por designated by the CA. designated by the CA. designated by the CA.
oint
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Contains  the  issuer's

OCSP response address.

Contains  the  issuer's

OCSP response address.

Contains  the  issuer's

OCSP response address.|

the basic restricted

basic restricted extension

o (accessMethod _|(accessMethod =|(accessMethod =
i‘;:z:;‘mN/A 13.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1)
Access Contains the access Contains the access Contains the access

address of the issuer address of the issuer address of the issuer
certificate. (accessMethod certificate. (accessMethod [certificate. (accessMethod
= 1.3.6.1.5.5.748.2) = 1.3.6.1.5.5.7.48.2) = 1.3.6.1.5.5.7.48.2)
Contains the policy Contains the policy Contains the policy
Identifier specified by the |Identifier specified by the |Identifier specified by the

Certificate issuer and the Policy issuer and the Policy issuer and the Policy

Policy IN/A Identifier retained in the |Identifier retained in the |Identifier retained in the

CA/Browser forum. CA/Browser forum. CA/Browser forum.
Contains the CPS publish [Contains the CPS publish |Contains the CPS publish
address of the issuer's CA. [address of the issuer's CA. [address of the issuer's CA.
Further indicates the Further indicates the
specific use of the specific use of the

Extended N/A certified public key. certified public key. The |Server Authentication

Key Usage DocSign subordinate DocSign subscriber (1.3.6.1.5.5.7.3.1)
certificates donothave |co tificate does not have
this attribute. this attribute.

The subject type in The subject type in the The subject type in the

The subject type in the

basic restricted extension

Basic basic restricted extension
extension of a CA of a subscriber certificate |of a subscriber certificate
Constraints of a CA certificate is set to
certificate is set to CA is set to end entity is set to end entity
CA. ' (End-Entity). (End-Entity).
Indicates the usage
Indicates the usage of the |Indicates the usage of the |Indicates the usage of the
Key Usage |of the certified
) certified public key. certified public key. certified public key.
public key.
This is a critical extension
(OID:
Precertificate 1.3.6.1.4.1.11129.2.4.3) to
N/A IN/A N/A
Poison ensure that a standard
X.509 V3 client cannot
validate the precertificate.
ECC #5IE+H
B ORIEB HRIEH TTRIE$ FEH
AR A [X.509 V3 X.509 V3 X.509 V3 X.509 V3
s sha256ECDSA =
. |sha384ECDSA sha256ECDSA sha256ECDSA
73 sha384ECDSA
% 4B|384bits(P-384) ECC |256bits(P-256) ECC 256bits(P-256) ECC 256bits(P-256) ECC
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K
N TN =

j:i z ;E%’:\lifg;j’j HE—PX5005FAT [HE—X5002FAT |HE—1 X5008FHF

o O ST ZMNEVME, Bt |[ZMINEVIEE, B—tt |Z/MAEMSE, A—tt

T T BFFREXE—INRER FFHFRRE—INRER FFHFRERE—ITRRELR

N HH X5008F HH X5008F HH X5008F

F [X500&=F,

Y E— X.5008F

T BT g RS LE—NX500B8FATF (HE—X5008FHF |HE— X5008FHF

= 1B B F— b o ZMERFEEN, A— |ZMEBFEEN, B— |ZMEBFEER, A—

R IR D——— L 4T R SR M —FRIRIE [ELAF AT BB SR ME—ARIRIE |EL4F 4T B SR —HRIRIE

F N PREEMXS008F. |(BRHEEMNX5008F. |BHEEN X5008F,

FHI X5008F
;\RZ; x A CAHMIEER CRL [ CAHIMIEER CRL |HA CA HIMFEER CRL
. R R BRI
BEMEER OCSP MK |BEMAER OCSP MK |B&MAZERI OCSP ML
iy Hodlt, (accessMethod = [Hbilt, (accessMethod = [Hilt, (accessMethod =

. 1.3.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1) 1.3.6.1.55.7.48.1)

;[; & BEMEAFIEBAARN BEMAEIERNFREN E2MAEIERNDH
1k, (accessMethod = 1k, (accessMethod = HE. (accessMethod =
1.3.6.1.5.5.7.48.2) 1.3.6.1.5.5.7.48.2) 1.3.6.1.5.5.7.48.2)
BEMEEIREN policy |BEMEAEIEER policy [EE&MAEEER policy

. Identifier #1 CA/Browser |Identifier 1 CA/Browser |ldentifier 1 CA/Browser

g;: v Wiz IREE Y Policy Wiz IREE Y Policy Wiz RERY Policy
Identifier, B&MAE CA|ldentifier. BEMAE CAlldentifier, BEMAZE CA
9 CPS & fithilt, 9 CPS & Fithilt, By CPS & fnithilt,

R

Bimg . H—HIEREINMERN AT [HE—FHEIAEIANEN AT B & = 5 4 BT

AR ZPAREAE. mPAREAE. (13.6.1.5.5.7.3.1)

*
- CAIEBRIEARS [CAIEBMEARRGIYT R TTPIEBHNERRSYT R ITTAIEBHMERREIY &
vy PRIPNEREE TP EELPWIRD (T EEHRIR ARES M EEREBR D HFESL
WIRA CA. CA, & (End-Entity). & (End-Entity),

ZHAFEPEESIMNEN AT R FERHESINMEN AT BAA FEHEIMENATEZRR EREINENAFEZS B

BEBATEMAR.  |[TEMHEE. FEMAE, T A%,

FA R A K EY I (OID:

& 1.3.6.1.4.1.11129.24.3) ,

LS & & & X RATA X509 V3ZE

B’ i AR UEZTES
ECC Digital Certificate
Domain |Root certificate  |Subordinate certificate Subscriber certificate Precertificate
Version |X.509 V3 X.509 V3 X.509 V3 X.509 V3
Signature sha256ECDSA or
sha384ECDSA sha256ECDSA sha256ECDSA
Algorithm sha384ECDSA
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Key Size

384bits(P-384)
ECC

256bits(P-256) ECC

256bits(P-256) ECC

256bits(P-256) ECC

Issuer’s Key]|

'When the same
X.500 name is
used for multiple

CAs, a one-bit

'When the same X.500
name is used for multiple

CAs, a one-bit string is

When the same X.500
name is used for multiple

CAs, a one-bit string is

When the same X.500
name is used for multiple

CAs, a one-bit string is

identifier string is used to ) o ] S ] S
) ) ) used to uniquely identify [used to uniquely identify [used to uniquely identify
uniquely identify
the issuer's X.500 name. |the issuer's X.500 name. [the issuer's X.500 name.
the issuer's X.500
name.
'When the same
X.500 name is 'When the same X.500 When the same X.500 When the same X.500

Subject Key]

used for multiple
certificate holders,

a one-bit string is

name is used for multiple
certificate holders, a

one-bit string is used to

name is used for multiple
certificate holders, a

one-bit string is used to

name is used for multiple
certificate holders, a

one-bit string is used to

Identifier
used to uniquely  [uniquely identify the uniquely identify the uniquely identify the
identify the certificate holder's X.500 |certificate holder's X.500 |certificate holder's X.500
certificate holder's [name. name. name.
X.500 name.
CRL
Distribution IN/A A CRL distribution point |5 Ry distribution point |A CRL distribution point
Point designated by the CA. designated by the CA. designated by the CA.
Contains  the issuer's Contains  the issuer's|Contains the  issuer's
OCSP response address. OCSP response address.OCSP response address.
Authorization (accessMethod _|(accessMethod =|(accessMethod =
Information /A 1.3.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1)

Access Contains the access Contains the access Contains the access
address of the issuer address of the issuer address of the issuer
certificate. (accessMethod certificate. (accessMethod |certificate. (accessMethod
= 1.3.6.1.5.5.7.48.2) = 1.3.6.1.5.5.7.48.2) = 1.3.6.1.5.5.7.48.2)
Contains the policy Contains the policy Contains the policy
Identifier specified by the |Identifier specified by the |Identifier specified by the

Certificate issuer and the Policy issuer and the Policy issuer and the Policy

Policy IN/A Identifier retained in the |Identifier retained in the |Identifier retained in the
CA/Browser forum. CA/Browser forum. CA/Browser forum.
Contains the CPS publish [Contains the CPS publish |Contains the CPS publish
address of the issuer's CA. [address of the issuer's CA. [address of the issuer's CA.

Extended Further indicates the Further indicates the < Authenticat
Key Usage IN/A specific use of the specific use of the erver Authentication
certified public key. certified public key. (13.6.1.5.5.7.3.1)
Basic The subject type in|The subject type in the e subret tvoe i e subret tvoe i
Constraints the basic restricted |basic restricted extension ¢ supject type 1n the ¢ supject type in the

extension of a CA

basic restricted extension

of a CA certificate is set to

basic restricted extension
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certificate is set to

CA.

CA.

of a subscriber certificate
is set to end entity

(End-Entity).

of a subscriber certificate
is set to end entity

(End-Entity).

Indicates the usage

Indicates the usage of the

Indicates the usage of the

Indicates the usage of the

Key Usage |of the certified ) )
bublic key. certified public key. certified public key. certified public key.
This is a critical extension
(OID:
Precertificate 1.3.6.1.4.1.11129.2.4.3) to
) N/A N/A N/A
Poison ensure that a standard

X.509 V3 client cannot

validate the precertificate.

MNFARCAHIME2020F7 B | BZEHENTR CAIEBEIMEER

AR B RA AL, XTAR CAYMELR SSL 2RSS, RBERIE

. NEBILBESMEEANERERARE ATEASIMENATERAR

A%, BRBAMESEZMT RS

For subordinate CA certificates added by the CA after July 1, 2020, all applicable
EKUs must be populated. For SSL Global Server Certificates, Code Signing
Certificates and Timestamp Certificates issued by the CA, all applicable EKUs must
be populated to indicate the specific purpose of the authenticated public key. Please
refer to the following table for Extended Key Usage.

g A A A R

VTR W3R A Ak

SSL £FKAR S5=1EH RS RESMEIE (1.3.6.1.5.5.7.3.1)

RABEZIUES RIBEZ (1.3.6.1.5.5.7.3.3)

A E) B IE P A e B (1.3.6.1.5.5.7.3.8)
Extended Key Usage

Subscriber certificate Extended Key Usage

SSL Global Server Certificate

Server Authentication
(1.3.6.1.5.5.7.3. 1)

Code Signing Certificate

Code Signing(1.3.6.1.5.5.7.3.3)
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| Timestamp Certificate | Time stamp (1.3.6.1.5.5.7.3.8)

7.1.3 EiA R FRIEFT Algorithm Object Identifiers

7.1.3.1 /A %A1 B SubjectPublicKeyInfo

UTERERTIEBHFIEBFHERRPEEFE,

The following requirements apply to the subjectPublicKeyInfo field within a
Certificate or Precertificate.

1) RSA &%

Z CA #1488 A rsaEncryption (O1D:1.2.840.113549.1.1.1) B E4RI2TF A9 RSA
B, SHEEFERNULL, AEARMEEARKT RSA ZH.

2) ECDSA &%

A CA #1#34% [ id ecPublicKey (OID:1.2.840.10045.2.1) B £ FRIRFFHI ECDSA
5, WUFE A namedCurve 4515,
® P-256 BY%4H namedCurve 24 secp256rl (OID:1.2.840.10045.3.1.7),

® P-384 B9%4H namedCurve 4 secp384rl (OID:1.3.132.0.34),

1) RSA

The CA indicate an RSA key using the rsaEncryption (OID: 1.2.840.113549.1.1.1)
algorithm identifier. The parameters MUST be present, and MUST be an explicit
NULL. The CA does not use other algorithms to indicate RSA keys.

2) ECDSA

The CA indicate an ECDSA key using the id-ecPublicKey (OID: 1.2.840.10045.2.1)
algorithm identifier. The parameters MUST use the namedCurve encoding.

* For P-256 keys, the namedCurve MUST be secp256r1 (OID: 1.2.840.10045.3.1.7).

* For P-384 keys, the namedCurve MUST be secp384r1 (OID: 1.3.132.0.34).

7.1.3.2 F A E K /R Signature AlgorithmlIdentifier
A CANMMAZE RN AN REBFEEZTRPFEABEEIFRATFHNEX., 5
2, EERTUTHENRMFE:

® FHHMLPHNEREEFER.
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® TBS IEPMERFER (flt, BIEBHHEBEM) .

® FHFENFRELFR,
® TBS IIBFEMNEZFER,
® E K OCSP mNMFRZEXFER,

AR X EFRHITHMIE.

All objects signed by the CA Private Key conform to these requirements on the use of
the Algorithmldentifier in the signatures. In particular, it applies to all of the
following objects and fields:

* The signatureAlgorithm field of a Certificate or Precertificate.

* The signature field of a TBSCertificate (for example, as used by either a Certificate
or Precertificate).

* The signatureAlgorithm field of a CertificateList.

* The signature field of a TBSCertList.

* The signatureAlgorithm field of a BasicOCSPResponse.

No other encodings are permitted for these fields.

1) RSA R E %
78 CA H#34# F SHA-256 with RSA (OID: 1.2.840.113549.1.1.11) & &%,
2) ECDSA &% E %
A CAHAAERILT ECDSA R E X!
® SHA-256 with ECDSA (OID: 1.2.840.10045.4.3.2) ;

® SHA-384 with ECDSA (OID: 1.2.840.10045.4.3.3) &

1) RSA

The CA uses SHA-256 with RSA (OID: 1.2.840.113549.1.1.11) signature algorithm.
2) ECDSA

The CA uses the following ECDSA signature algorithm:

* SHA-256 with ECDSA (OID: 1.2.840.10045.4.3.2);

* SHA-384 with ECDSA (OID: 1.2.840.10045.4.3.3).

7.1.4 ZF T Name Forms

R CANMERMES, ERBREXNRIMASBFE RFC5280 #r4, BT
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& CA/Browser 121z Baseline Requirements. Code Signing Baseline Requirements

X EV Guidelines A 7.1.4 BHHIER,

The format and content of the certificate issued by the CA conform to the RFC5280
standard, and meet the requirements of section 7.1.4 in the CA/Browser forum
Baseline Requirements, Code Signing Baseline Requirements and EV Guidelines.

7.1.5 ZFRER#] Name Constraints

No stipulation.
7.1.6 UF B EIEIT R FRIRFF Certificate Policy Object Identifier

W RIEXS REFRFFEIA CPS 5 1.2 ¥,

The certificate policy object identifier is the same as Section 1.2 of this CPS.

717 KBS BR F ¥ B I B9 A ;& Usage of Policy Constraints
Extension

No stipulation.

7.1.8 5K B PR & £F B9 1E 7% #0118 X Policy Qualifiers Syntax and

Semantics

No stipulation.
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7.1.9 REIFBREEY B4 IE N Processing Semantics for

the Critical Certificate Policies Extension

No stipulation.

7. 21 BHEsE%F R CRL Profile
CAHIMERS KT BT R, SHALEAER. S5MTBHETRY
4 X509 V2 #83, EE RFC5280 #rA.

The CA regularly issues a CRL for users to use. The issued CRL conforms to the
X.509 V2 format and complies with the RFC5280 standard.

7.2.1 iRZAS Version Number(s)

CAHI#E & X509 V2 JRAH) CRL, RRAS BFEIEBIRAS R — KL,

The CA issues a CRL of the X.509 V2 version. The version information is indicated
in the column of certificate version format.

7.2.2 CRL #0 CRL ¢ BE¥ It CRL and CRL Entry Extensions

AR CAMMBIERFIFEIIER (CRL) B2— 1w EBRALIRFEZEZNER
HIEBHTIE.

The Certificate Revocation List (CRL) of this CA is a list of time-stamped and
digitally signed revoked certificates.

CRL#EEXMT:

CRL £U4E TE X

CRL BRRARS | #87F CRL BIRRARE R, 2 CA #49K AR X.509 V3 IEFXF LAY

CRL V2 RRA

Sk ZX CA #1#93% A sha256RSA 1 sha256ECDSA F & E %,
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mEE BEZXYME DN &

A S ] BE—NBHE/MEME, AEKRAEAR CRLZWAIRE.

AT [E] fEE—PBH/EE, AXRBAT—X CRLIGEX T YT 8
(AFRAESR B AIZIED) «

BEHIE Bk | FEECERENIEBIIR, SRIEBNFSSTNEBHAEERN
B EAFORS 8]

MAMME A | BREIUEE CRL EZRNATTEA. TredialRE— CA RN

FRIRTT REEA.

CRLZBYV &

i

AMEA CRLEBY BN,

The CRL data is defined as follows:

CRL Data Definition
RL i . . .
Iiumber Version Specifies the version information of the CRL. The CA adopts the
CRL V2 version corresponding to the X.509 V3 certificate.
ignat . .
Signa e The CA uses signature algorithms sha256RSA and sha256ECDSA .
Algorithm
I . . .
ssuet Specifies the DN name of the issuing authority.
if i 1 indi hen this CRL lished.
Specifies  the Specify a date/time value to indicate when this CRL was published
DN name of the
issuing
authority.
date Ti ) : L .
Update Time Specify a date/time value to indicate when the next CRL will be
published (this standard enforces this domain).
Certificate

Revocation List

Specify the list of certificates that have been revoked, including the
serial number of the certificate and the date and time when the
certificate was revoked.

Issuer Unique
Identifier

Used to verify the public key signed on the CRL. It can identify
different keys used by the same CA.

CRL Entry
Extensions

CRL entry extensions are not used.
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7.2.2.1CRL %9 % & CRL Issuing Distribution Point

A CAHMEEER CRL, FIIAAERIZY B,
This extension is not used because the CA issues a full and completeCRL.

7 3TELRUE BARZS M OCSP Profile
AR CAHMER A IETF PKIX THEAF X —NELIEBIRESHIL (Online
Certificate Status Protocol, OCSP) , IREZAELKIEBREEZ GRS, FA A OCSP

N & 54 RFC6960 R,

The CA adopts an Online Certificate Status Protocol (OCSP) developed by the IETF
PKIX working group to provide an online certificate status query service, and the

issued OCSP response conforms to the RFC6960 standard.

7.3.1 kA5 Version number(s)

RFC6960 & X HJ OCSP v1 kR,

The OCSP v1 as defined in RFC6960.

7.3.2 OCSP ¥ REIm OCSP Extensions

AMEF OCSP ¥ FRIL .

OCSP extensions are not used.

-173 -



@ BEENE M A T AR UGE R R AT 50
8. IANIEY 44 8 31 1 H fb £ {4 Compliance Audit and Other

Assessments

817 1 B9 51 X = 1§ £ Frequency or Circumstances of
Assessment
BT WERERTTAITRESN, CA A FHITMER BT AITR A :
1) RE (PEARKMERFEFZZE) . (BEFIAMERSEENE) .
(EFINERSBZIEEIENE) e, BEXBEXTEBIINIHEESRE,
2) RIBEFMEREXNE, EXE=JTTHITVEA WebTrust BEit.

In addition to internal audits and assessments, the CA undergoes external audits and
assessments:

1) Accept the assessment and inspection of the relevant competent authorities in
accordance with the Electronic Signature Law of the People's Republic of China,
Measures for the Administration of Electronic Certification Services and Regulations
on Cryptographic Management of Electronic Certification Services,

2) Accept the WebTrust audit of third-party auditors in accordance with relevant
international and domestic standards.

CA HIM TR TS SR

1) BFE—REZAXIEIMIREERZNNE, N CAYMNEERER

It

!

2) CAHKEEIBIR M RITIMES AT, SEHT—K WebTrust B it
E=Jhr EIt,
Frequency of assessments by CA:

1) Accept the annual inspection of the CA by the competent authorities according to
the laws and regulations once a year;

2) The CA will engage an independent audit firm to conduct a third-party independent
audit for WebTrust compliance anually.
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8.2 & B9 3K it Identity/Qualifications of Assessor

REEITARHNEZFE—REHFE: CANLZEATARLZEEEAR, CALE
NEAN, INERGREBRREZNTA, AFENTA, HEEENAR,

The choice of internal auditors generally includes: CA's security officers and security
managers; CA business leaders; certification system and information system managers;
personnel directors; other required personnel.

CAHIMKIIEAE TZEEEARE S FVRNELRA WebTrust 58T
A, STFIMPERITIM RS MR EE RN T
1) BEHEQPEMERER. FERE. FERENRERITEXN
=TINERSHR,

2) HWITIMETAENMEELTF TR AR, BEVRAEZEREE

3) EBRBRGIETMHNTIREASTE,;
4) BEFBH WebTrust £IFRRSER;
5) BFEMIEIHEE, SEEEANMRVEERTEHAR.

The CA will engage a qualified WebTrust practitioner that is familiar with IT
operation management with years of industry experiences. The qualifications and
skills required for external auditors are as follows:

1) Have third-party certification service qualifications related to public key
infrastructure technology, information security, information technology and system
auditing;

2) The auditor's organization has a licensed professional qualification with a good
reputation in the industry;

3) Possess professional skills and tools to check the system operating performance;
4) Possess an effective WebTrust attestation service qualification;

5) Have an independent auditing spirit and be bound by laws, regulations and
professional code of ethics.
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83 HFE S W IELHFE BB < &R Assessor’s Relationship to

Assessed Entity

Al

RPEITARSR CAHIMHNARREER. WESEER. VSBREINIE

RARREES.,

The position of internal auditors and the system administrators, business managers
and business operators of this CA shall not overlap.

SNERIEfEE S CAVMZ BB, TEAMVSES . MEERSHMEUE
MM EERENFERR.

The external assessor is independent of the CA, and there is no business, financial
transactions or other interests between them that are sufficient to influence the
objectivity of the assessment.

8.4TE{H A A Topics Covered By Assessment
MHEZ TEERERRT:

1) CAYIEREEFEEEIRN L,
2) BEILERESHERSHI KB
3) REIRIRER CPS. WHEHEMREERARINEL S,
4) HESEREETELIR,
5) ZAEHE. EP4ATRAYEERSHTE WS,
6) =EFEHMBTELZEMNE.

The assessment work includes but is not limited to:
1) Whether the CA's physical environment control is fully implemented;
2) Whether the operation process and system are strictly observed.

3) Whether the certification business is carried out in strict accordance with CPS,
business specifications and security requirements;

4) Whether the logs and records are complete and accurate;

5) Whether key management and certificate lifecycle management conform to the
practice statement;
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6) Whether there is any other potential security risk.

=B BR I WebTrust K7 H04 77834 B 7 S0HEA & KR A 1 B

TR, X CAFIM#HITIRIHLT
The third-party auditor organization shall conduct an independent audit of the CA in

accordance with the currently valid and ongoing auditing standards issued by
WebTrust.

85X A fl 5~ E XRE Ay #E Actions Taken As A Result of
Deficiency
B CAHMERENHIHREHTIHE, FFRHEIT RN ERARZHHENTT
ERRRESR I TA T L ST E . CAVIMKRIEERRGIMABSOEE. ENR
R AR R [E]
The CA’s management shall assess the audit report, and the corresponding responsible
functional department shall take actions for improvement and perfection of the

deficiency found in the audit. The CA will quickly resolve problems in accordance
with international practices and relevant laws and regulations.

8.6 T L ZE R Y1514 5 % % Communication of Results
1) CANMAIBEITEREGNEATANIBEIL,;
2) 7E CANMEZE=ZFINBEITHNTEE, CAIMESE

NEEM http://www.bjca.cn A%,

3) M CANMMEITERLZITREEMITALERBNERL NE
KK mEITRBR.

1) The CA internal audit results will be communicated only within the company;

2) After the CA accepts the assessment of a third-party external audit agency, it will
publish the results on the company's official website http://www.bjca.cn.

3) If the audit results of the CA discover potential security concerns which may be
applicable to the subscriber(s), the subscriber(s) shall be notified in time.

HAE =T EIHESSE BT EERIEFERMNER, BLHE KRG
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CAHMRIFBAME NN, FIEE CAYMBMNER, FEASRNELRMN

CANAMREBERX T EAEEN .

Any third party notifying the assessed entity of the assessment resultsor similar
information shall clearly indicate to the CA the purpose and manner of the notification
and obtain the consent of the CA, unless otherwise provided by law; the CA retains
legal power in this regard.

8.7 BF 14 Self-audits
CA AR 1745809 B AL, 1RIEE FRAIE AR RARAEM A CPS B9FLE,

BEEDEF RN HEEIE G E0E=1B —RNMEEREE R 1EE
HARS FE . BEITHEN LR SR B R 2 ACK B iz B R0 HA 18] M AY B FIAIE A
HNEEHEREXNE. MEFENHEAYEAEL TIHEEAFERIEH 2 E8H
3%,

The CA will conduct ongoing self-audits and strictly control the service qualityby
performing internal risk assessment on at least an annual basis and self-censorship
sampling on at least a quarterly basis according to international and domestic relevant
standards and this CPS. The self-audit assesses whether the electronic certification
activities from the end of the last review period to the initial period of the current

audit period meet the relevant regulations. The sample size of the sampling shall not
be less than 3% of the total number of certificates issued during the period.
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9. EFERMEMH M I & % 5% Other Business and Legal
Matters

9.1%% F Fees

9.1.1 FBE %A FE % B Certificate Issuance and Renewal Fees

HEFINEA S T RER MR B FINERXARS RIERIT AIER A, BRI
FARVERET S EES MM EBTTRE. CAYVMERS TRFFANTIIR
T DSHEBIR#HITE LS EE . 1T CAYAITTIEBR, KRS AL
PHELXSEHE M. MREEFNEA D EZBHN L P8 BRI EFIMNERA
SATMHMIBEAR—E, ML FRNIE A,

BJCA can charge the certificate subscribers according to the provided electronic
certification related services. The specific charging standards are determined
according to the regulations of the market and management departments. The CA can
make appropriate adjustments to the certificate price without exceeding the charging
standard. When a subscriber subscribes a certificate from a CA, the issuance and
renewal fees of the certificate will be notified in advance. If the price specified in the
agreement signed by the Certification Company is inconsistent with the price
published by BJCA, the price in the agreement shall prevail.

9.1.2 B &8 % A Certificate Access Fees

HEIERBERERN, MZEB#HITEEENE, CAYMEREELTZAR, B

R B X UL 0 AR 55 A 2R O AR

During the validity period of the certificate, the CA does not charge fees for certificate
information query for the time being, but reserves the right to charge for the service.

913 IF PRE SRS E B B ZE 18 % B Revocation or Status

Information Access Fees

CANIAE AKEULINZE A, BRIEAARHAFHRT R, TR CAMEIA

- 179 -



:F Y e -
@ S AE B I 7 2 BRUGE K 2 M Tl 30

MIMNTRA, CANHS A AR IR R IZ B 25 A

The CA will not charge this fee for the time being, unless the user requests special
requirements which requires the CA to pay additional fees, and the CA will negotiate
with the user to charge the fees that shall be charged.

9.1.4 HMAR% % H Fees for Other Services

CA MR B X HAh ARSI BRI . CA WA TTARIBIF R B ER, ITHIE
RKBHRS, BERSHER ESITHZESITTHHFAE.
CA reserves the right to charge for other services. The CA can customize various

types of notification services according to the requirements of the applicant. The
specific service fees are stipulated in the agreement with the customer.

9.1.5 IRFK %K B Refund Policy

AL BREFIZRIEBHISRES, CA VA9E ST =8 R ERF IR .
BRIFHIL CANIMET 7 A CPS FTALE N TESHMEARXFHER, TTPTIA
R CAYUSBEHIEB IR, HMBERT, CAYMEXITABEA T AR
During the implementation of certificate operations and the issuance of certificates,
the CA adheres to strict operating procedures and policies. Only if the CA violates the
responsibilities or other major obligations stipulated in this CPS, the subscriber may

request the CA to revoke the certificate and refund. In other cases, the fee charged by
the CA to the subscriber is not refundable.

SRR A, TTFMBSEERIZIER, CAYMKEREEERE.

After the refund is completed, the CA will pursue its legal responsibility if the
subscriber continues to use the certificate.

VPN HREAS CAYMERNTE. EX. ERNIEBHIERER, &,
CA A3 L 15 PR AV IR K AN R RA K IB I TTME.

The subscriber shall provide complete, true and accurate certificate application
information in accordance with the requirements of the CA. Otherwise, the CA shall
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not bear any responsibility for the losses and consequences caused thereby.

WRITAHEIEBRSPRNREBAEBRSER, CAYMERNRIER R

(8] A9 Ak 55 %% S
If the subscriber withdraws from the digital certificate service system during the

certificate service period, the CA will not refund the service fee for the remaining
time.

9.2 55 3% {F Financial Responsibility

9.2.1 {RB&SEE Insurance Coverage

HILUA TERFHE CAVSTING, IERITF. KRBT FELMAETILEHTE CA
MAMABRERE CEESATRTHIERS)
(1)  CANMERMIEBELLITAMIMIE=, BSHIT
PR ESZRE,
(2)  CAMMERINITFRET ERIMELSIER, MHHESE
RKIEP, HSBIRB T EZHRK,
(3) CAMMKRZLIFERNITIERRBERHETHEZE, FiE
WEXTHT, SEITASKEHEZRE,
(4)  CAWMEIEBRAWEZFE. I, SEITF KRG ESZ
MK,
(5) CANMKRERFBIHILES, SBUTFSKEAEZREK.
After the following circumstances have occurred and been confirmed by the CA, the

certificate subscribers, relying parties and other entities may apply for the CA to bear
the indemnification responsibility (except for statutory or contractual exemption):

(1) The CA incorrectly issued the certificate to a third party other than the subscriber
and caused the subscriber or relying party to suffer losses;

(2) The CA finds that the subscriber has provided false registration information or
information and still issues a certificate for it, causing the relying party to suffer
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losses;

(3) The CA did not verify the subscriber certificate application information according
to the requirements of the certification, and issued a certificate accordingly, causing
the subscriber or relying party to suffer losses;

(4) The CA caused the certificate's private key to be deciphered and stolen, causing
the subscriber or relying party to suffer losses;

(5) The CA failed to revoke the certificate in time, causing the subscriber or relying
party to suffer losses.

CAMMANBETESREASMIERITF. BTN ERRAAIEBRE, X
[EHERKARKIBTRE. CA VMY THEHEBSRBTT FLEMNIEBBEGITR
EAFBEIEBTHHEEMNEH 10 £5.

CA only bears the liability for the direct losses of the certificate subscriber and the
relying party due to its own reasons, and bears no liability for the indirect losses. The

CA's total indemnity for entities such as subscribers or relying parties shall not exceed
10 times the market purchase price of the certificate.

9.2.2 H MR = Other Assets

CAHISHHIRA N SMAE BBHIN S KN IXEF IEFEZEFRIEEN X5
fE17, BEREBEIRIEXNTT P RKBTTHNRE.
The CA ensures that the company has sufficient financial strength to maintain normal

operations and warranties the performance of its obligations, and can reasonably
assume responsibility for subscribers and relying parties.

FRBEREBITAEFEA.
The above requirements apply equally to certificate subscribers.

9.2.3 X B & LK A9 1R B& S 3B 4R Insurance or Warranty Coverage

for End-entities

CAHMRIEN SR RBERATMERRE AL ST RELREHIKRR

&, CAHMBE T B=HRITRINMFEIT, AXFAHE 7T HEENAESHE
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FEAMSRIER S, YMNEIEBV S =4 R EFER AT XAEXBES,

The CA determines its insurance policies according to its business development and
the business of domestic insurance companies. The CA has undergone financial
auditing provided by third party auditors, and has reserved suitable cash assets for
planned customers as financial guarantee for compensation arising from certification
operation.

AR CAHUMRIEA CPS MR EZREMME, UEHER NS EHET K
BIBREH/HAMETREN, CATURIRBAEEEENINE . MRAVIEHEESK
BB HIRE R AN NIRRT
If the CA is required to bear the indemnification and/or compensation liability
according to the provisions of this CPS or relevant laws and regulations and the
corresponding judicial judgment, the CA will bear the corresponding indemnification

responsibilities according to the relevant laws and regulations, the arbitration
institution's ruling or the court's judgment result.

9.3k %15 B &% Confidentiality of Business Information

9.3.1 2 %5 B3EE Scope of Confidential Information

# CAHUSIRMANBE FIMERS ., REEESEREERRT:

1) CAHMEITAZEMNHIAR BRI FRATFHNAE. BREEH
MAEHBFEBUENRIIER, CAHIMAKIEANIMAMEEFELTT FIE
BEELSMNIEEAREER

2) VUFPRPARTIEER, 1TFMREAR CPS MM EHTHER
& AT AN ANRRSERAEEmEMRK, HITFBTHAE,

3) HAth|l CAHIAMN RA REFMIVTPERNAARE, REXZERE
EMBBUFEHUENRNER, AT,

In the electronic certification services provided by the CA, confidential information
includes but is not limited to:

1) Agreement between the CA and subscribers and unpublished content in the
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materials. In addition to the expressly prescribed by law or the requirements of the
government and law enforcement agencies, the CA undertakes not to publish or
disclose any confidential information other than the subscriber certificate information.

2) The subscriber's private key is confidential and the subscriber shall keep it properly
in accordance with the stipulation of this CPS. If the private key is compromised due
to the subscriber's personal reasons, the subscriber shall bear the losses;

3) Other subscriber information retained by the CA and the RA shall be considered
confidential and shall not be published except as required by relevant laws and
regulations or by government and law enforcement agencies.

932 Ag TR % 115 B Information Not Within the Scope of

Confidential Information

U TEEARET CAVMIAENREER
1) SIEBEXMNBIERE. RIERENTL. HEREIERSEE,
2) HCANMZLZRILBA CRL FHIER;
3) M CA#MEE. CPSIRBIMIERRIEESR,
4) REFTWEBLHIEFEESEH, EREITAFENEIENGEE,
5 RETEBHIEBNEEANNZE, FREZTTRREMEIKENE
EHER
6) ADKENE=TEBELSEITNEENER
7) HM @I ATRERRNESR.

The following information does not belong to the confidential information identified
by the CA:

1) Information about the application process related to the certificate, the procedures
required for the application, and the application operation guidance;

2) The certificate issued by the CA and the information in the CRL;
3) Certificate policy information supported by the CA and recognized by the CPS;

4) Data and information held by the recipient before the provider discloses the data
and information;
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5) Data and information that were disclosed not for the recipient's reasons when or
after the provider disclosed the data and information;

6) Data and information disclosed to the recipient by third parties who have the right
to disclose;

7) Other information that is available through public channels.

9.3.3 RIP R & {5 B #Y 57 1 Responsibility to Protect Confidential

Information

CAYIRIE N EEFE. REMEAFRAPIEER, BRERR
THLE. EREEF. CATMNERR T KB TFRE LN,

The CA protects confidential information through strict management systems,
processes, and technical means, including but not limited to trade secrets, customer
information, etc. All employees of the CA will strictly abide by the confidentiality
provisions.

CANMEZEREACPS £ 931 THMENFEHREENETEEXE.

The CA has the responsibility and obligation to keep properly keep the confidential
information specified in Section 9.3.1 of this CPS.

9.4 H P FafAfR % Privacy of User Information
RIBBEXRER. FM, CAYIMERER FHIFIEBAEXBEFEZ LS,
FHIEBHBEAR/FEDAREEXDIAGE. HPFPMAGERERE #82. K
AR, SMES. HUMSME (RER/SEFAERNEIAR) FRUES.
CA HMEH 3 A P RRFAE SR M T RIEHE .

In accordance with relevant laws and regulations, the CA needs the applicant and/or
the agent to provide relevant personal information when accepting the client's
certificate application and related electronic signature business. Personal information
includes privacy information such as full name, contact information, ID number,
address and ID card (original and/or any form of copy). The CA provides the
following safeguard measures for privacy of user information.
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9.4.1 BaFARE /7 & Privacy Plan

CAMMEEIERIT A PARRNBRRNFFEENE S T PHABRRPE
R, RLEEERERN P ARBBRRIPOBRETEEINARERIAE. FH
CAHMBREAR R T HEBTLENRETENPAGELTHRE. 1TFIE
FEA CAYMMIEBRS N, RIRMAEZRERER CAYIMAIRRTARPHIE,

The CA respects the privacy rights of the certificate subscriber's personal information
and publishes the Personal Information Protection Policy on the official website to
ensure full compliance with the relevant laws and regulations of the state regarding
the privacy protection of personal information. Meanwhile, the CA ensures that all
employees strictly observe the confidentiality of personal information in accordance
with security and confidentiality standards. When a subscriber chooses to use a CA's
certificate service, it indicates that the subscriber has agreed to accept the CA's
privacy protection system.

9.4.2 1E A FaFALNIEHY{Z B Information Treated as Private

CANIMRAETENMEMTFRENBXESN, RIPHEESNESMR
IEBRSERIN, ITANEREEERAARKLE. SRERRTUTESR:
1) VTFHNEREMILESHE, WERSMIESH,
2) VIPHMEREI,
3) VIPHIBEH AL
4) ITFHRITIKA.

When the CA manages and uses the relevant information provided by the subscriber,
the subscriber's basic information will be treated as private, except for the information
already contained in the certificate and the certificate status information. Including but
not limited to the following information:

1) The valid ID number of the subscriber, such as the resident ID card number;
2) The subscriber's contact number;

3) The subscriber's communication address and residential address;
4) The subscriber’s bank account.

- 186 -



:F Y e -
@ S AE B I 7 2 BRUGE K 2 M Tl 30

RIEEXE CAYMER, FETPRIREHEREREN. FUEIREIK
FRIEEZENEFER, CAYMASTUAH,
The above information is only used by the CA and will not be disclosed by the CA

without the consent of the subscriber or by relevant laws and regulations, law
enforcement agencies or the government in accordance with legal procedures.

0.4.3 A A2 FARY{E B Information not Deemed Private

URHEMNIERER, NREBRSEEFEAABAER.

The information of the certificate held by subscribers and certificate status
information are not deemed private.

944 1% 37 F2 FA B9 3= {£ Responsibility to Protecte Private

Information

CANMEZEREAN CPS F 942 THMEMIEBHIBEENAEREA.

H=, B, TH. HRERETEXS.

The CA has the responsibility and obligation to properly protect the use, sharing,
management, checking, deletion and modification of the certificate applicant's
personal information as specified in Section 9.4.2 of this CPS.

EBFSRHEN KRB G EZRFER CAYMERENRAMRMERNE
AT, CAHMEHRAEBAIEMNTE.

In the case where the government or law enforcement agency requires the CA to
disclose private information to a specific object in accordance with legal procedures,
the CA is not liable for the resulting liability.

945 F A FAE B B9 & A1 5 [E) & Notice and Consent to Use

Private Information

1) TJRPER, CAYMNXERELGMPTRFRIPILPITFNIAGR, NETF

P ELEEIMTAHAESITFEE,
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2) VTFREIR, CAHMEAENSSEEINRIRA CPS M EMRRFARIPBUR £ M TR

BEEITRER, NFBEATEERARFERIERITANRRER,
NELREMERITAHRBFRIBEEN . WRKFRIBEEN, CAYE
AT PR EEREBLRERE=T,

3) ITRER, GERXREEEN. PUEANAXHBAREGENEFZEKRT, CA
PVMEFENRKBRMEERN, CAMEZTSMIT,.

1) The Subscriber agrees that the CA shall take appropriate steps to protect the

personal information of the certificate subscriber and shall inform the subscriber in
advance in the subscriber agreement and obtain the subscriber's consent;

2) The subscriber agrees that the CA uses any subscriber information obtained in
accordance with the privacy protection policy stipulated in this CPS within the scope
of its business. If the subscriber's private information is used beyond the agreed scope
and purpose, the CA shall inform the certificate subscriber in advance to obtain
consent and authorization. Without subscribers' consent and authorization, the CA will
not disclose the subscriber's private information to any third party;

3) The subscriber agrees that the CA does not need to inform the subscriber when the
CA discloses the private information to a specific object under the relevant laws and
regulations, or required by the law enforcement agency or the government according
to the legal procedures.

946 ik X T E F K {E B 3K 5 Disclosure Pursuant to

Judicial or Administrative Process

BRAFFFEMUT &M, CAHMASBITANREGEERHGEME=ATE
=7IH48:
1) HUENIR. BUFSE MR EEZENBRROE I IAIEER. Fl. AE R
E. RFREHIE
2) TTPXAPBERARNAEXERAIME,

3) 7 CPS MlEMH M PUKEERIIETE
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The CA does not provide the subscriber's confidential information to other third
parties unless the following conditions are met:

1) The law enforcement agency, the government or other departments authorized by
relevant laws and regulations apply according to laws, regulations, rules, decisions,
orders, etc.;

2) The subscriber authorizes the disclosure of relevant information in writing;

3) Other disclosure circumstances as stipulated in this CPS.

047 H b = B I B 1§ F Other Information Disclosure

Circumstances

WRIEBITPER CAYMRERE R ER P XIERS, MALHBER, CA
AT DU AR AV PRAERAAXES, T FHE R MRSt fts
8£=77, WHRHFRE.

If the certificate subscriber requires the CA to provide certain types of customer
support services, such as mailing, the CA may provide subscriber's name and mailing

address and relevant information that is not deemed private to a third party, such as a
mailing company.

9.5%MIR =X Intellectual Property Rights

1) CAHMMERFREIMNEBE CANMRMNE IR, ZRL BIHEFNEE
R, THEBIFRNFE IR

2) CAYMEEHANMGIEFF XM CPS. CP. BAXFFM. KHMAIES
A CRL 9P AIFIIR =AY

3) CANMEBEITMLE EAMM—UIEEIIET CAVIMMZ, K& CAYMAEE
RV, MARNGSEREATEHLTA,

4) CAHIMENIMEE EIRRIBIMSEET CA HAEN >,

1) The CA shall have and retain all intellectual property rights such as copyrights and

patent application rights for the certificate and all software, materials, data, etc.,
provided by the CA;
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2) CA have ownership and intellectual property rights of CPS, CP, technical support
manuals, issued certificates and CRLs formulated and published by the CA;

3) All information published on the official website of the CA belongs to the CA’s
property. No one else may reprint for commercial activities without the written
permission of the CA;

4) CA's external operation management policy and norms belong to CA's property.

9.6[% A 53E{% Representations and Warranties

9.6.1 B FINMERRS MM AIFRIER 5B R CA Representations and

Warranties

CAHMTER AR FINMER S ANEREFHERD T

1) CANES (FEARFIMESRFERE) RAAXERHAE, WERH
I BIRIEE N MR B TR

2) WIFRBEAMSIEERBFAFERFFARET R (3, EtREms, %
BTHREHZMENERHNA LN PSR P itEE A
BEEEE

3) WIEHBEABRNTIEPNELBRHIBARRKRKE T S8, URKRBIFA
FHIEIE S,

4) WIBEBHEEMNEBERNAERM (organizationUnitName 5251

5) SREUEHEDUR/E P 3 8 organizationUnitName” 1 FT &2 B E IR SH T
REME;

6) IR¥EA CPS % 3.2 W EKRKIERIBEAZM,

7) ECAMMEITAEXEXR, N CAMMEITAEEEAENETHITHH

WXTT, ZIT RIS CA/Browser i35 & # B3 Baseline Requirements
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FEK, & CANMEITA AR —KAEHE XK, WHEIBBARKSIATE

%R

8) CANMBFHNAAARTHIEPNLIPRSES (BRESEHHE) . HiE
MRS H AP —ANERIEDR (24x7) AFETHEERE,

9) ARIEA CPS HIERRE TTSHIES,

10) CA HAEHHIR 7T IEPBERFUAE LR E B h R,

11) CAMELRLIT FINEBFFEA CPS P A KR ER;

12) CAHAR EIEBIT A BIREFMEMN . BERRLEZWITFIERERMES
o MRS

13) CAHMIERELIEBE, BBEIERRIBENFEFAHLEHEA.

The warranties of CAs in the process of providing electronic certification services are

as follows:

1) The CA complies with Electronic Signature Law of the People's Republic of China
and relevant laws, and bears corresponding legal liabilities for the issued digital
certificates;

2) Verify that the applicant has ownership of or control over the domain name and IP
address listed in the certificate subject field and Subject Alternative Name (or, for the
domain name only, has obtained the authorization of the owner of the right to own or
control the domain name);

3) Verify that the applicant has authorized the issuance of the certificate and that the
applicant's representative has obtained a qualified authorization to apply for the
certificate on behalf of the applicant;

4) Verify the accuracy of all the information contained in the certificate (except for the
organizationUnitName information);

5) Take measures to reduce the possibility of misleading information contained in the
certificate subject “organizationUnitName”;

6) Verify the identity of the applicant in accordance with the requirements of Section
3.2 of this CPS;

7) If the CA and subscriber are not affiliated, the subscriber and CA are parties to a
legally valid and enforceable subscriber agreement that satisfies the requirements of
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the Baseline Requirements issued by the CA/Browser Forum; if the CA and
subscriber are the same entity or are affiliated, the applicant representative has
acknowledged the terms of use;

8) The CA maintains a 24 x 7 publicly-accessible repository with current information
regarding the status (valid or revoked) of all unexpired certificates;

9) The certificate may be revoked for reasons formulated by this CPS;

10) The CA accurately describes the procedures in the Certificate Policy and
Certification Practice Statement;

11) The certificates issued by the CA to the subscriber satisfy all the material
requirements of this CPS;

12) The CA will notify the certificate subscriber of any known events that will
substantially affect the validity and reliability of the subscriber's certificate;

13) Upon the refusal of the CA to issue the certificate, the CA will immediately return
all fees paid to the certificate applicant.

9.6.2 JEMHI MBI [FR IR 53E4R RA Representations and Warranties

184 CAMAGRI MM, NiB1E CA MMMy CPS 5 CPRIE®H FINEW 5
HIEAIAAEVER SR, SRR FIAE L SR EZ T & CA HIMMAE X EIE
EAR. CAYSREMSAES S8 FIMERGIEPNEEKKIENT:

1) SEMVIAEEIERIT A REN ISR EME CAVIAER CPS BIFTHE KR4
=K,

2) WEMAANIT ARIERRIEMEIRBEHEE, IMYEE ST X
%

3) JEMYMESEHEATHIEBHIBELE, ARIBARIANFTEEGIN
ERT, SEIERRIFMNEE—MRKA 1-34ANTER;

4) CAHMERIERN, AHTIMIMNRRISBIERTNERSIED
HIEANEEAR—ET

5) SEMAAGEIRA CPS IFE, KEE CAVASIRZHE. EHMFHIE,
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6) JEMYIMNBE ZEBERILBITFHESEIELS CAE,

7) AMMEZEREITFNEERSIMEEXNER, FHERNEZS CAL
MIATFRS . SN ARTEAE XU EREC & CA MM ITE FINEL S
R

8) EMHMRNREIIT AR LR TN,

The RA of the CA shall follow the CPS and CP of the CA to assume the
responsibilities of the RA in the electronic certification business. The operation of the
electronic certification business of the RA shall be subject to the relevant management
regulations of the industry and the CA. The specific commitments of the CA's RA in
participating in the electronic certification service process are as follows:

1) The registration process provided by the RA to the certificate subscriber is in full
compliance with all the material requirements of the CA's CPS;

2) If subscriber's certificate application materials failed to pass the investigation of the
RA, the RA has the obligation to inform the subscriber;

3) The RA completes the certificate application processing within a reasonable period
of time. When the applicant submits complete and compliant materials, the time for
processing the certificate application is generally 1-3 working days;

4) When the CA generates a certificate, the information in the certificate will not be
inconsistent with the information of the certificate applicant due to the mistake of the
RA;

5) The RA will submit the application for cancellation and renewal to the CA in time
according to the stipulation of this CPS;

6) The RA shall transmit the information of the certificate subscriber to the CA
through a secure channel;

7) The RA shall properly keep the subscriber's information and information related to
the certification and transfer it to the CA for filing in good time. The RA shall
cooperate with the CA to conduct the electronic certification business compliance
audit in accordance with the relevant agreements;

8) The RA shall perform its obligation of security warning to the subscriber.

9.6.3 1T P B4R 5F84R Subscriber Representations and Warranties

VTP BE#EZ CAYUMERMIERRE, R E CA VS, MM RIS
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IER A XL FEAEE TRKE:

1) WTFRRIAEMBEIHFER T A CPS RIAXMEMNEHRAR, BEREZA CPS
ZHMAR;

2) VAREREHREFERL, EREHFIEBRERMBXNEMBTE, BEHX
Sk E CAVIMRHEERTENEEMNER, FELREERARLE
FEA KRB CAYAL, MEATTARENTERAREL. FAEE. TR
FLEERLEIBH CAYM, HILERNIREHITABTKIE, IRE
AREAN BAVTAMREARENBETTE. 1TFAERERRIEARR
EMEEIALERR 5ER, @A CA YL,

3) ITFEA CAYIMEFIERN, REASERTZABURRRME,

4) ITRRCBIEB AT EEBNFERSNHITHRTESR,

5) UARBEITEARNTERPX, HAXSKR—YIEEEREY L HAEZ
WHmEXR. MEMRA, ITARZERE CATMELXNEFIERHNA
AN, AEHBEHZMMA, WEITFRESBRMAME. M. B
REFIEB RPN ERD, HILERNHREHIT A BITRIE,

6) SiTFIERFEAANNNBPRETHNE—XER, TR2ITFECHE
B, BERFRMIERESEROEE QERRETHRBEE) . IERHTAA
PITRASHRIFER,

7) ITPBEENRIOEBRARERY, FBIARERSHIIBERLR,

8) ITREMFAIERN, NAIUERFIHANTHRIMNRS s E2EIEH, HHFE
EEMERRVEEREN AL E R ASCE M &4

9) AEELEMAMRE CAYMARNENAER. TH. . HEF, SRER
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BRT3RME . HSEAIE BANIE B AR 55 Y18 AR AR 5

10) ITRAERBIEBEMEAIMIATER, NIzR1E CA HIADEHIFRIEE:
OB HAKFRS T EERE RSO E B AIEB P EEHN S5 A AR AT
51, MFKRZAFBIHILS, FELERLBRAMBRREA;
OIEBHREBARLEFRIAER, WERIZEBEFHELERIES,

11) —B CAHMEAIR TITFIEBNASERSIT A EBTEEEZILRTA,
CAHIF BRI FIES,

12) ITARIE, —BEIEB#® CAYMEERE, BABERIZIES.

From the time the subscriber accepts the certificate issued by the CA, the subscriber is
deemed to have made the following commitments to the CA, the RA and the relevant
parties trusting the certificate:

1) The subscriber confirms that it has acknowledged and accepted all the content of
this CPS and related regulations, and agrees to be bound by the terms of this CPS;

2) Subscribers shall follow the principle of honesty and trustworthiness. They are
obliged to always provide accurate and complete information and materials to the CA
in applying for digital certificates and other aspects related to issuance, and notify the
CA in time when the above information and materials are changed. If the information
provided by the subscriber is false, incomplete, inaccurate or not notified to the CA in
time after the change, the losses caused by the subscriber shall be borne by the
subscriber. If there is an agent, both the subscriber and the agent are jointly and
severally liable. The subscriber is responsible for notifying the CA of any
misrepresentation or omission made by the agent;

3) When a subscriber uses the CA's digital certificate, the relevant software shall be
obtained by legal means;

4) The subscriber shall use the certificate for lawful purposes and digitally sign it
within the validity period,

5) The subscriber shall generate the key pair in a reliable manner and shall be obliged
to take all reasonable measures to prevent the key from being attacked, lost, disclosed
and misused; the subscriber shall properly keep the private key and password of the
digital certificate issued by the CA, and shall not disclose or deliver it to others. If
others know, misappropriate, or fraudulently use the digital certificate private key and
password due to the subscriber's reasons, the losses caused thereby shall be borne by
the subscriber;
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6) Each signature made by the private key corresponding to the public key contained
in the subscriber certificate is the subscriber's own signature, and the certificate used
at the time of signing is a valid certificate (the certificate has not expired or is
revoked), and the private key of the certificate is used by the subscriber for access and
use;

7) The subscriber will review and verify the accuracy of the certificate content and
confirm that the certificate information obtained is correct;

8) When using the certificate, the subscriber shall install the certificate on the
accessible server listed in the certificate and comply with the scope and conditions of
use of all applicable laws and regulations and user agreement;

9) No statements, changes, renewals, upgrades, etc., that have been published by the
CA can be rejected, including but not limited to policies, changes to specifications,
and additions and deletions of certificate services;

10) If the subscriber finds the following situations after obtaining the certificate, the
subscriber shall immediately apply to the CA for revocation:

(D promptly request revocation of the certificate and cease using it and its associated
private key if there is any actual or suspected misuse or disclosure of the private key
corresponding to the public key contained in the user certificate;

(2 promptly request revocation of the certificate and cease using it if any information
in the certificate is incorrect or inaccurate;

11) The CA is entitled to revoke the certificate immediately if the CA discovers that
the certificate is misused or the subscriber is being used to enable used it for illegal or
even criminal activities;

12) The subscriber warrants to promptly cease all use of the certificate upon it is
revoked by the CA.

9.6.4 ik 8 77 B9 f% iX 5 4B & Relying Party Representations and

Warranties

PRI TT R (B H 30T AR R FNR I
1) BEARCPSHIKZN, THIIBMEREN, BFACPSHAERE BE
A CPS kT CANMTAERBIMIE,
2) KEMHFRFIZIERX R AIEBEE, EEBIERA, WEBNEESEHTRIE,

3) ERBIEBMLANGEXRRIFHINZIEREN, 15 BEEH CRLHK
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OCSP #IINE B ESHEE, FIMEBEMENSEEERER,; REIZ

IR ZF A H I AP T RN, FIMXEBICRNRNRSEIL
AR -8 REAMUTEZMEREENMENES

4) NEELEERA CANMATENER. TE. B, ARF, BRHER
PRI 5RME . ASERIE BUAMIE B AR 55 A9 AN A0 MR 5

5 WHAT—ERTHRARHMRESZE T SEQENFR, KBTI NHILS
CAAIT RAVIRKATIRE, FRKBRELEMN B S ALK,

The relying party shall make the following statement and commitment:

1) Familiar with the terms of this CPS, understand the purpose of the certificate use,
comply with all the provisions of this CPS, and agree to the stipulation of this CPS
regarding the limitation of CA liability;

2) Obtain and install the certificate chain corresponding to the certificate, and verify
the certificate's trust chain before trusting the certificate;

3) Confirm that the certificate is valid before relying the trust relationship proved by
the certificate, including: confirming whether the certificate is revoked by querying
CRL or OCSP; confirming that the certificate is used within the specified scope and
period; checking the reliability of all certificates that have appeared in the certificate
path; confirming that the content of the certificate are consistent with the content to be
certified; checking other information that may affect the validity of the certificate;

4) No statements, changes, renewals, upgrades, etc., that have been published by the
CA can be rejected, including but not limited to policies, changes to specifications,
and additions and deletions of certificate services;

5) If the relying party violates the terms of the reasonable inspection due to
negligence or other reasons, the relying party shall compensate the losses caused to
the CA and shall bear the losses caused to itself or others.

9.6.5 Hth & 5FE KRR 53E{R Representations and Warranties of

Other Participants

RINTF LR HAtbS 5F MiBTEA CPS FIM

Other participants not listed here shall follow the stipulation of this CPS.
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9.7#B{% 235 Disclaimers of Warranties

BRAX CPS 8 9.6.1 TR ABATAARIESS, CA MIMARIBEHMAEMAE R MRIE
NIPE
1) MRBEBITA. E85 EEMS5ZNEESER,
2) AXERFINEA RN T 6 A AT E AR A H 4B 4R
3) AEBBUIEHSCEEASATEMARE CAVMATFHRETROME;
4) AAIBBEIEBIE B W ZIMNY N AER B K,
5) AFBEI CAHMRERSENREHNE. NWEPHSBOEBRE. X5
e EAth = E AR K
6) AFEBHTAUNNEZSENRS PEFFHILERNE AHREK,
7) BHEZEHT CAYMEEETRNERIT AR HMI BT ARSI RNERAEX
ST FEMRIRE, CANMAAIEBTIE.
Except for the clear commitments in Section 9.6.1 of this CPS, the CA does not

assume any other forms of warranty or obligation:

1) Not warrant the representations and warranties of certificate subscribers, relying
parties and other participants;

2) Not warrant any other software used in electronic certification activities;

3) Not bear any losses beyond the scope of the certificate or for other uses not
permitted by the CA;

4) Not bear the losses caused by applications beyond the specified purpose of the
certificate use;

5) Not bear the losses caused by equipment failures, network interruptions resulting in
certificate errors, transaction interruptions or other things that are not because of the
CA;

6) Not bear the client losses caused by service interruption due to force majeure
factors;

7) The CA is not responsible for the losses caused to the subscribers due to violations
of the contractual obligations caused by the CA's partner's ultra vires or other fault
actions.
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9.8 PR /T Limitations of Liability

IR CAHMARYE CPS SARKEREMAE, MUK IEFEFUKIEREEF/
FAMETRER), CAHAMPRAIERNBIZA CPS 5 9.9 T EN B RIFETTIE.
If the CA is required to bear the indemnification and/or compensation liability
according to the CPS or relevant laws and regulations and the judicial judgment, the

CA institution shall bear the limited liability not exceeding the provisions of Section
9.9 of this CPS.

CAMAMESIT A MERB T EMN T, XTEITASRETT N REE N
MIRERRERBENS.

The CA does not have an indemnity obligation in an agreement with a subscriber and
a relying party for damages caused by the subscriber or the relying party.

9.9 1= Indemnities
9.9.1 CA #1#9Hy % Indemnification by CAs

9 CAHIMTER T A CPS % 9.6.1 THAIFRIR 51BMR, IEBITA. KT
MUERIE CAYIMAIERERTE (REXATRTRIN - TIRIEFENH CAHME
AKIBRRBETTIE:

1) CAVIMREIERERELRATIFMSMNIE=F, SBUTASKEAEZREK,

2) TEITFRZERIFANTEABUERT, CANMBMERNIEBSHHERE
£, BSBOTFSRE T H It & Z /K,

3) CA#MBBAIT PR ZME SR ARFERBIIRNER, MDATTAEXR
P, HESBURBTESHRK,

4) BT CANMMNERBETEBRANME, SEITASKEHEZIRK

5) CAMMKREERNEHEIIE, ALSEKRBAEZREK.

If the CA violates the representations and warranties in Section 9.6.1 of this CPS, the
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certificate subscriber or relying party may apply for the CA to assume liability (except
statutory or contractual exemption). The CA shall be liable for limited liability in the
following cases:

1) The CA wrongly issued a certificate to a third party other than the subscriber,
causing the subscriber or relying party to suffer losses;

2) In the case where the subscriber submits complete and accurate information or
materials, the certificate issued by the CA contains error information and causes the
subscriber or relying party to suffer losses;

3) In the case where the CA is fully aware that the subscriber has submitted false
information or materials and still issues a certificate for the subscriber, causing the
relying party to suffer losses;

4) The disclosure of the certificate private key due to the CA causes the subscriber or
relying party to suffer losses;

5) The CA failed to revoke the certificate in time, resulting in the loss of the relying
party.

9.9.2 7T A4 Indemnification by Subscribers

ERITPEFEASERIEBN, BEEETTASBRRMSE CA YT T
M=k, TP RAERERE.
When the certificate subscriber uses or trusts the certificate, if there is any action or

omission that causes losses to the CA and the RA, the subscriber shall be liable for
indemnification.

REZIEBHRREREUTER TRIERESRE.
1) K@ CAHMRHEL. TEERNER, TSR CAVMEIEXEHTR
K
2) RERPITFOMA, B REEBLENLIPREERE LT HAAAEE
ROMEB WEUAFIEAREENOALRN, TTRAIXNXHTANGER
M,

3) AMBLRTACERBNETRREN, KRENEHMCAYY, FEILEMF

FZIER, TSI CANME A XRETTHEK,

- 200 -



== |
@ HFA M UE A 7 AR UE S 2 f T UE M 25 900
4) VTRUNREEB G EZREENREE IR, MKREHFFIEBEIET —MEZN

BF T2 RERFERHAEEXERE, ITROANXFMITHNERILR
5) EPMIBEEM, BIER CAYUMESIEREMMNE, EMT CAYMEHT
RETONERZEHREK.
Upon acceptance of the certificate, the subscriber agrees to be liable for the following

circumstances.

1) Failing to provide true, complete and accurate information to the CA, resulting in
losses to the CA or related parties;

2) If the subscriber's private key is not protected, or if the necessary safeguards are
not used to prevent the subscriber's private key from being lost, compromised,
modified, or used by an unauthorized person, the subscriber must be responsible for
the consequences of such conduct;

3) Failing to promptly inform the CA and cease using the certificate when it is aware
that the certificate key has been compromised or may be compromised, resulting in
losses of the CA or related parties;

4) If the subscriber makes a mistake in describing the information to the relying party,
and the relying party takes these descriptions for granted after verifying one or more
digital signatures with the certificate, the subscriber must be held liable for the
consequences of such conduct;

5) The illegal use of the certificate, that is, the violation of the CA's regulations on the
use of the certificate, has caused losses to the interests of the CA or related parties.

9.9.3 Yk & 77 95 4= Indemnification by Relying Parties

INETRIEEMSE CAYMITT A ERREK, RTTRKBRERE:
1) KRBT CA VM SRITTHIMNFIA CPS L EMI NS,
2) RIKEA CPS 5EHZ, FH CAVMEEBRANERRSNEHE=TTE
K
3) EMEAEEMBEE TERIER, MRGTTRIIERETEE. BHRER,

IEBRAC L TR GTFIER,
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4) T ARBILIE B E1E5E

5) KT ARIBIIZE M CRL 5t OCSP W IE P2 S
If the CA or subscriber suffers losses due to the following circumstances, the relying
party shall be liable for indemnification:

1) Failing to perform the agreement between the CA and the relying party and the
obligations specified in this CPS;

2) Failing to verify reasonably according to this CPS, resulting in losses suffered by
the CA and its authorized certificate service agencies or third parties;

3) Trusting the certificate in an obviously unreasonable situation, such as when the
relying party is aware that the use of certificate is out of scope and overdue, and the
certificate private key has been or may be stolen;

4) The relying party has not verified the certificate's trust chain;

5) The relying party has not verified whether the certificate has been revoked by
querying the CRL or OCSP.

9.10 BAMHEAPR 5 %% 1F Term and Termination

9.10.1 BHRHARR Term

AR CPS HAMBMTNERAR, E£—hRAA CPS FIRY K3,

This CPS comes into effect at 0:00 on the effective date, and the previous version of
CPS becomes invalid at the same time.

0.10.2 %1 Termination

CAHMAENLIEAR CPS (ZME1ThR) o & CPS £ T —hRA CPS A Z Al
7 CA Y922 I B FINEARSS B 2R3
The CA has the right to terminate this CPS (including amendments). This CPS expires

on the date the next version of CPS becomes effective or when the CA terminates the
electronic certification service.

9.10.3 M EYZ& 1F 51R B Effect of Termination and Survival

A CPS#&ILfR, EMNKERLZLILE, CPS FHABTHRALHER. BXF
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£ 1F 2 HRTAEAPERSE, CPS &N REMNME R RRITENLRBTCPS

PSRBT, REFLE. BRI MR NEFTHASEH .

After the termination of this CPS, its effect will be terminated at the same time, and
the content in the CPS will be considered invalid. However, for the legal facts that
occurred before the date of termination, the provisions and the exemption obligations
of each party in the CPS are still valid. The audit, confidential information, privacy
protection, and intellectual property rights involved in the CPS continue to be valid.

911 ¥&=E5EZKHANHEBE L5 48 Individual Notices and
Communications with Participants
SE5EWMBH—F T HBA CPS FIREMFKF, TRUBIIBIEEKR CAYIAE.

Participants who need to know more about the terms mentioned in this CPS can
contact the CA by phone.

R CPS&ILE, CANIMBHRXERNNE XEERMS S AYME FIAL
AN ARETT.

After the termination of this CPS, the CA will notify the parties involved in the CA's
electronic certification activities regarding the invalidation of the documents.

9.12 1&1T Amendments

9.12.1 1&1T#2F Procedure for Amendment

Z CANMELLFEREEZRSEN, CPSHENAEFEELEE—XA
CPS, HREFEEFEEEINMEETHIINERKAXERE, FHREAFS
CPEX, FFAINEIARNEFRYEHE,

Authorized by the CA's Security Policy Administration Committee, the CPS writing
team reviews this CPS at least once a year to ensure that: it complies with national
laws and regulations and the requirements of the competent authorities and relevant
international standards; and it meets the CP requirements and the practice needs of the
certification.

K CPS U] 5 EH, H CPS RE/NARHBEITIRE, K& CAHMRER
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BREEZASHER, BHCPSEE/NADTAHRETT, BITEH CPS FX CA

M2 2R EEZ ASHAE R AT IAUEA S HYM 5h (http://www.bjca.cn) IE
W ORI

For amending and updating this CPS, the CPS writing team shall submit an
amendment report and organize the amendment with the consent of the CA's Security
Policy Administration Committee. The amended CPS will be officially published on
the website of BICA (http://www.bjca.cn) after being approved by the CA's Security
Policy Administration Committee.

(EFINEL SN Kt 488 R A= 6l

Certification Practice Statement will be subject to strict version control.

9.12.2 BEN#H|FIHAPR Notification Mechanism and Period

EITIEHY CPS £t EE 7 CA ¥IMMAYE M http//www.bjca.cn &, XF

THREBSE TG, 4. EEFHTBMNEN, CAVMKEESENNE
RBANAEXZTT, FENKNERFRIERSXTZENZIRN. BEEBITELZHEHN
TAIERR, ITRRERBENREIEBREGE, BRI ARRZELT.

The amended CPS will be published on the CA's official website http://www.bjca.cn
after approval. For amendments that require notification by e-mails, letters, media,
etc., the CA will notify the parties within a reasonable time, and the reasonable time
shall ensure that the parties concerned are least affected. If within 7 working days

after the amendment, the subscriber does not apply for the revocation of its certificate,
it will be deemed to agree to the amendment.

9.12.3 A& R I & N 89 15 2 Circumstances Under Which

CPS Must Be Changed

1) ACPS HEAXABREERENARIMITIAZEL—K, CANMEBIELLE
A CPS HIIEX AR,
2) ERKEIRIINA CPS HBFRMNE MEIHEEXK,
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3) 2 CPS R FUALN . REMBAIAC ZEANEHE CA HIFHEFINMELFH

=K,
4) ZK CPS H1HX AR S CA/Browser Iz A M AIHEXITE. WebTrust XF
CA IR —2L, CAHARIBLILIE A CPS HEIEHXAR .

1) The relevant content in this CPS is inconsistent with the laws, regulations or
departmental rules of the jurisdiction, and the CA will modify the relevant content in
this CPS accordingly;

2) The national regulatory authorities have a clear request of change or adjustment for
this CPS;

3) The rules, procedures and related technologies described in this CPS no longer
meet the requirements of the CA's electronic certification business;

4) The relevant content in this CPS is inconsistent with the latest specifications of the
CA/Browser Forum and the rules of WebTrust for CA. The CA will modify the
relevant content in this CPS accordingly.

9.13 S ALIE Dispute Resolution Provisions

CAWLIE. IEPRITF . MBFTEFLAER FINEENFH=EF WU, NESF
WHEEZRHE 3N A W@ CAYIMREE NIRRT RIFBIAEXRETT, FIWHER
AR TR
1) AR¥EAR CPS RABXEREMMAE, BHFET,
2) H CAHMBEXEIRTSRIBEANE,
3) & CAYUMMMERIE, BHAEEIDITHITRR,
4) FfE5 CAVMIFMYIEFLA CPS Frid B BIET S, ST LUK

FUPARZILRMRE RS HH

Disputes arising from electronic certification activities by entities such as CAs,
certificate subscribers and relying parties shall file a dispute resolution request with

the CA within 3 months from the time of the dispute and notify the relevant parties.
The dispute resolution can be implemented in the following steps:

1) According to the provisions of this CPS and relevant laws and regulations, the
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responsible party is clearly defined,

2) The relevant departments of the CA are responsible for coordinating with the
applicant;

3) If the coordination of the CA fails, the relevant legal department will make a ruling;

4) For any dispute with the CA or the RA regarding this CPS, the parties to the dispute
may only submit the dispute to the Beijing Arbitration Commission for arbitration.

9.14 &%k Governing Law

CAHIAY CPS REREMAMH (FEARKMERESL) . (PFEARIK
MERFEREY A (B FIMERSEENE) KAXEREENNE. 104 CPS
RRERMFRES ERFEZMFREHTNITHER AR, CA YIRS I KRkt
TIETT, B FFERRERENAE.
The CPS of CA is subject to Civil Code of the People's Republic of China, Electronic
Signature Law of the People's Republic of China and Measures for the Administration
of Electronic Certification Service and relevant laws and regulations. If a clause in
this CPS conflicts with the provisions of the above-mentioned laws and regulations or

its enforceability, the CA will amend the clause to comply with relevant laws and
regulations.

9.15 5ERZEENST S Compliance with Applicable Law
T8 CAHMENEBRIT P KRBT F LA EE AR ERLER CAML
MEGIES, 2N CPS T, MBREAMERFRANMERFEARLMEEZELE.
EE5 CA MM FEBUEIMVLEFA CPS A R AIET SR, WNENFEAR
HFEEE.
The implementation, interpretation and procedural validity of this CPS shall be
governed by the laws of the People's Republic of China, regardless of where the CA's
certificate subscribers, relying parties and other entities reside and where they use the

CA's certificate. Any dispute with the CA or the authorized RA regarding this CPS
shall be resolved in accordance with the laws of the People's Republic of China.
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9.16 —H%% =k Miscellaneous Provisions

9.16.1 5E Y Entire Agreement

CA #1989 CPS EEMNHEMEIE: #r&l. Bx. EHERAB I M2 KT
XEXMECRARELENERAET, Bxe2BRMBE XD, &K CPSKE
KA eI R EARY . R AP E= Ok F T, AZEMUERER
CA AR 71 Mk A AN b2

The complete document structure of CA's CPS includes 3 parts: title, contents and
body content. The modified alternatives to the contents and body content will
completely replace all previous Sections. This CPS will replace all previous or
contemporaneous written or oral interpretations of the same subject. This complete
agreement will be published on the official website of the CA for query and browsing.

9.16.2 #5if Assignment

CAAMIRERA, RYEA CPS IR AIINMESLAER TN FIFN S, &HTHE
ATHERERZEM BRI EH TN 5 X E NI LT AR EN RN
AL 73 B — T R 655 R STER EHT.

The CA declares that, according to the rights and obligations of the parties to the
certification entity detailed in this CPS, the parties may assign the rights and
obligations in accordance with the relevant provisions of laws and regulations. This
assignment does not affect the assignor’s renewal of any debts and liabilities of the
other party.

9.16.3 3|4 Severability

2R CPS BRI S AR S U T 5 CANUMPRE BN A A REM K £ R
WHEALIHAEFTHIT I, CAYMTNERKRLERNRE METTIZFNK
EHAZEEYN, HRHBOPAZEMW, CAYMBELETIREEITHNRE.

When any clause or application of this CPS is determined to be invalid or
non-executive due to conflicts with the laws and regulations of the jurisdiction in
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which the CA is located, the CA may amend the clause to the extent necessary to
continue to be effective, with the rest unaffected, the CA will disclose the amended
content in this Section.

ERBEBEITEERZERIEBZ8, CA VMK RIEEHZE questions@

cabforum.org, i@%1 CA/Browser i£ix CPS HEBITHEER, HHIAEKHAH

Z) /N LRSI TR FN/A RS 2251 R https://cabforum.org/pipermail/public/.

Before issuing a certificate based on the amended request, the CA will send an email
to questions@caforum.org, notify the CA/Browser Forum CPS of the amended
information, and confirm that it has been posted to the public mailing list and public
file list https:/ /cabforum.org/pipermail/public/.

EREAHEH, = CA/Browser BIZFIERFER, F CAVIMENTE
CA/Browser 1z #9 Baseline Requirements X AEE K, NIARZT f{EEXF CA
WAV SERENIAEEAFER. EAX W SBRERTHEXIEE, X CANMY
B CPS H91&1T, R[5 CA/Browser IixAB A 90 KT,

If the law no longer applies, or the requirements of the CA/Browser Forum are
modified to make the CA conform to both the Baseline Requirements and legal
requirements of the CA/Browser Forum, any adjustments to the business operations of
the CA in this Section will no longer apply. The above-mentioned related adjustments

to the business operations, the amendment of the CA's CPS, and the notification to the
CA/Browser Forum will be completed within 90 days.

9.16.4 5&fH|$# 4T Enforcement

CAHMERR, HITFIEB. MBI FLERHIT CA H4969 CPS FRREIMN
E, MMEOAZEEERAPFITIZINS H AL E -

The CA declares that if the entity such as the subscriber certificate or relying party
fails to implement a provision in the CPS of the CA, it is not considered that the entity
will not implement the or other provisions in the future.

9.16.5 AT#1 /] Force Majeure

CAHR b . BIED. BARE. iR, 2T, RN
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Hth Rz g DA ERSATRANZMHER AR CPS HUEBARIEMNER.

AR TEBITR.
The CA shall not be liable for violations, delays or failure to perform the warranty
obligations of this CPS due to force majeure events such as wars, terrorist activities,

natural disasters, infectious diseases, strikes, breakdown of Internet or other
infrastructure.

90.17 HH4Ex Other Provisions
CA XA CPS BB RAMBEN.,

The CA reserves the right to the final interpretation of this CPS.
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